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Elwoaymwyn otn Mnyavik)
Aviyvevong otnv Ao@alela Yyetiag
2tox0¢: E€epelivnon tou poAou TNC UNXOVIKAG aViXVEUONG
oTNV MPOCTACLA TWV CUCTNUATWY TTANPOPOPLWV UYELAC.
Mot

. Toa woxupd petpa aodpaleiag eival kplopa yia tnv
npootacia evaiodntwyv dedopevwy aocBevwy oTLC
PndLakéc unnpeoieg vyelac.

. OLauénpuevec Suvapikec kuBepvoarelAéc BETouy
KvdUVOUC yLa TNV aoPAAELO KOL TNV LOLWTLIKOTNTO TWV
aoBevwv.

. H pnxavikn avixveuvonc evtomilel, mopakoAouBetl kal
LETPLALEL ATIOTEAECHATLKA TLC KUBEPVOATIELAEG Kall
TPOCOPUOLETAL OTLC SUVALKEC OTTELAEC.




Y peotleg vyeltovopikg mepibaiyng mmoo
pImopovv va napakolovboovvtat
Zuvdedbepéveg Yninpeoieg Yyeltovopkng Nepi®aing:
« MMUAeg latpoU-AcBeviy: MAATPOPUEC YLO ETIKOWVWVLA, TIPOYPOUHOTIOUO
pavtePou Kal mpooPfaon oe LATPLKA apXELaL.
« Xeplopog latpikou EEomAlopobl €€ Antootaocswc: MNapakololOnon Kal

EAEYXOC LATPLKWY CUCKEUWV TTIOU XPNOLLOTIOLOUVTAL £ ATTOOTACEWG YL
™ dpovtida Twv aoBevwv.

. Kplolpo yia tnv tnAciatpikn Ko TG £ AnooTAcEWS SLUYVWOELC.

. 2uotnpota HAsktpovikwyv latpikwv Apxeiwv (EHR): Kevtpikn
amoBnkevon Kot onpelo mpooBaong yla Latplkd dedopéva aoBevwy,
Slaouvdedepéva pe AD yla avotnpoug eAEyxouc tpoofaonc.

AUTEG oL Utnpeoieg eival wTIKAG onpaciog ya tTnv mapoxn
oUyXPoVvNG VYELOVOULKNAG epiBaAng, aAAd sival EVAAWTEC OE
KUBEPVOETOEDELC.




Evoopatwon Yonpeotwv
Yyewovopkng IlepiBailyng
pe 1o Active Directory

* OL PNPLOKEG UTINPECLEG VYELOVOLKNG TIEPLOOAYNG
xpnotuotiolovy to Active Directory (AD) ywx tn dwaxeiplon
TOUTOTNTOG KL TOV EAeyX0 TIPOCPaon .

* Ol YNPLOKEG UTINPECLEG VYELOVOUIKNG TIEPIBOAYNG
avamtuooovtal o€ Tieppairovta AD.

* Ot eutaBeleg oto AD pmopouv va Beoouv o€ Kivouvo Tnv
AOPAAELX TWV OLACUVVOESEPEVWV UTINPETLWV VYELOVOULKNG
TiepiBaAnc.

* H aopaleia Twv TepBarrovtwy AD sivatl SUOKOAN aAA&
Kplown yla TNV Ipootacial Twv OlaCLVOESEPEVWV EQAPUOYWV
UYELOVOMIKNG TIEPIBOAYNC.




Eyyeveig evnmabeieg too AD mov pmopoov
povo va nmapakolovfoovtat Kat oyt va
perpradovrat

Steal or Forge Kerberos Tickets

Sub-techniques (4)

ID

T1558.001

T1558.002

T1558.003

T1558.004

Adversaries may attempt to subvert Kerberos authentication by stealing or forging Kerberos tickets to enable Pass the Ticket. Kerberos is an authentication
protocol widely used in modern Windows domain environments. In Kerberos environments, referred to as "realms’, there are three basic participants: client,
service, and Key Distribution Center (KDC).["! Clients request access to a service and through the exchange of Kerberos tickets, originating from KDC, they

are granted access after having successfully authenticated. The KDC is responsible for both authentication and ticket granting. Adversaries may attempt to

abuse Kerberos by stealing tickets or forging tickets to enable unauthorized access.

Name
Golden Ticket
Silver Ticket

Kerberoasting

AS-REP Roasting



O Polog tng Mnyavikng
Aviyveoong otnv

Koupepvoaopaleia tng
Yyerovopikrg IlepiBalyng

H pnxavikn avixveoong Tapéxel opatoTNTA OTIC ETMIOECEIC KATA TWV
WNPIAKWV TTEQIOLOIAKWY OTOIXEIWY LYEIOVOUIKNG TTEQIBAAWNG.

H mapakoAovBnon Twv aAANAETISPACERDY PETAEL TV CLOTNUATWY
LVYEIOVOUIKNG TTEQIBAAWNG KAl TV TTEPIRAANOVTYV  AD  avixveLel
OTTOTITEG 5PACTNPIOTNTEC VWPIG.

Ol CLVEXEIC EVNUEPWOTEIC OTIC OTPATNYIKEC AViXVELONG €ival KPIOIUES
YIO TNV QVTIUETTIION TWV TTOONYMEV®Y ETTIHOVGV aTTelAcv (APTs), e
gpyaAeia OTTwg 10 Microsoft Sentfinel i aAAeg Abvoeig SIEM.




Active directory Detection
Workshop




Workshop - Etoaywyr) oto
ePYAOTNPLAKO mEPPANAOV

H apxwn pUuOuLon Baciletal oto £pyo avoiytou kwdwka GOAD
Game of Active Directory (GOAD)
3 Topelc:

o sevenkingdoms — 1 Domain Controller (kingslanding)

> @ssos — 1 Domain Controller (meereen), 1 ADCS Server
(braavos)

o north — 1 Domain Controller (winterfell), 1 IIS Server
(castelblack)




192.168.56.10

192.168.56.11

192.168.56.12

192.168.56.22

192.168.56.23

192.168.56.100

WORKSHOP - Goad umodoun

Windows Domain

Controller

Windows Domain
Controller

Windows Domain
Controller

Web Server

ADCS Server

Firewall

Intrusion Detection

System - Suricata
Default Gateway
OpenVPN Server

Windows Server
2019

Windows Server
2016

Windows Server
2016

Windows Server
2016

Windows Server
2016

PfSense

dcOl1 -
kingslanding

dc02 - winterfell
dc03 - meereen
srvO1 -

castelblack
srv02 - bravoos

sevenkingdoms
north.sevenkingdo

ms
€S550S

north.sevenkingdoms

€S550S
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MpooBaon oto Azure Sentinel e

o Sentinel Mpodopaon il il

o Avoi€te pLa LOLwTkA KOPTEAQ N} Eva TIPOdIA ETILOKETITN OTOV TIEPLNYNTH OOG Azure servig] @D (o= (Ressins @) (Rsous=siows ()

« [https://portal.azure.com](https://portal.azure.com) 8 e

« Ovopa xpnotn: [mapexetar] Kwdikog npocPaong: [rmapéxetal] S ;M“H "n__'

o MetaBeite otnv avalntnon otnv kopudn tng oeAldag kal ypate N .
Sentinel kat kavte kKAlk oto Microsoft Sentinel Resources | o . i i workspace Log Anaiticsworispace g -

« ZTn oTAAN Gvopa KAvte KAk oTo AzureSentinel @ Microsoft Sentinel | Overview (Preview)

e 2Tn véa KoptéAa petapeite ota Logs s e

« KAelote omoladnmote avaduopeva napdbupa nou epdavifovral Kat Lmh | .Ci“hwg e le \
amoKpUYTE Home: > Microsoft Santinel > Microsclt Santinel 5 overview Predes) r
omolodnmnote Microsoft Sentinel < O Microsoft Sentinel | P s @ [ncidentsiy)

Default Directory Selected workspace: ‘azuresentinel’ B News & guides

HEVOU yLOL VAL EXETE

) )] i e 2
—+ Create 32 Manage view v ‘ A2 Search | « Search
nAnpn oBovn c—
' . £ General - hreat management
Eunelpla ota Iogs | Filter for any field... |
Name T @ Overview (Preview) 3 Incidents

{0
Q AzureSentinel = Logs # workbooks

© Hunting

& Notebooks




WORKSHOP

Log analysis pe Kusto Q

Language

Nivakeg cUpBAaVTIWY 0TO EpyacTnPLOKO EPBAAAov

SecurityEvent
Sysmon (based on Event)
Suricata

PFSenseFirewallEvents

Duktpdplopa cupufaviwv

Otpdplopa katd ocuvOnkn (where)
‘EAeyxog av kamota oTtiAn mepLéxel cupBorooelpd (where * has)
Ertthoyr) umtoouvolou athAwv (project)

Alota povasikwy Twv (distinct)

Aewtoupyia avalitnong

Newtoupyieg oe cupPolooelpég (==, =, has, contains)

JUYKEVTPWON CUMBAVTWV

(] Xpron tng Aettoupyiag summarize (summarize)
(] YTOAOYLOMOG YPOUWY UTIO GuVOriKkn (countif())
(] Movadikég Tuég (dcount())

®  Ouadomnoinon dedopévwy o kadoug (bin())

®  AvdAuon xpovooelpwv (make-series)
Ontikomoinon

°

Omnrtikonoinon anoteAeopdTwyY EpwWINUATWY (render)

uery

1 Sysmon

2 (6 RenderedDescripti

Results  Chart

D RenderedDescription

v

Network connection detected

v

Process accessed
Pipe Connected
Image loaded
File created
Registry value set
Dns query
Process Create

Pipe Created

CreateRemoteThread detected
Driver loaded

File stream created

0 00Oo0ogoooocoogooo

Sysmon service state changed

Results  Chart

D $table

D > CommonSecuritylog
D > Syslog
[OJ > Event

Registry object added or deleted

count T}
336410
138971
39431

32866

$table

eFirewall
TimeGenerat:

Results Chart

count_ TimeGenerated [UTC] T4

1095

100

1091

28822

urceIP,DestinationIP,DestinationPort,Protocol

SourcelP

DestinationPort

Protocol

udp



https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/datatypes-string-operators#operators-on-strings
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/use-aggregation-functions#use-the-summarize-operator
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/use-aggregation-functions#conditionally-count-rows
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/tutorials/use-aggregation-functions#group-data-into-bins
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/make-seriesoperator

WORKSHOP

2 UYKEKPLLEVA XOPOKTNPLOTIKA

validate the credentials for an account Windows 2012 R2 and 8.1
Windows 2016 and 10

On this page Windows Server 2019 and 2022
. ) Category Account Logon
4 b » Description of this event + Subcategory » Credential Validation
o Field level details o e
- » Examples Failure

Despite what this event says, the computer is not necessarily a Correspanding events 680, 681

domain controller; member servers and workstations also log this in Windows 2003

event for logon attempts with Iocal SAM accounts. and before

When a domain controller successfully authenticates a user via NTLM
(instead of Kerberos), the DC logs this event. This specifies which user account who logged on (Account Name) as well as the client
computer's name from which the user initiated the lagon in the Workstation field.

For Kerberos authentication see event 4768, 4769 and 4771,

o P rOVi d e a u d it i n fo r m a ti o n re | ate d to a Cti Viti e S This event Is also logged on member servers and warkstations when someone attempts ta logon with a local account.

Authentication Package: Always "MICROSOFT_AUTHENTICATION_PACKAGE_V1_0*

occurring on Windows Operating Systems © Types il o s

Free Security Log Resources by Randy

.
of Events: Fra Scurty Log Gk Rfaancs Chat
Windaws Event Collection: Supercharger Free Edtion
o KQL:
.

1 SecurityEvent | distinct Activity

Free Active Directory Change Auditing Solution

» Free Course: Security Log Secrets

Description Fields in 4776

SecurityEvent | E&exwplotn Alepyaocia Ermor Codes R o

C0000064 juser name does not exist

O
5
-1
&

Meploootepeg mMANpodopieg yia to kabe idoc log et e

C0000072 [account is currently disabled
I I I . .
uno pE Lva Bpses L 86 w: Wl n d oWwSs Sec u rltv Log Eve nts CODDDOGF | user tried to logon outside his day of week or time of day restrictions
: C0000070] workstation restriction
C0000193 | accaunt expiration
0000071 expired password
C0000224 |user is required to change password at next logon
C0000225 evidently a bug in Windows and not a risk

Logon Type: i -

This is a valuable piece of information as it tells you HOW the user just logged on:

N

4672 - Special privileges assigned to new logon.

N

4624 - An account was successfully logged on.

> 4634 - An account was logged off.

> 4768 - A Kerberos authentication ticket (TGT) was requested.

> 4769 - A Kerberos service ticket was requested

> 4648 - Alogon was attempted using explicit credentials.
> 4799 - A security-enabled local group membership was enumerated
> 4662 - An operation was performed on an object.

4670 - Permissions on an object were changed.
Logon

Type | Description s 5379
2 Interactive (logon at keyboard and screen of system)
13 Network (i.e. connection to shared folder on this computer from elsewhere on network) > 5061 - Cryptographic operation
4 Batch (i.e. scheduled task

i tch (¢ e Ll ) > 4770 - A Kerberos service ticket was renewed

5 Service (Service startup)
7 Unlock (i.e. unnattended workstation with password protected screen saver) > 4776 - The domain controller attempted to validate the credentials for an account.
8 NetworkCleartext (Logon with credentials sent in the clear text. Most often indicates a logon to IIS with

"basic authentication") See this article for more information.
NewCredentials such as with RunAs or mapping a netwark drive with alternate credentials. This logon
type does not seem to show up in any events. If you want to track users attempting to logon with

9 alternate credentials see 4648, MS says "A caller cloned its current token and specified new credentials
for outbound connections. The new logon session has the same local identity, but uses different
credentials for other network connections."

10 |Remotelnteractive (Terminal Services, Remote Desktop or Remote Assistance)

1 CachedInteractive (logon with cached domain credentials such as when logging on to a laptop when away
from the network)

> 5058 - Key file operation.
> 5059 - Key migration operation.

> 4798 - A user's local group membership was enumerated

O0000ooooocoooooooo:n

> 4616 - The system time was changed.



https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/
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Xpnon MITRE ATT&CK yLta tov Mnxaviko
Evtomiopo — Security Event

o Emwuovn

Eidn ATT&CK TaKTlKwV Tou evtomniotnkay o Scheduled Task/Job (Event I

o [pooBaon Ztoeiwv o System Services (Event ID: 4
o Brute Force (Event ID: 4625 or 5379) o K\ndkwon Mpovopiwv

o Steal or Forge Kerberos Tickets: Kerberoasting (Event R
ID: 4769)

o 0OS Credential Dumping: DCSync (Event ID: 4662)
> Extedeon o Apuvtikn Artoduyn

o Command and Scripting Interpreter: Windows .
- o Use Alternate Authenticatio
Command Shell (Event ID: 4688) (Event ID: 4769, 4624)

System Services (Event ID: 4697

Group Policy Modification (

o [MAgupikn Kivnon

o Remote Desktop Protocol (R

o

ection

Detection

Data Source Data Component Detects

Monitor for newly constructed active directory objects, such as Windows EID 5137 L Derta Sowrce Data Component Detects
Monitor for unexpected deletion of an active directory object, such as Windows EID 5141.
[Type 0x17]).

as deletions

Monitor for user authentication attempts. From a classic Pass-The-Hash perspective, this technique uses a hash through the NTLMv1 /
NTLMv2 protocol to authenticate against a compromised endpoint. This technique does not touch Kerberos. Therefore, NTLM LogonType
3 authentications that are not associated to a domain login and are not anonymous logins are suspicious. From an Over-Pass-The-Hash
perspective, an adversary wants to exchange the hash for a Kerberos authentication ticket (TGT). One way to do this is by creating a
sacrificial logon session with dummy credentials (LogonType 9) and then inject the hash into that session which triggers the Kerberos
authentication process.


https://attack.mitre.org/techniques/T1110/
https://attack.mitre.org/techniques/T1110/
https://attack.mitre.org/techniques/T1110/
https://attack.mitre.org/techniques/T1110/
https://attack.mitre.org/techniques/T1558/003/
https://attack.mitre.org/techniques/T1558/003/
https://attack.mitre.org/techniques/T1558/003/
https://attack.mitre.org/techniques/T1558/003/
https://attack.mitre.org/techniques/T1003/006/
https://attack.mitre.org/techniques/T1003/006/
https://attack.mitre.org/techniques/T1003/006/
https://attack.mitre.org/techniques/T1003/006/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1059/003/
https://attack.mitre.org/techniques/T1569/
https://attack.mitre.org/techniques/T1569/
https://attack.mitre.org/techniques/T1569/
https://attack.mitre.org/techniques/T1569/
https://attack.mitre.org/techniques/T1053/
https://attack.mitre.org/techniques/T1053/
https://attack.mitre.org/techniques/T1053/
https://attack.mitre.org/techniques/T1053/
https://attack.mitre.org/techniques/T1569/
https://attack.mitre.org/techniques/T1569/
https://attack.mitre.org/techniques/T1569/
https://attack.mitre.org/techniques/T1569/
https://attack.mitre.org/techniques/T1484/001/
https://attack.mitre.org/techniques/T1484/001/
https://attack.mitre.org/techniques/T1484/001/
https://attack.mitre.org/techniques/T1484/001/
https://attack.mitre.org/techniques/T1021/001/
https://attack.mitre.org/techniques/T1021/001/
https://attack.mitre.org/techniques/T1021/001/
https://attack.mitre.org/techniques/T1550/002/
https://attack.mitre.org/techniques/T1550/002/
https://attack.mitre.org/techniques/T1550/002/
https://attack.mitre.org/techniques/T1550/002/
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JUYKEKPLUEVA XAPAKTNPLOTIKA KaTtaypadnc - Sysmon

o Sysmon is enabled on all Windows hosts 1 Sysmon
o Provides Endpoint-level visibility 2 e RPN

° Types of Events:

Results Chart
o KQL: AL e

——

Sysmon | distinct RenderedDescription (J RenderedDescription

File stream created

L

> Dnver loaded

° Meploodtepeg mAnpodopieg yla kabe idog tumou log umopouv va Bpebouv
OTOUC TTAPOAKATW CUVOEGHUOUC:

o Sysmon log types
o Windows Security Log Events (Sysmon)

*»  Registry object added or deleted
»  Sysmon service state changed

> CreateRemoteThread detected

Event ID 7: Image loaded »  Pipe Created

The image loaded event logs when a module is loaded in a specific process. This event is disabled by default and needs

Registry value set
to be configured with the " ~1" option. It indicates the process in which the module is loaded, hashes and signature

information. The signature is created asynchronously for performance reasons and indicates if the file was removed after

> Dns query

loading. This event should be configured carefully, as monitoring all image load events will generate a significant

amount of logging.
u 9ging >  Process Create

Event ID 8: CreateRemoteThread »  File created

The CreateRemateThread event detects when a process creates a thread in another process. This technique is used by
malware to inject code and hide in other processes, The event indicates the source and target process. It gives ?  Image loaded
information on the code that will be run in the new thread: StartAddress, StartModule and StartFunction. Note that
Startodule and Startfunction fields are inferred, they might be empty if the starting address is outside loaded *  Pipe Connected
modules or known exported functions.

>  Process accessed

Event ID 9: RawAccessRead
> Metwork connection detected

00000000000 000

The RawAccessRead event detects when a process conducts reading operations from the drive using the \\.\ denotation.
This technique is often used by malware for data exfiltration of files that are locked for reading, as well as to avoid file
access auditing tools. The event indicates the source process and target device.


https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon#events
https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon#events
https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/
https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/
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Xpnon MITRE ATT&CK yLa tov Mnxaviko
Evtomiopo - Sysmon

Detection

’ ’ ’ D Data Source Data Component Detects
o Eidn ATT&CK TaKTLkwyv TTOU EVTOTILOTNKAV
, [ mmar ommarn Monitor executed commands an uments that may atitempt to extract credential material from the Security
, ° AV(IKQ)\U LIJ I’] cutio Account Manag AM)
° - . where the SAM database i
Avokdhudn o System Information Discovery where the N
° Phlsmg o Quer){ Registr!! DS00? e ile Acce Monitor for hash dumpers opening the Security Accounts Manager (SAM) on the local file system
) ) , , (3 R sonfig me hash dumpers will open the local file system as a device and
° D r|Ve'bV Com promise ° n}\EU pLKI’] KLVI’] Gn parse to the SAM table to avoi ss defenses. Others will make an in-memory copy of the SAM table
I before reading hashes. Detection of ci omised Valid Accounts in-use by adversarie y help as well
o EKTE}\EOT] o Remote Desktop Protocol efore reading hashes. Detection of compromisec in-use by adversaries may help as we
> Command and Scripting Interpreter > Lateral Tool Transfe r
: o Avtiktum ctior
> User Execution uTo Detection
o ET[l. oV A ° wn ID Data Source Data Component  Detects
Hovn o Disk Wipe
o SChed Uled Task/Job z A}\o ’ DS00? File le Creation Monitor for newly constructed files in common folders on the computer system.
° V)
i . . : f VI’] Monitor for changes made to files for unexpected modifications to access permissions and attributes
o Hijack Execution Flow: DLL Side-Loading o Data from Local System :
o Server Software Component: Web Shell ;
° Data from Removable Media Monitor DLL/PE file events, specifically creation of these binary files as well as the loading of DLLs into pro
R AuUVTLKr'] a_]‘[od)uvr'] o Anoélr'] eno-n for DLLs that are not recognized or not normally loaded into a process.
. . ° EXf'I |t|’at‘i0|’] Over C2 Chal’] |’]e| [ 009 Proce Process Monitor newly constructed processes for unusual activity (e.g., a process that does not use the network begins to do so)
o Disable or MOdlfV Tools reation | as the introduction of new files/programs

o Obfuscated Files or Information

o Amobéuibnon
o OS Credential Dumping

Monitor for unexpected processes interacting with LSASS.exe.! | Common credential dumpers such as Mimikatz access
LSASS.exe by opening the process, locating the LSA secrets key, and decrypting the sections in memory where credential
details are stored. Credential dumpers may also use methods for reflective o reduce potential
indicators of malicious activity.


https://attack.mitre.org/techniques/T1204/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1012/
https://attack.mitre.org/techniques/T1012/
https://attack.mitre.org/techniques/T1012/
https://attack.mitre.org/techniques/T1021/001/
https://attack.mitre.org/techniques/T1021/001/
https://attack.mitre.org/techniques/T1021/001/
https://attack.mitre.org/techniques/T1570/
https://attack.mitre.org/techniques/T1570/
https://attack.mitre.org/techniques/T1570/
https://attack.mitre.org/techniques/T1485/
https://attack.mitre.org/techniques/T1485/
https://attack.mitre.org/techniques/T1485/
https://attack.mitre.org/techniques/T1561/
https://attack.mitre.org/techniques/T1561/
https://attack.mitre.org/techniques/T1561/
https://attack.mitre.org/techniques/T0893/
https://attack.mitre.org/techniques/T0893/
https://attack.mitre.org/techniques/T0893/
https://attack.mitre.org/techniques/T1025/
https://attack.mitre.org/techniques/T1025/
https://attack.mitre.org/techniques/T1025/
https://attack.mitre.org/techniques/T1041/
https://attack.mitre.org/techniques/T1041/
https://attack.mitre.org/techniques/T1041/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1012/
https://attack.mitre.org/techniques/T1189/
https://attack.mitre.org/techniques/T1021/001/
https://attack.mitre.org/techniques/T1059/
https://attack.mitre.org/techniques/T1570/
https://attack.mitre.org/techniques/T1485/
https://attack.mitre.org/techniques/T1561/
https://attack.mitre.org/techniques/T0893/
https://attack.mitre.org/techniques/T1025/
https://attack.mitre.org/techniques/T1041/
https://attack.mitre.org/techniques/T1204/
https://attack.mitre.org/techniques/T1561/
https://attack.mitre.org/techniques/T1053/005/
https://attack.mitre.org/techniques/T1574/001/
https://attack.mitre.org/techniques/T1505/003/
https://attack.mitre.org/techniques/T1562/001/
https://attack.mitre.org/techniques/T1027/005/
https://attack.mitre.org/techniques/T1003/
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Elwdika yapaktnplotika logs - Suricata

EVE Log Alerts Suricata will output Alerts via EVE

o Suricata logging evepyo

o Mapéxel aPoyn opatdtnTa 010 £Minedo Alktiou EVELog AlertPayload | PRINTABLE v

Diaka Fonmats Log the payload data with alerts. Options are No (disable payload logging), Only Printable (lossy) format, Only Base64 encoded or Both. See Suricata

o EKTOG armo TIg eL6OMOLAOELS, UITOpPEL emiong va mapdyet apxeia kataypadng pe Bdon documentation
OUYKeKPLUEVN emokePLpdtnta, m.x. HTTP.

EVE Log Alert details [ Log a packet dump [ Log additional HTTP [0 Include App Layer [ Log final action taken [0 Log packets for rules
with alerts. data. metadata. on packet by the using the "tag"
° .
Types of Events: engine keyword
° .
KQL EVE Log Drops Suricata will output Drops via EVE
Suricata | distinct event_type
o EVE Log Drops Options Log alerts that caused drops. Default [J Log final action taken on packet by All ¥
| where event_type 1= is "Checked" the engine "Start” logs only a single drop per flow
direction. "All" logs each dropped pkt
, EVE Log Anomalies [J Suricata will log packet anomalies such as truncated packets, packets with invalid IP/UDP/TCP length values and other events that render the
o ET[£ K'[LVOV'[aq packet invalid for further processing. Networks with high rates of anomalies may exp packet p g d ion,
> Eruméov mAnpodopieg pumopouv va e§axBouv and ouykekpLueveg oTAAEG UE BAON TOUG TU  evELogged Traffic (] BitTorrent [ DNS FTP HTTP WP g IKE Ketberos g NFS PostgreSaL
[ Quicvl RDP RFB sip SMB SMTP TFTP
1 Suricata | where event_type == "http’ T T T il
2 | extend http_user_agent_ = tostring(http.http user_agent) 1 TR ] 2
2 b 1 Suricata | distinct event_type
2 | where event type != "'
Results  Chart

Results  Chart

@  showing the first 30,000 results. Leamn more on how to narrow down the result set.

6 Showing the first 30,000 results. Learn more on how to narrow down the result set. Results Chart

(O TimeGenerated [UTC] T4 event_type sr_ip src_port
dest_port 80 E] event_type
:] TimeGenerated [UTC] Ty http_user_agent_ event_type Computer T — —
s "2024-05-11T17:44:27 433969 +0000" "flow_id":057448884734762,"in_iface™"em1"" t 1 “"http","
T > 5/11/2024, 54434378 M Mozilla/S.0 (compatible MSIE 8.0 Windows NT 6.1 Trident/5.0) LEBROWSER http il i R R
DateTime [UTC] 2024-05-11T17:44:27.4339697 E] > t|5
:] > 51172024, 5:44:34.378 PM Moszilla/5.0 {compatible MSIE 9.0 Windows NT 6.1 Win64 x64 Trident/5.0 MANM MANM) http flow_id 957448884734762 E] 5 S
Hemnio
T > 5/11/2024, 5:4434378 PM Mozilla/5.0 (compatible MSIE 2.0 Windows NT 6.1 Trident/5.0) LBBROWSER hitp ¥ e (hostname""10.10.10","url""/g.pixel”"http_user_agent”t"Mozilla/5.0 (compatible MSIE 9.0 Window
hastname 10,1010 E] ¥ smh
T > 571172024, 5:44:34377 PM Mozilla/5.0 (compatible MSIE 9.0 Windows NT 6.1 WOWE4 Trident/5.0 MALC) http i gl o
, z = = > dns
T > 571172024, 5:4434377 PM Mozilla/5.0 (compatible MSIE 9.0 Windows NT 6.1 WOW64 Trident/5.0 MANM MANM) http hitp_user_agent s ”%““”“*"E MEIE 20 Windows NT.6.1 WinS4:64 Tridznt/3.0 AN MANM)
i fapixel Copy E] > alert
:] > 5/11/2024, 5:44:34.376 PM Mozilla/5.0 (compatible MSIE 9.0 Windows NT 6.1 WOW64 Trident/5.0 MANM MANM]) http i face eml T Include "Mozill/5.0 (compatible MSIE 8.0 Windows NT 6.1 W...
> metadata [owbitsr W Exclude "Mozilla/5.0 (compatible MSIE 9.0 Windows NT 6.1 W.. E] > krb3
pkt_src wirefpcae | [] Edend column
proto P
boid 0




WORKSHOP

Napadeiypata - EktéAeon autopatng ekkivnong r ouvdeonc: KAeldLa ektéAeong

Registry / ®akeAog ekkivnong

Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder

o H tonoBétnon evog mpoypdpupatog og évav GpAakeAo ekkivnong Ba mpokaAETEL ETILONG TNV EKTEAECN QUTOU TOU TIPOYPAULATOG OTAV EVOG
XpPriotng cuvSeBel. Yrdpyxel pia B€on dakéAou ekkivnong yla LELOVWHEVOUG AOYaPLACHOUG XPNOTWY, KaBwG Kat évag GAkeAog ekkivnong o€
0AOKANnpo to cuotnua tou Ba eAeyxBel ave€dptnta amnd To oLog AoyapLaopog Xpriotn cuvSEsTaL.

o H Stadpour) tou pakélou ekkivnong yla tov tpgxovta xprotn sivat C:\Users\[Ovopa xpriotn]\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup.

o H Stadpour tou dpakélou ekkivnong yla 6Aoug toug xproteg eivat C:\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp.

1 Sysmon
2 | distinct RenderedDescription

Results  Chart

> File created

> Image loaded

Q: Moteg oTAAEG Elval ONUOVTIKEG WOTE VO UIMOPOULE VAL TLG XPNOLUOTIOL 00U KE WG diltpa;
A: Rendered MNepiypadn, file_name

> Network connection detected

TimeGenerated [UTC] 2023-10-13708:21:42.82783867
/] 1 1 4 1 D RenderedDescription
Brjpata rmou mpemeL va akoOAOUBNOETE yLa va SnNULOUPYNOETE TN AOYLKN , s Microsoft-Windovis-Sysmon
D > Sysmon config state changed
! ! ! i d EventID 3l
TILOW ATTO TNV aviXveuon O > Filestream create
: Computer kingslanding.sevenkingdoms.local 5
, , . . f [:] > Sysmon service state changed
Q: Movog tumog dedopevwy Ba Lag MaPEXEL AUTEG TLG TTANpodOpLeS; »
() > Driverloaded UserName NT AUTHORITY\SYSTEM
A: Sysmon
(OJ > CreateRemoteThread detected RenderedDescription File created I
y . , , . . (J > Pipe Created event_creation_time 2023-10-13708:21:42.8150000Z
Q: Tueldoug ouppav BEloupe amo Tov mivaka Sedopévwy Sysmon;
) ) () > Registry object added or deleted ST {29b545d4-5720-6529-1b00-000000007600}
A: Apxelo Anpoupynnke
D > Registry value set process_id 1196
B CAWindows\System32\suchost.
Q: H avixveuon Baociletal os cupBdvra f og dykoug; O 3 Bmral Gt el il i
A: Event-based PR anneE file_name C:AWindows\ServiceState\EventLog\Data\lastalive0.dat I
’ > P Creat
D Sl file_creation_time 2023-10-13714:43:44.3330000Z
Hl
O
a
g

> Process a(cessed

Q: Noto diktpo Ba BAAw OTLG ONUAVTIKEG OTAAEG:

A: 1 Apxeio Anuoupyn6nke ooutat ‘Apxeio AnutoupynOnke’ [ ——
2. file_name neptéxet "\\AppData\\Roaming\\Microsoft\\Windows\\Start Menu\\Programs\\Startup' or file_name

m _ Time range : Last 7 days Save v |& Share v + New alert rule ~

Sentinel-Workspace

nieptéxet 'C:\\ProgramData\\Microsoft\\Windows\\Start Menu\\Programs\\StartUp’ * *KQL syntax tip: Avtikatdotaon 1 Sysmon
2 | where RenderedDescription == 'File created'
\ with \\ 8161t to backslash xpno‘lp.OTIOLEI'ICtL ylo Ty Oper'] 6L(1TL’JT[(.UOI’] xapaKtr’]pwv 3 | where file name contains 'C:\\ProgramData\\Microsoft\\Windows\\Start Menu\\Programs\\StartUp'

4 or file_name contains 'C:\\ProgramData\\Microsoft\\Windows\\Start Menu\\Programs\\StartUp'
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WORKSHOP
Napadelypoata — AmtodnBnon otnv unnpeoia lotov
Exfiltration Over Web Service

o OL avT{raAoL UIOPEL va XPNOLUOTIOL|COUV [LO. UTIAPXOUCQ, VOULUN EEWTEPLKN UTtnpeaia IoTol yia va €dyouv Sedopéva avti yla to
KUPLO KAVAAL EVTOAWV KaL EAEyxou Toug. OL SnpodiAeic unnpeaoieg loTol MoOU AELTOUPYOUV WG UNXOVLOUOG EEQYWYNG UIOPEL VoL TTapEXOUV
onpavtkn KGAUYPN Aoyw tng mBavAaTnTag OTL 0L UTIOAOYLOTEG EVTOG EVOG SIKTUOU NN EMLKOWWVOUV PE QUTEG TIPLWV Ao Ty apafioon.
OL kavOVEG TOU TEXOUG TIPOOTACLAG MITOPEL ETILONG VOL UTIAPXOUV SN YLa VA ETITPEMOUV TNV KUKAOGDOPLA OE QUTEG TIG UTINPECIEG.

o OLTtApOXOL UTINPECLWY |aToV XpnoLpomololy eniong ouvrBwg kpumtoypddnon SSL/TLS, mapéxovtag oToug avtutdAoug éva emumAéov

emninedo npootaoiag.

Brjparta mou mpéEmnel va akoAouBroeTe yla val SnLOUPYNOETE TN AOYLKN THiow

Qo TNV avixveuon
Q: Mowog Tumog Sedopévwy Ba pag MapEXEL AUTEG TLG TANpodopieg;
A: Sysmon 1} PFSenseFirewallEvents

Q: Artd autoUg Toug 2 ivakeg SeSopévwy Tou apéxouv mAnpodopieg OXETIKA e Tov aplBuod Twv byte mou petadpépbnkav

A: PFSenseFirewallEvents

Q: H avixveuon Baoiletal oe event-based (yeyovota) rj volume-based (peyébn);
A: Volume-based (ueyébn)

Q: Mota Asttoupyia tou SIEM gival onpavtiki yla g avixveloelg ou Bacifovral volume-based;
A: Zuykévipwon ZupBaviwv (cuvoygn)

Q: Moleg OTAAEG ElVOL ONUAVTIKEG WOTE VoL LITOPOUHE VO TLG XPNOLOoTIoLjcou e we dbiktpa;
A: DestinationPort, Protocol, DeviceAction kat n Destination IP mpémnet va eivat Snuoota

Q: Moleg OTAAEG Elval ONUAVTIKEG YLOL T CUYKEVTPWON;
A: SourcelP, DestinationIP, BytesTransferred

Q: Mwg TpemeL va cuvaBpoicoupe Ta anoteAéopata?
A: ABpoilovtag ta bytes mou petadpépbnkav ava Destination kat Source IP

Q (BONUS): Eivat kaAUTtepo va gpudavifovat Ta amoTeEAECUOTA TG CUYKEVTPWONG w¢ SeSopéva 1 wg ypadbruota;

W s

@ 104.40.17064
@ 131074216
® 13£9.176.26

>

>

PFSensefirewallEvents

Results

L
92.229.221.95 L]
e ]

where DestinationPort == B8 or DestinationPort == 443

where Protocol == tep'
where DeviceAction == 'pass’
where ipvd
sumnarize
render piechart

Results  Chart

® 13.107.21.200
® 13.107.5.80

® 13891798
73.222.107.203
17.245.133

73.222.107.199

Chart

[ TimeGenerated [UTC) T4

10/13/2023, 8:21:46.312 AM

10/13/2023, 8:21:44.304 AM

summarize

Results  Chart

D DestinationIP

O > 20.107.244.135
O > 1044017064
O > 1369.106.218
O > s52236.186.221
O > 1369.106.94
O

> 13.69.65.29

is_private(DestinationIP) == false
un{toint(BytesTransferred)) by DestinationI?,Sourcelp

2.19.124.140 (0.01%)
12.69.106.93 (0.01%)

® 13.107.213.45
® 1369.106.218

Computer
pfSense.home.arpa

pfSense.home.arpa

1 PFSenseFirewallEvents

2 | where DestinationPort == 8@ or DestinationPort == 443
3 | where Protocol == "tcp'

4 | where DeviceAction == 'pass’

5 | where ipv4_is_private(DestinationIP) == false

s |

o

-

sum(toint(BytesTransferred)) by DestinationIP,SourceIP

SourcelP sum_BytesTransferred T4

192.168.56.90 20485400
192.168.60.101 64320
192.168.60.101 49920
192.168.60.101 47580
192.168.60.101 46320

192.168.60.101 45660

52.236.186.221 (0.28%)

OTHER (0:21%) |
~ 13.69.106.218 (0.31%)

= 13.69.65.29 (0.29%)

T 104.40.170.64 (0.39%)

20.107.244.135 (97.34%)

® 13.107.22.200 ® 1za0r22239 ® 13.107.246.45 ® 11074212 ® 13.107.92.13

® 136910691 ® 13.69.106.93 ® 136010634 ® 1369.65.27

@ 131.253.33.200 ® 131.253.33.203 ® 13125333239 ® 151.130.71.44

@ 185.125.190.17 ® 185.125.190.18 ® i65.125.190.48 @ 185.125.190.49

® 219124140 ® 21919138 ® 21319316 ® 21919303
Facility SourcePort Destination|P I I DestinationPort l | Protocol I I DeviceAction | Interf
localo 192.168.56.90 61157 192.168.60.100 1514 tep pass em1
locald 192.168.60.101 40790 192.168.60.1 53 udp pass emz
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S AWy &

EventlD 4768
Activity 4768 - A Kerberos authentication ticket (TGT) was requested.
Ldress =fff10.0.8.2
IpPort 40058
‘ ServiceName krbtgt/sevenkingdoms.local

WORKSHOP

I 7 1 7 7 as Status O
— . 49 SecurityEvent
Napadeiypata — AvakaAvyn Aoyaplaocpou: Topeac Aoyaplaopog 2 g
Results Chart =
1 H TargetDomainNams sevenkingdoms local
* Account Discovery: Domain Account
4826 - Boot Configuration Data loaded.
[ ] N . y y . B . , , 4688 - A new process has been created. TargetUserName samwell tarly
OL avtimaAol eVOEXETAL VA ETILXELPCOUV VA ATIOKTHCOUV Lt AloTa e Aoyaplacoug Topea. AuTtéG ol mAnpodopieg 4508 - Windows s starting . TR TN s T o
¥ A A H H A A A 4624 - An account was successfully logged on
p.T[OpOL’N va BOI’]OHOOUVITOL{Q avrma}\.OUq va T[pOOSLOch’IOUV ;\[OLOL )\OV(Ip’L(IOLLOLgOp.eE’a UTapxouv yLa Y(l Bonen,couv o€ 4622 - A securiy package has been loade by the Loc EventQriginld £66b4c13-0229-4d3d-b580-ed235badTdd6
TEPAUTEPW OU ’uneptcbopz'zq, OTlWG N OTOXEUGN OUYKEKPLLEVWY AOYaPLACKWY TIOU SLABETOUV OUYKEKPLLEVA TLPOVOLLAL. T ———— e B
AVOoKOAUTITEL £YKUPQ OVOHATA XPHOTN LECW WHNAG Blag, avalntwvtag mbavd ovopata Xxprotn OE Lo UTINPESLA 4502 T Per-uiar it oy bl was ceted T e
p PN : : . . . : . - Anotfcatonpackage s besn osdedtythe TimeCollected [UTC -06-04T14:09:30.
Kerberos. Otav {nteital éva pn €ykupo Ovoua XproTh, 0 SLAKOWLOTAC Ba amavTroeL XPNOLOTIOLWVTAG TOV KWELKO e Gl e meboleced [T
3002 Specil priees e o bogon ManagementGroupNarme AQI-T951408-78d8-4e23-8¢79- 1d27bdd2fe3

odalpartog Kerberos KRB5KDC_ERR_C_PRINCIPAL_UNKNOWN, emtpEnovtag pag va SLamoTWOoOUE OTL TO OVOUO
xpnotn &ev nrav éykupo. Ta éykupa ovopata xprotn Ba napaBiacouy eite to TGT oe pLa anokplon AS-REP eite 1o
odaApa KRBSKDC_ERR_PREAUTH_REQUIRED, onuatoSotwvtog OTL 0 XproTNnG TMPEMEL VA EKTEAECEL TPO-EAEYXO
toutotntag. *Tools: krbrute, nmap, crackmapexec

4696 - A primary token was assigned to process. Type SecurityEvent

4670 - Permissions on an object were changed.
4634 - An account was logged off.
4788 - A Kerberos authentication ticket (TGT) was requested,

4769 - A Kerberos service ticket was requested,

1}|4 pUE BURLPS

4662 - An operation was performed on an object.

5061 - Cryptographic operation.

O
O
O
[E]
O
O
O
O
O
O
O
]
]
O
O
[E]
O
O
O

4799 - A security-enabled local group was

P
>
>
>
>
b
>
>
¥
> 4648 - Alogon was attempted using explicit credentic
>
>
P
>
>
>
>
>
>

® Brjpata tTou TTpETTEl VA aKOAOUBAOETE yia va dNUIOUPYHOETE TN AOYIKK TTiIow atrd Tnv avixveuon - Etiredo TeAikou onuegiou

Q: Motog tumog dedopévwy Ba pag mapeéxel AUTEG TG TAnpodopleg; A: SecurityEvents

—
SecurityEvent

| where Activity == "4768 - A Kerberos authentication ticket (TGT) was requested.”

| summarize dcount(TargetAccount),make_set(TargetAccount) by IpAddress,bin(TimeGenerated,1h),Activity

Q: Tueldoug cupBav BEloupe and tov mivaka dedopévwy SecurityEvents; A: 4768 - A Kerberos auBevtikomoinong ticket
(TGT) awtnOnke.

esults  Chart

Q: O evrtorniopodg eival event-based  volume-based; A: Volume-based

IpAddress TimeGenerated [UTC] Activity deount TargetAccount T, - set Targethccount |
Q: Mota Aettoupyia Tou SIEM gival onuavtikni yla TiG avixveLoelg volume-based; A: suykévtpwon TupBaviwy (cbvodn) % D /472024, 2:00:00.000 PM AV A e, 1D Fetienkg ot GeaN pap e
> 6/4/2024, 1:00:00.000 PM 4768 - A Kerberos authenticati,, 8 ["SEVENKINGDOMS.LOCALWKINGSL
Q: Moleg OTAAEG Elval ONUAVTIKEG WOTE VO UOPOULE VL TIG XPNOLUOTOGOUHE WG piktpa; A: Apaotnplotnta > =1 6/4/2024, 11:00:00.000 AM 4768 - A Kerberos authenticati.. 8 ["SEVENKINGDOMS.LOCALWKINGSL
> cff102.168.56.22 6/4/2024, 1:00,00.000 PM 4768 - A Kerberos authenticati,, 5 [northsevenkingdoms.locahi CASTE
Q: Moteg oTAEG elval GNUAVTIKEG yLa T oLYKéVTpwon; A: IpAddress, TargetAccount, TimeGenerated > fif102.168.56.22 6/4/2024, 11:00:00.000 &M 4768 - A Kerberos authenticati.. 5 I'north sevenkingdoms.lozahisgl_sv
Q: M6 MPETEL Ve GUVABPOLOOVLE T0 TOTENEGHATOL > 6/4/2024, 12:00:00.000 PN 4768 - A Kerberos authenticati.. 3 ["NORTH\robi.stark” "NORTHY edd
> ff192.168.56.23 /4/2024, 1:00:00.000 PM 4768 - A Kerberos authenticati, 3 ['£5505 LOCALWBRAAVOSS" "essos

A: To nedio AlevBuvon IP elval amo omou mpogpyovtal ta attrpota Kerberos Ticket. Emopévwg, avalntolpe dteuBuvoelg IP

pe awtipata Kerberos Ticket yia moAAoU¢ StadopeTikoUg Aoyaplacuolg.

Q (BONUS): Elvat kaAUtepo va eudavilovtal Ta anoteAECUOTA CUYKEVTPWONG we dedopéva f ypadnuata; A: Mpadnuata

(amodoon ypadruatog otnAwv)
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MNapadeiypata - Brute Force: Password Spraying
Brute Force: Password Spraying (MoMam\ég Aokpég)

o Oravtinahol eVEEXETAL VAL XPNOLLOTIOL)OOUV VAV HOVO A La kPR AloTa [e Kovd XpnoLomoloUevous Kwdikoug mpdoBacng oe 1 SEEUFEyEvERE
ToAAoUG SLadopeTikoug Aoyaplacpoug, yla va poomabrioouy va amokThoouy éykupa Slamioteutrpla Aoyaptaopol. H Stadikacia § N s Cme LAY,
Pekaopol KwSLKWY PooBacng XpnoLponoLel évav kKwdikd mpooBacng (r.x., 'Password01') i o pikpn Alota pe Kowd
XPNOLLOTIOLOUHEVOUG KWELKOUG TPOGBOONG, TIOU UIOPEL vaL TALPLA{OUV LE TNV TIOALTIKT) TIOAUTTAOKATNTAG Tou Topéa. Mvovtat
TPOOTABELEG CUVEEDTNG HE QUTOV TOV KWOLKO TPOaPacng o€ ToAAoUG StadopeTikoug Aoyaplacpols og éva KTuo, yla va
anodpeuxBouv ta kKAelbwpata AoyoapLacpwy ou Ba cuvERALVAY KAVOVIKA KATA TNV doknon Blatng emBoAng og évav povo Resilts  Chart
Aoyaplaopo pe moAAoUG kwdikoug mpdoBaong. ——

O Activity * 1 SecurityEvent
2 | where Activity == '4625 - An account failed to log on.'
BApOTa Ttou TpEMEL va akoAoUBNoETE yLa va SNULOUPYACETE T AoyIKN R 3 | summarize deount(Account) by IpAddress
r] u’ p r] v r] u’ pvn r] v n [0 > 4808 - Windows is starting up. - 4
T[ i.ow ané Tr]V av i.XVE U 0 n D > 4610 - An authentication package has been loaded by the Local Security Authority.
[J > 4611 Atrusted logon process has been registered with the Local Security Authority. Results Chart
Q: Motog turog dedopévwy Ba pag TapexeL autes Tig mnpodopieg; A: SecurityEvents [ > 4614 - Anotification package has been loaded by the Security Account Manager.
Q: Tutumo cupBavrog BéNoupe amd tov mivaka Sedopévwy SecurityEvents; A: 4625 - H oUvSeon og évav Aoyaplacud ameTuye. () > 4616 - The system time was changed. () IpAddress deount Account
[ > 4622 - Asecurity package has been loaded by the Local Security Authority. D > 192.168.56.90 4
Q: To oupBav avixveuvong eivat event-based r} o Volume-based; A: Volume-based [J > 4624~ An account was successfully logged on. O > 121004 =
a )I 4625 - An account failed to log on D
¥ 4
Q: Nota Aettoupyia tou SIEM ival onpavtikn yla TG avixveUoeLg ou eival volume-based; O > 4634 - Anaccount was logged off. O
A . B s initl > | 2
A: SUyKEVTPWON ZU[J.BG.VT(.UV (OUVOllJI']) [ > 4647 - User initiated logoff.
[0 > 4648 - Alogon was attempted using explicit credentials.
> 4662 - An operation was performed on an object.
Qn A , . . . diktpa;
: [ToLleg OTNAEG Elval ONUAVTLIKEG WOTE VOL UTTOPOULE VA TLG XPNOLUOTIOL|COU UE WG TP, T 2 ey i ~ -
A: Kapia otnv npaypatikotnta. Gktpdpoviag yia to EventlD 4625 £xoupie To 6Uvolo Sedouévwy Tou BEAOULE va SLEPEUVACOUE. 0] > 4672- Spedsl privileges assigned to new logon.
(O > 4675 - SIDs were filtered.
Q: Moleg oTAAEG elval oNRAVTIKES yLa Tn cuvdBpolon; A: IPAddress, Account. [ > 4688 - A new process has been created. .
: MWC TPEMEL va. GUVOBPOLOOUE TA AMOTENEOATA; SecurityEvent
Q < p 'p ’l—l L H : , ; ’ , , | where Activity == "4625 - An account failed to log on.”
A: To nedio IP Address givat ano to onpeio émou cupPaivouv ot amotuxnuéveg ouvdéoels. EToL, avaintolpe dleuBuvoels IP pe | summarize dcount(TargetAccount),make_set(TargetAccount) by IpAddress,bin(TimeGenerated,1h),Activity
TIOAAQIAEG amoTuxnpéVeG ouVEETeLg pe SladopeTikolg Aoyaplaououg. *
Q (BONUS) : Is it better to display aggregation results as data or graphs; eaiits . Chan
A: Tpadnruata
IpAddress TimeGenerated [UTC] T4 Activity deount_TargetAccount set_TargetAccount
* Kataypadr eAéyxou Tautotntag topéa: Oplopéva npwtokoMa 6mwg to NTLM anawtodv enumhéov Stapdpdwon yia va apéxouy Ty IP tnyAg Tou anotuxnpévou eAéyxou > 10082 6/4/2024, 2:00:00.000 PM 4625 - An account failed to log on. 9 ["north.sevenkingdoms.local\y:
TautotnTag
> - 6/4/2024, 1:00:00.000 PM 4625 - An account failed to log on. 1 [*"NORTH\\robb.stark"]
> 10082 6/4/2024, 1:00:00.000 PM 4625 - An account failed to log on. 1 A\l
> - 6/4/2024, 11:00:00.000 AM 4625 - An account failed to log on. 2 [*-W\-","NORTHV\robb.stark"]

RS S e e ,
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1 Sysmon
2 | distinct RenderedDescription

Results  Chart

D RenderedDescription

WORKSHOP

Napadeiypata — Aoylopikd Atakoutotry: Web Shell
* Server Software Component: Web Shell

> Sysmon config state changed

> File stream created

> Sysmon service state changed
> Driver loaded

> CreateRemoteThread detected

> Pipe Created

I’ . . . . 1 . . ' I ' > Registry object added or deleted
Eva kéAudog Lotou (Web shell) eival éva oevaptlo otol (Web script) mou tonoBeteital o€ evav eAeUBepa

TPOGBACLUO SLAKOULOTH LOTOU yLa VA ETUTPEYEL O €vav KAKOBOUAO Xpriotn va €XeL TpOGBach GTov SLAKOULOTH
LoToU WG TUAN €L0060u o€ €va Siktuo. Eva kéAudog L.otol (Web shell) pnopel va mapéxel éva cuvolo
OUVOPTNOEWV TIPOG EKTEAEDN N pLa Slemadr) YPAUUAG EVIOAWY OTO cUOTNHA Ttou dLhogevel Tov SLOKOULOTH LOTOU.
H mapakoAoUBnon apxeiwv pmopei va xpnotpomnotnBel yia tnv aviyveuon aAlaywv o€ apxeia otov KatdAoyo
Web evdc Stakoptot Web mou Sev Talpldouv e TG EVNUEPWOELG OTO TEPLEXOUEVO TOU StakopLoth Web kat
evbéxetal va utodnAwvouv spudlteucn evog oevapiou keAldoug Web.

> Registry value set

> Dns query

> Pipe Connected

> Process Create

> File created

> Image loaded

L O000000o0bobo

> Network connection detected I

00O

v

> Process accessed # =N
14 I I 14 I r 14 r N
® Brpata mou MPEMEL va. aKOAOUBNCETE yLla va SnLOUPYHOETE TN AOYLKA Tiow Omo TNV avixveuon -
Anuloupyia apyeiou . R
Q: Mowog TuTog SeSopévwy Ba pag mapexeL AUTEG TG TAnpodopieg; A: Sysmon w T
11 | where file name startswith "C:\\xampp\\"
12 | where file_name endswith ".asp" or file_name endswith ".aspx" or file_name endswith ".cfm" or file_name endswith ".jsp" or file_name endswith ".php"
Q: Tueidoug cupBav Béloupe amd tov mivaka dedopévwy; A: Apxeio AnpoupynBnke
Results Chart
Q0 EVTOTILOUOG event-based n volume—based; A: Event-based [ TimeGenerated [UTC] "L Source EventD Computer UserName RenderedDescription
, , , , , , , , | D ~  6/4/2024, 10:50:18.369 PM Microsoft-Windows-Sysmon n castelblack.north.sevenkingdo... NT AUTHORITY\SYSTEM File created
Q: Moleg OTAAEG €ival ONPOVTLKEG WOTE VO LWTTOPOULE VA TLG XpnoLpomotooupe wg didtpa; A: Rendered Mepypaodn, TmeGenerated [UTC) | 20%4-06-04T2250:1236010252
fil €_hame Shilices Microsoft-Windows-Sysman
H otiAn file_name gudavilel to apxeio mou dnuoupyndnke pe Tnv mAnpn dtadpoun. L R L
. ’ . 1 1, . Caomputer castelblack.north.sevenkingdoms.local
Q: MNoto dpiktpo Ba BAAW OTLG ONUAVTLKEG OTHAEG; - e
A: 1. Rendered Neplypadn ooutat ‘Apxeio Anpoupynonke’ . tRued
2. file_name apyiletL ue {Web Server Directory} cvent crestion fime | 2024-06-04T2250:18.3630000
3. file_name Ayl pe {Webshell file extension} "gdd ZZM'1752'565"5000_00000000%0’
(Tip: Kown Webshell file enektdoelg: php, asp, aspx, cfm, jsp) pi— Cuampptomcatibinitomcats.exe
*KQL syntax tip: Replace \ with \\ because the backslash is used to escape characters i name Ciamppitomcatinshappricmd\cmdp

file_creation_time 2024-06-04T22:50:18.36600002
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; i 10.0.17763.1 (WinBuild. 160101.0800
* Mapadeiypata — Aoyopiko Atakoptotn: Web Shell e e J
file_description TCR/IP Metstat Command
Server Software Component: Web Shell P— Microsoft® Windows® Operating Systern
® : . P . . . . , , B , file_company Microsoft Corporation
Eva kéAudog L.otou (Web shell) eivat éva oevaplo Lotou (Web script) mou tonoBeteital oe évav eAeVBepa pooBaciuo
SLakopLoTn LoToU yla va eMTpEPeL o€ Evav KAKOBOUAO XpRoTn va £XEL TPOCBAGCN OTOV SLOKOWMLOTH LOTOU WG TIUAN file_name netstat.exe
£10060u ot éva Siktuo. Eva kEAudog Lotou (Web shell) umopel va mapéxel éva cUVoAo cuvapPTOEWY TIPOG EKTENEDN N process_command_line netstat -abno .
a Slemadn Ypappng eVvioAwv oto ocUoTNA TIou GLA0EEVEL TOV SLOKOULOTH LOTOU. ;
W ¢n YPAUHUNG nH ¢ E’ ot file_directory Cixampp'tomcat\bin' 9 Sysmon

H mapakoAolBnon Siepyaciwv unopet va xpnotponotnBel yia tnv aviyvevon Stakoptotwv Web mou ekteAouv Umonteg S :
, , ; . f ; y . . 1@ | distinct RenderedDescript
EVEPYELEG, OTIWG N dnuloupyla cmd.exe 1 n mpooPacn os apyeia mou dev Bpiokovtal otov katdloyo Web. user_name NT AUTHORITYASYSTEM e

user_logon_guid {35604ab 1- 79b4-665f-e703-000000000000

‘Eva kéAudog LoToU ival £va cevaplo LoTou Ttou toroBeteital og €évav eAeUBepa MPOGPACLUO SLAKOULOTH LOTOU yla val
emtpePeL o€ vav KakOBoUAo XprioTn Vo XPNOLULOTIOLOEL TOV SLOKOULOTH w¢ TTUAN o€ éva diktuo. KaBwg Aettoupyel to user_logon_id Ox3e7
kK€AUdOG, Ba ekbidovtal eVTOAEG amd TNV epappoyn LOTOU 0TO EUPUTEPO AELTOUPYLKO GUGTNHA TOU SLOKOULOTH.

Results Chart

D RenderedDescription

user_session_id ]
process_integrity_level System *  CreateRemoteThread detected
process_parent_guid 356042k 1-1752-665f-5000-00000000900] 3 File stream created

® BApata Tov MPEMEL Vo AKOAOUONOETE yLa vl SNULOUPYROETE TN AOYLKN TIiow ond TNV aviyveuon - R 2404 E——

Ar] p.lOUpvi.a 5l€pva0ia§ process_parent_path Clxampp'tomeat\binttomcatd.exe
Q: Notog tuTog Sedopévwy Ba pag MapEXEL AUTEG TLG TAnpodopieg; A: Sysmon
Q: Tuelboug cupBav BEloupe amnod tov mivaka dedopévwy Sysmon; A: Atadikacia Anptoupyia

> Sysmon service state changed
process_parent_command_line Clwamppitomcatibin\tormncat8.exe //RS/ Tt

?  Registry object added or deleted

Q: O evromniopog eival event-based rj volume-based? A: Event-based > Baevaier
>  Pipe Created
Q: Noleg 0TNAEG €lval ONUOVTLKEG WOTE VA UITOPOULLE VA TLG XPNOLLOTIOL OOV UE WG PiATpa;

A: Rendered Mepwypacdr, process_parent_command_line, process_command_line Command-line &ilepyaciec mou
€KTEAOUVTAL ATIO TOV SLAKOWLOTH LoToU Slepyaoieg processes is a high indicator of Web Shell execution.

File created
»  Process Create

> Dns query

Q: Moo dpiktpo Ba BAAW OTLG ONUAVTIKEG OTAAEC;
A: 1. Rendered Meplypadr) tooutal 'Process Create'

2. process_parent_command_line neptéxel ouvnBiopéveg Web Server Siepyacieg 3. process_command_line mepLéxet
common command-line processes
(Tip: Common Web Server processes: w3wp.exe, httpd.exe, tomcat.exe, nginx.exe) (Tip2: Common command-line processes:
cmd, powershell, netstat, systeminfo, ipconfig, whoami etc.) *KQL syntax tip: Replace \ with \\ because the backslash is used
to escape characters

> Pipe Connected
?  Image loaded
> Metwork connection detected

> Process accessed

0000000000000l
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» Server Software Component: Web Shell

‘Eva kéAudog Lotol (Web shell) elval éva oevaplo Lotou (Web script) mou tonoBeteital og €vav
elelBepa npooPdoipo Stakoploth LoToU yla va emLtpePeL o€ évav KakoBoulo xpriotn va €xeL
pOoBacn oTov SLAKOULOTH LoToU Ww¢ TTUAN eloddou e £va Siktuo. Eva kéAudog Lotol (Web shell)
Umopel va mapéxel £va 6UVOAO GUVOPTHCEWV TTPOG EKTEAEDN 1) pLa Slemadr) YpAUUAG EVTOAWY OTO
cuotnuoa rou ¢phoevel Tov Slakoplotn Lotou. NapakoAolBnaon kal avaAucon potifwv kukAodopiag
Kol EMIBEWPNONG TTAKETWY TIOU OXETL{OVTAL PUE TIPWTOKOAAQ TTOU &V akoAoUBOoUV T AVAUEVOUEVA
T(POTUTIO TIPWTOKOAAOU Kail poég KukAodoplag (TT.X. TePLTTA MAKETA TTOU SEV AVKOUV OE

Suricata
41 | distinct event

Results Chart

m
=
17
=
=3
-
-
-
]

KaOLEpWUEVEC pOEG, dokoma i avwuala potiBa kukAodopiag, avwpaln cvvtagn 1 Soun). L1 oo o,
~  http - "."192.168.56.22" " -, e
{"hostname™:"192.168.56.22",“http_port™:8081,"ur":"/cmd/ai D 3 iy
hastname 192.168.56.22
° , ) , , .. , http_content_type text/html D > dns
Brjpata mov PENEL va AKOAOUBOROETE yLa va SNLOUPYNOETE T AOYLKN oW amno TV e pec T
= I
aviyveuon - NMepLEXOUEVO Klvnong Siktoou http_user_agent Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firef: 0
, , , , , . > Aileinf
Q: Notog tunog deSopévwv Ba pog mapéxel autég TG mAnpodopieg; A: Suricata url femd/emd jspremd=dir R
P , . , , . in_iface eml [ copy D > hitp
Q: Tueiboug cupBav BéAoupe and tov nivaka dedopévwv Sysmon; A: event_type > http : S——
pht_src wire/peap | 7 Include */emd/cmd,jspZemd=dir” D > alert
Q: O evtomiouog eival event-based rj volume-based? A: Event-based il = Y Exclude "fem/cmdjsplemd=dir (] » rdp
) . ’ , ’ v sreip 10082 E)l. Extend column
Q: Noto évBeto mebdio gival onUAVTIKO Péoa 0To oTolxElo http; _— B 59106 = —
A: url 1 Suricata
Oplopéva keAU N LoTtol Aettoupyolv AapBdvovtag Tig UTIOTTEG EVIOAEG WG TAPAUETPOUG OTh SlelBuvo 2 | where event_type == "http’
PLOW ¢f1 Py HB 66 S 6 ws PAUETPOUG 0N n 3 | extend url_-= tostring{http.url)
URL. 4 | where url_-has_any ('systeminfo', 'whoami', 'netstat’, "hostname')
Q: Noto dpiktpo Oa BAAW OTLG CNUAVTIKEG OTAAEG;
A: 1. event_type equals ‘http’ Results  Chart
2. H 81ebBuvon URL mepléxel omoladnmote amo TG UTIOMTEG EVTOAEG ’ .
E] TimeGenerated [UTC] "4 url_ Computer RawData Type
Q: To Suricata e§€6woe kdmola poeLdomoinon oxeTkd pe avtrv tn Spaoctnpldtnta; (0 > 6/4/2024 105823000 PM  /emd/cmd jspPemd=netstat+-abno goad-VirtualBox ["timestamp""2024-06-04T225...  Suricata_CL
A: Suricata | 6mou event_type == "alert' kat app_proto == 'http' (] > 6/4/2024,1053:46000PM  /cmd/cmdjspPemd=systeminfo goad-VirtualBox {"timestamp""2024-06-04T225..  Suricata_CL
E] > 6/4/2024, 10:53:27.000 PM femd/cmd jspfcmd=hostname goad-VirtualBox {"timestamp™:"2024-06-04T22:5... Suricata_CL
E] > 6/4/2024, 10:53:03.000 PM femd/emd.jsp?emd=whoami+%2Fall gead-VirtualBox {"timestamp™:"2024-06-04T22:5... Suricata_CL
E] > 6/4/2024, 10:52:41.000 PM femd/emd.jsp?emd=whoami+32Fall geoad-VirtualBox {"timestamp™:"2024-06-04T22:5... Suricata_CL
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KAom r) mapamnoinon Kerberos Tickets: AS-REP Roasting . 20 suicata

41 | where event_type == "krb5"

Ou avtinodol evdéxetal va amokaAUPouV Ta SLOTILOTEVTHPLA AOYAPLAGHWY TIOU £XOUV OITEVEPYOTIOLAGEL TOV TIPOEAEYXO TauToTNnTag Kerberos 48 Suricata 22
péow punvupdtwy Kerberos mou éxouv Slappevoet pe KwdLKO pdoPBaong. Ma kdBe Aoyaplacpo ou BplokeTal xwpig MPoEAEYXO TAUTOTNTAC, ¥ 41 | where event_type Results  Chart
évag avtinalog pnopel va oteihel éva pAvupa AS-REQ xwplg Tnv kpuntoypadnuévn xpoviki orjpavon kot va Adpet éva urvupo AS-REP pe 12 | extend msg_type () TimeGenerated UTC] T4 LI
Sedopéva TGT, Ta omola evoéxeTal va ival kpumtoypadnuéva pe évayv pn acdain alyopduo onwg to RC4A. Ta avaktnpéva 43 | distinct msg_type
M X pumtoypadnuéva u Hn ot
kpuTttoypadnuéva Sedopéva evoEXeTaL va elval euGAWTA o€ EMBETELG EKTOG OUVOEONG LE TO SLapprLpo KwSKoU podoPacng, TTapoOpoLa LE Sem e i
to Kerberoasting, kat va ekBécouv Slamoteutipla amhol Kelpévou. Results  Chart b i
‘Evag AoyopLoopog TTou lval EYYEYPOULLEVOG O€ EVOV TOMEQ, HE N XWPLG ELOIKA StkalwpaTa, Unopel va xpnotpomnotnOetl yia va katoxwploet e — ""\. iniiface e
OAOUG TOUG AOYOPLOCHOUG TOLEQ TIOU €XOUV OTIEVEPYOTIOLOEL TOV TIPOEAEYXO TAUTOTNTAG, XPNOLLOTIOLWVTAG pyaleia Twv Windows Onwg to [(J msgtype T | v krbS {'msg_type""KR
PowerShell pe ¢pidtpo LDAP. EvaAhokTikd, o avtinahog propei va oteihel éva privupa AS-REQ yla kaBe xpriotn. Edv o eAeyktrg Topéa (] > KRe.AsRep | e semene
amnavtnoel xwpig odaApata, o Aoyaplacuog Sev anattel TPpogAeyxXo TAUTOTNTAG KAl To uvupa AS-REP Ba mepLéxel Nén ta kpumtoypadnuéva = encryption naner
Sedouéva. (] > KRE_ASREQ L KRB_TGS_REQ
Brjpata tou nPEMEL va aKOAOUBNOETE yLla va SnLoupyNOETE TN AoyLKN Iiow amod thv aviyveuon (J > KRBERROR resim NORTHSEVENKNG
Q: Notog tunog deSopévwy Ba pag mapexeL aUTEG TG TAnpodopieg; A: Suricata e ~ sname | cifs/winterfell.north.
Q: Tueidoug oupBav BEAoupe ano tov mivaka Sebopuévwy Sysmon; A: event_type > krb5 N i ) p

>  KRB_TGS_REQ T
Q: O evtomiopog eivat event-based rj volume-based? A: Event-based _,.-—"E" L

48 Suricata

Q: Nota epdwAevpEva apxeia sival onpoavtkd peca oto krb5 avtikeipevo? 41 | where event type == "krbs”
42 | extend msg_type_ = tostring(krb5.msg_type)
. . . . 43 | where msg_type == "KRB_AS_REP"
A: mSg_type/ Weak_encryptlon/ tlcket_weak_encryptlon 44 | where krb5.ticket_weak_encryption == true or krb5.we

. . P . . . 4@ Suricat 25
Q: Moleg OTAAEG €lval ONUAVTLKEG WOTE VA UTOPOULE VL TIG XPNOLoTotjooupe we diktpa; A: event_type, msg_type_, i |u$;iiict T

weak_encryption_, ticket_weak_encryption_ Results  Chart

[ TimeGenerated [UTC] T4 msg_type_ Con
Q: Moo ¢piktpo Ba BAAW 0TI ONUAVTIKEG OTHAEC; Results  Chart svent_ype
A: 1. event_type = krb5 ) ssaing flowid 051029493044
2. ticket_weak_encryption_ = true or weak_encryption_ = true O] = 5 in_fface &
¥ krb5 {"msg_type":"KRB_AS_REP" "cname":"!
Q: Nolog rtav o AoyapLacuog mou eKTEBNKe Kal Atav eudAwTtog otnv Roasting emiBeon AS-REP; A: cname epudwAeupévn otiAn > O > smo cname brandon stark
brandon.stark O > dns . rcd-hmac
Q: Nota eival n otAAn mou epdavilel tnv mpoéAevon tng enibeongc; A: src_ip > 10.0.8.2 O > ks msg_type KRB_AS_REP
D 5 ilinfo realm NORTH.SEVENKINGDOMS.LOCAL
sname krbtgt/NORTH.SEVENKINGDOMS.L
] & i tickst_encryption ses256-cts-hmac-shal-06
() > alert ticket weak_encryption false
a
i O » re wesk_encryption true
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