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Confidentiality

Integrity

Availability

Non-
Repudiation

Authentication

Eyyunon TAnpo@opiwyv

Information is not disclosed to system entities (users,
processes, devices) unless they have been authorized to
access the information

The property whereby an entity has not been modified in an
unauthorized manner.

Being accessible and useable upon demand by an
authorized entity.

Assurance that the sender of information is provided with proof of
delivery and the recipient is provided with proof of the sender’s
identity, so neither can later deny having processed the
information.

Verifying the identity or other attributes claimed by or
assumed of an entity (user, process, or device), or to verify
the source and integrity of data.

KY

ACCESS CTRL / RIGHT

PCA/PRA

D.SIGN

PWD
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AlokuBEpvnon LETAEL SNUOOLWV Kal LOLWTIKWV GOPEWV

Ynuaotloloyia

Kowva mpotuma kat avadopeg

51‘6 Nowx

AeBveig vopol Kal Kavoviopol / cuvepyooio HeTal S1KalooUVNG Kol OTUVOULKWVY opXWV




AgiToupyikoi Topeic — KuBepvoxwpog

(Opapa CYBERSECPRO)

Privacy and Data Protection

Cybersecurity Risk
Management

Cybersecurity Threat Human Aspects of Cybersecurity
Management

Cyber Incident Response

Network and

Penetration Testing Communications Security

Tools and Technology

‘ Cybersecurity Management

‘ Cybersecurity Policy, Process, Compliance




va Spacouv

06nyia NIS MapakoAouBnon tng €Bvikng ebapuoyn tng odnyiag NIS amo ta kpdtn HEAN. ISlattepdTnTEG Kpdrtn péAn
«NoauTAio».
NautiAtakn vopobeaia IMO, DG MOVE, DG MARE, DG CONNECT, MS
NOMIKO MEAETEG TWV EMUTIWOEWY TWV Kavoviopwv IMO/ ISPS / EE
NopoL yia Tov KuBepvoxwpo EMUTTWOELG TWV VOUWYV OTOV TOMEX TG VauTIAlag (rt.x. Cyber Act, US Cloud Act) Erutponr) tng EE, kpdtn péAn

OpLopdG Ko CUVTHPNGON EVOG TUTIOTOLNLEVOU ONOCLOAOYLKOU TAALGLOU» yla TOV eVIOTILOUO Kot Tnv avtalAayr mAnpodopLwv

MPOTYNA OXETLKA |LE TIEPLOTOTLKAL KOl ETILOECELG. ETSI, Erutportr, kpdn péhn
ZHMANTIKH — TAZINOMHZH Opyavwon MPoTUMWY TOELVOUNGNG LA TOV VAUTIALAKO TORE IMO, MS
MPOTYMA
AZIOAOIHZH KINAYNOY Tumomnotnuévn dLadikacia eKTiUNONG KWWSUVOU yLal T VOUTIALOKK KOOt Ta. IMO, ETSI, Eupwnaikr Emtponn, MS
KYBEPNHTIKH XAPTOrPADHSH Edappoyn xaptoypddpnong Twv VAUTIALOKWY 0pYavIoUwV te EE yla thv avilpetwion evog kowvol NISD Kpdtn puéAn, Erwcpomn
vAomoinaon yla tov Baldcolo topéa. H xaptoypadio Ba mpémel va meplopiletat
OPFANQ3H AMN\eG TA, HOPEIC OLKOVORLKWY TOUEWY
KYBEPNO-ZYNTONIZMOZ MpoodLopLOOG HLaG SOUNG CUVTOVLOKOU yLa T AELToupyla Kot TNV avtoAAayn avoAUCEWVY KIVEUVOU Kol BEATLOTWY TIPAKTLKWY (netadopéc, logistics, Apevepydted KAL)
(r.x. aodaln péoa mikowviag) f TV ebapuOyr) OHASWY AVTATIOKPLONG.
TEXNOAOTIKH KAl JUMBOAN oTN dNLOUPYLA LLAG EVPWTIALKNA G TEXVOAOYLKAG KAl BLOMNXAVIKAG BAoNG yla TV KuBepvodpuva. )
TEXNOAOTIA BIOMHXANIKH BAZH Blopnxavia, EDA
YAHPESIES Yninpeoieg yla tov IxebLAoTE TIG KUBEPVOUTINPEGLEG YLa TNV aodAAELD OTOV KUBEPVOXWPO TOU UEAAOVTOG GTOV TOMEQ TNG VOUTINYLKAG Blopnxavia, vaumnnyeia, Aipavia
VOUTIALOKO TOMEQ KOL TLG TIOYKOOMLEG UTINPECLEG.
suoTipoTa / UTtnPEoieg Meydha SeSopéva, TTPOTUTOL SLOAELTOUPYLKATNTOG QpluotnTa Kau yevikes egehisels,

Texvoloyia
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Xaptoypadnon twv dopewv KuBepvoaoPpalelag

Exmaibeuon
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Ekmaidevon

Alaxeiplon dedopévwy

Aodalela Lotol
(IM)

Aodahela
INFOSEC
edapuoywv

UEBA (User& AVTLUETWILON

Acdalela Entity Behavior
Analytics) TIEPLOTOTIKGV

&

EYKANpaToAoyIKN
* €peuva

MnvUparta

RED TEAM - Amtel\€g BLOCKCHAIN

A

Aocddlela dedopevwy MAnpodopise

evdladpépovrog CYBER

Aodalela kat

Acdalela TEPUOTIKWV VOUOSLOWOG (Mooc

SECNUMACADEMIE tng ANSSI) T(IUTOT[OLT]GT] &

omatn

SOC (Kévtpo
MpoAnyn Avixveuon & operating center) H24

Phishing T[pé)\nl_bn

Mpocopoiwon NOC (Kévtpo

, : operating center) H24
eniBeong 2taon CYBER

(PENTEST)
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/ QUTOUOTLONOG KTLPiWV

OUASa OVTLHETWITLONG EKTAKTWY TIEPLOTATIKWY TIAnpodoptkng (CERT) /

OMASa AVTLLETWIILONG TEPLOTATIKWY a.odaAeLag (CSIRT)
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EAErXO2 — AIAXEIPIZH KINAYNQN



OL mapAyOVTEC TOU TOUEQ
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Opyaviopog NIS Tpopokpartia Oa pmopouoe va ipotadei otnv Evpwraik e egééh€n H emidpaon otnv
BOLCIKWV UTNPECLWV EYKANULOTIKEG ‘Evwon pia agloAdynon/evopuovion OXETIKA  TOTILKN OLKOVOULKN Spaotnplotnta

Obényia dpaoctnpLotnteg He 8ev AauBdvetal amapaitnta
OSE) (ouumepthappavo ™V epappoyr] tng odnyiag NIS. urodn amo tnv odnyia NIS
o (2020) pévou Tou
1 KuBepvoxwpou)

, Metpglato Kat KuBepvoeniBeon Katatagn ava topéa (Evépyela — EuvaioBbntog topéag. EpmAokn Tng
Opyaviopog ECI oo KPATOG Metadopég) Mo Tov VAUTIALAKO TOUEQD, auuvag Ta €6vn cuxva
Tpopokpartio TIEPLOCOTEPO CUVEESEUEVO PE TO ALUAVLDL avtaAAdooouv Aiyeg
Quotkn TOPA LLE TOUG VAUTIALaKOUG PopEic. mAnpodopiec.
Kataotpodn Ta Alpavia atoBavovrat

neplocotepo OSE mapad OIV.
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Ekmaidsuon

EUROPEAN CYBERSECURITY SKILLS
FRAMEWORK: JOB PROFILES

=2 @ 53

Chief Information Cyber Incident Cyber Legal, Policy
Security Officer Responder and Compliance
(CISO) Officer

(e o O

Cybersecurity

Cybersecurity Cybersecurity
Architect Educator Implementer
\\K
-~
01010 puu
11101
00101
Cybersecurity Cybersecurity Risk Penetration
Researcher Manager Tester

| European Cybersecurity Skills Framework (ECSF)

https://cybersecpro-project.eu/
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https://cybersecpro-project.eu/

1 4 I 4
XaptOv p a¢ I"| (o) rl ouv th Matwv levikeupévn enideon péow napaBiaons evos SopupoptkoU popéa eKUeTdAevons Kataokoneio

Ta oevapla «vautihio» £ >

SKOmun mpokAnan kpiong mavikou

Kopeouog twv Siktvwv Tpormomnoinan vautkwy xaptwy (mapapiacn evog ekdotn)

MNapdvoun mpocBacn oto cUoTna TANPOdOPLLV TOU
mAoLlokTrtn amnd mhoio

Ay, __?u.‘

MapdAuon Twv cucTNHATWY
XELPLOMOU

MapdAuon tou

Saunotdl moiou/oTOAOU (OTOXEUS

ALOKOTTH TTOPOXN G EVEPYELOG BAGBN ot oTaBepdTnTa T



To ALpeviKO olkooUoTNHA

MER

YNOAOMH AIMENA

AnoBadpeg, Aipdavia, cAdoumn, orjpavon, paypata K.Am.

NIMANI

AIKTYA AIANOMHZ &
VIETAQUPAL

Z16NPOSPOULKEG
VPOLHLES

Aywyol

EZQTEPIKO

YMNHPEZIEZ YNOAOXHZ 2TO MPOBAHTAPIO / TO ATKYPOBOAIO

MAorfiynon, pupoVAKnon, mpdodeon, cuVEETELS, ipootacia / acddAela, ekBdBuvon

Tepavoi, yepavoyEdupeg, aywyol, mepdopora/KatwAio

ATMNOGHKEYZH ZTO AIMANI

SN0, umooteya, Se€apeveg, Yuyeia, xwpol otdbueuang, xwpot emBatwy (teppatikol otabuoi, caldvia, ectlatopLa, EPMTEPQ...)

Tepuatkol Teppotikol otaBpot Teppotikoi oTaduot TepuoTikol Tepuatkol Teppatol
otabuol EUMOPEVUOTOKIBWTIW u8poyovavBpdkwy otabpol otabuoi Ro- otabpol
XUénv v aMeiag ro gmpatwv
dopriwv

YroSopég SLavopnG: ApopoL, yEbupeg, oLdnpoSpPOouLKES YPaUUES, aywyol, SikTua Loxupol peUpaTog / AcBeEVWV pEUPETWY

MapakohouBnon ‘EAeyxog tng Badootag Mpootaoia kot
EUTTOPEVHATWV KukAodopiag aopaAela

; . Awoiknon
Awoyeiplon Alaxeipion
, Apevikn
EYKOTOOTAOEWY

I |
NPOZITAZIA & AZDAAEIA

ETUKOWVWVIEG, EKTIOUTEG / cuVaAyEPUOL, KALEPEG, PAVTAP, IPOCTACia TPOcBaong, aodnTrpes / AVIXVEUTES,

TOTUKEG APXES

TEAQNEIA

AXTYNOMIA /
XQPODYAAKH

ANTUWTAARNF

MYPOZBEZTIKH
AZOAAEIA NOAITON

SNSM

SAMU

YIEINH

YMOYPTEIO
METANASTEYZHZ




Suotripata avtaAAayig Se8opévwv Apuévwy
ZU0TNUA ALUEVIKAG SUotnua Cargo Community
KOWVOTNTAG

SUotnua Sloxeiplong
TAnpodopLwv aAteiog

TUotnpa Siaxeipiong mAnpodoptwv Apévwv (PMIS)

VTS / VTMIS MapakohoVBnon aktwv

Awaxeipion tng Baldooiag AloXeipLon TN ECWTEPLKAG
kukhodopiag vououthoiag
Awayeipion

AMUEVIKWY HECWV

JuothpaTa Ecwtepkol Alpéva

Awoiknon OéoeLg epyaosiag Aiktua

KO ETUKOWWVIEG EMMOPLKEG UTINPEDLEG

Juotiparta Staxeiplong AettoupyLwv

Teppatikd AeLTOUPYLKO
OPS LOG ouotnpa (TOS)
(ERP, CRM)
Ddoptwon /
oT X
ekdpoptwon

Mpootaocia kat achaAeia
Suotipata

‘EAeyxog npdoBaong avixveuon

MNapakoholBOnon (CCTV,
Juvayeppol

KAUEPES, KATL.)

Eupwmaikd
ARoTo

Aopudoplkd
cuotAuoTa
(GNSS, NapakoAotOnon)

oeLg ASELEG Kat

€\eyyoL

Nettoupykd Sedopéva
L& BN s OwovouLkda SeSopéva

AgSopéva mhorynong
il Mandatery declarations

@ Contrgl & muthorivatsan
& Opccggional data

B Finardisl data

@ hasigmrion data
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Management Systems
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Buildings
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Lafury & sscuricy
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Vasdali loading asd unloading
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Hinkerland connactivity
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SYSLEMS

Acgess comrel Systems
Tradfie shanitaring dyslaims

Lursaillance & napection
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Alerting systems
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Mavigation data
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Interception of emissions

Interception of sensitive
information

Man in the middles session
hijacking
Metwork reconnaissance

Network traffic manipulation

Environmental disasters

Matural disasters

Use of unreliable source

Erroneous administration of
ITY OT systems

Resulting from penetration
testing

Data deletion
3rd party security failure

Information leakage

Systems
Devices

Mavigation and communication
systems

Main supply systems

Failure or disruption of service
providers
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THREAT
TAXONOMY
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EAVESDROPPING
INTERCEPTIOM
»eres HJACKING

»===== DISASTER

UNINTENTIONAL
EEEEERR DHJHAEE
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v#+  FAILURES &
MALFUNCTIONS

NEFARIOUS ===+
ACTIVITY & ABUSE

87

OUTAGES s s ssss
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PHYSICAL # # = # » »
ATTACKS
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Denial of Service (Dos)
Malware

Brute force

Identity theft

Phishing/ Social engineering
Targeted attacks

Abuse and theft of data
Manipulation of infermation

Geolocalisation signals
spoofing/jamming

Main supply outage
Metwork cutage
Absence of personnel

Loss of support

Fraud

Sabotage

Vandalism

Thft

Unauthorised access
Terrorism
Hacktivism

Coerclon, extortion or
corruption

Piracy/ lllegal crime/ Mafia
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