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Final remarks

• In this topic, we have seen how existing TCP/IP security protocols 
can protect the communication channels between two peers in 
the network
• They are essential to safeguard a minimum of protection during the 

communications, in terms of confidentiality, integrity and 
authentication, such as TLS or IPSec

• Preventive measures at endpoints (the ‘peers’ ) must also be 
protected from penetrations or unauthorised accesses
• For this purpose, the most recurrent measures such as isolation or 

segregation of nodes and network domains, but also inspection 
techniques at the level of ports and network services have been 
considered

• Note that although we have explored two techniques in detail, 
there are many other security measures at the OS or network level 
(e.g. intrusion detection/prevention systems) that should be prioritised 
and reflected in regulatory frameworks (e.g. security policies)

• In fact, detection and monitoring techniques are extensively 
developed in the following topic
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Connect with CyberSecPro: 
How to register and other 
practical information

1. Website: 
www.cybersecpro-project.eu

2. X (Twitter):  
https://twitter.com/CyberSecPro_eu

3. LinkedIn: 
https://www.linkedin.com/company/cy
bersecpro-euproject/

http://www.cybersecpro-project.eu/
https://twitter.com/CyberSecPro_eu
https://www.linkedin.com/company/cybersecpro-euproject/


Thank you
If you have any questions, please do not 
hesitate to contact:

• Cristina Alcaraz
Associate Professor
University of Malaga
alcaraz@uma.es
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