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Defence in-depth

From the previous sections, we deduce that it is required to
establish a defence in depth

Not only providing direct security measures to the data within a system,
but also protecting the whole system as a whole

The National Institute of Standards and Technology (NIST)
defines defence-in-depth as:

“Information security strategy integrating people, technology, and
operations capabilities fo establish variable barriers across multiple
layers and missions of the organization™

This also means that preventive measures at the level of the netwo
and its perimeter must also be considered, and any access to

resources must be controlled and regulated through regulatory
frameworks

A regulatory framework ranges from the application of

standards and recommendations to the implementation

of security policies under regulations
Source: NIST, "Defence-in-depth”, Computer Security Resource Center, Glossary, 2024
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Multiple resources for comprehensive
regulatory frameworks

COBIT: Conftrol Objectives for Information and Related Technology
CSS: Council on Cybersecurity

ANSI/ISA-62443-2-1 (99.02.01)-2009: Security for Industrial Automation and Control Systems:
Establishing an Industrial Automation and Control Systems Security Program

ANSI/ISA-62443-3-3 (99.03.03)-2013: Security for Industrial Automation and Conftrol Systems:
System Security Requirements and Security Levels

ISO/IEC 27001: Information technology -- Security techniques — Information security
management systems — Requirements

NIST SP 800-53 Rev. 4: NIST Special Publication 800-53 Revision 4, Security and Privacy Controls
for Federal Information Systems and Organizations

NIST SP 7628:
Voll - Smart Grid Cybersecurity Strategy, Architecture, and High-Level Requirements
Vol2 - Privacy and the Smart Grid
Vol 3 - Supportive Analyses and References

NIST - NIST SP 800 82r2: Guide to Industrial Control Systems (ICS) Security

NIST - Draft NISTIR 8228: Considerations for Managing Internet of Things (loT) Cybersecurity and
Privacy Risks

IEC 62351: Security Standards for the Power System Information Infrastructure
NISTIR 8183: Cybersecurity Framework Manufacturing Profile

NIST, Framework for Improving Critical Infrastructure Cybersecurity, v1.1

NIST, NIST Cybersecurity Framework, CSF 2.0, NIST CSWP 29, 2024

TECHNICAL
SPECIFICATION

IEC/TS 62351-8

Edition 1.0 2011-09

communications securi

NIST Special Publication 1108R3

Part 8: Role-based accq NIST Framework alld Roadmap f01‘
Smart Grid Interoperability

Standards,

Introduction to NISTIR 7628
Guidelines for
Smart Grid Cyber Security

The Smart Grid Interoperability Panel
Cyber Security Working Group

September 2010
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Release 3.0

and Cyber-Physical Systems Program Office
and Energy and Environment Division,
Engineering Laboratory

in collaboration with

Physical Measurement Laboratory
and

Information Technology Laboratory

andards and Technology » U, Depariment of Commerce
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Multiple resources for comprehensive

regulatory frameworks

NIST Cybersecurity Framework (CSF) 2.0 Reference Tool search: BN econ-

@ Function

® Function
GOVERN (GV): Establish an -
(cv) © category DETECT (DE): Find and analyze possible ¢| @ pynction NIST
© category Identity ’“":R;"wm" "':h © category RECOVER (RC): Restore assets and operations that were impacted by ac Cybersecu rlty
lices, and . L
Organizational Conte| services, andhardware, an Continuous Monitoring (DE.CM): Assets ® Framework
Category
surrounding the organ © subcategory © subcategory Incldent Recovery Plan Executlon (RC.RP): Restoration activities are performed t
S ::.M—u identitie DE.CM-01: Networks and netwol affected by cybersecurity Incidents
2 DE.CM-07)
GV.OC-0L: T Implementation Ex © subcategory
Ex1: Inltiate reques{ implementation Examples RC.RP-0L: The recovery portion of the Incident response plan s executec
Implements o Ex1: Monitor DNS, BGP, and oth Implementation Examples
Ex1: Share requests, with pern| Ex2: Monitor wired and wireless|

basls for Ide:

GV.0C-02: Inf
managemen|
Implements
Ex1: Identify|
officers, dire
Ex2: Identify|
business expf

© subcategory
GV.0C-03: L
are understol
Implements
Ex1: Determ
(e.g., Health
Ex2: Determ|
partner Infod
Ex3: Allgn th

© subcategory
GV.0C-04: C:
and commul
Implements
Ex1: Establls|
Ex2: Determ
and the pote]
Ex3: Establls|
various oper]

© subcategory
GV.0C-05: Of
1D.BE-01, ID.|
Implements
Ex1: Create
their relatio
Ex2: Identify|
services

Ex2: Issue, manage,
credentlals

Ex3: Select a uniqu
device

Ex4: Physically labe]

© subcategory
PR.AR-02: Identltie
Implementation &
Ex1: Verlfy a person|
license)
Ex2: Issue credentl

© subcategory
PR.AA-03: Users, sel
Implementation £
EXL: Require multif
Ex2: Enforce policie}
Ex3: Periodically re:

© subcategory
PR.AR-04: Identity
Implementation &
Ex1: Protect Identity
Ex2: Protect Identitf
Ex3: Implement stal
data models, metad

© subcategory
PR.AA-0S: ACCESS i
Incorporate the pri
Implementation &
Ex1: Review logical
promptly rescind pi
[Ex2: Take attribute:
requester endpolnt|
Ex3: Restrict access|
Ex4: Periodically re

© subcategory
PR.AR-06: Physical
Implementation £
Ex1: Use securlty g
restrict access
Ex2: Employ additl
Ex3: Escort guests,

Ex3: Monitor facilitles for unaut
Ex4: Compare actual network
Ex5: Monltor network communi

© subcategory

DE.CM-02: The physical environ)
Implementation Examples

Ex1: Monitor logs from physical
norm) and falled access attempt
Ex2: Review and monitor physic
Ex3: Monitor physical access col
Ex4: Monitor the physical enviro)

© subcategory
DE.CM-03: Personnel activity an|
Implementation Examples
Ex1: Use behavior analytics soft|
Ex2: Monitor logs from loglcal a
£x3: Continuousty monitor decel

@ subcategory
DE.CM-04: Dropped (moved to

© subcategory
DE.CM-05: Dropped (moved to

© subcategory
DE.CM-06: External service proy
DECM-07)
Implementation Examples
Ex1: Monitor remote administray
Ex2: Monitor cloud-based servig)

© subcategory
DE.CM-07: Dropped (moved to

© subcategory
DE.CM-08: Dropped (moved to |

® subcategory

DE.CM-09: Computing hardwai
events (formerly PR.DS-06, PR.0)
Implementation Examples
Ex1: Monitor emal, web, ile sh
leaks and exfitration, and other|
Ex2: Monitor authentication att:
Ex3: Monitor software configural
Ex4: Use technologies with a pre
unauthorized software), and red

Ex1: Begln recovery procedures during or after Incident response procest
Ex2: Make all Individuals with recovery responslblities aware of the plan
each aspect of the plans

© subcategory
RC.RP-02: Recovery actions are determined, scoped, prioritized, and per
Implementation Examples
Ex: Select recovery actions based on the criteria defined In the Incident response plan and avallable resources
Ex2: Change planned recovery actlons based of ed
©® subcategory

RC.RP-03: The Integrity of backups and other restoration assets Is verified before using them for restoration
Implementation Examples
Ex1: Check restoration assets for Indicators of compromise, file corruption, and other Integrity issues before use

© subcategory
RC.RP-04: Critical misslon functions and cybersecurity risk management are considered to establish post-incident operational norms.
Implementation Examples
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are restored In the appropriate order
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EX3: Monitor the performance of restored systems to verify the adequacy of the restoration
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Implementation Examples
Ex1: Check restored for and root causes of the Incident before production use
Bxa2: Verlfy nd ade of the restoratk taken before putting a restored system online

© subcategory
RC.RP-06: The criteria for determining the end of Incident recovery are applied, and Incident-related documentation Is completed
Implementation Examples.

ExL: Prepare an after-action report that documents the Incident ttself, the response and recovery actions taken, and lessons learned
Ex2: Declare the end of Incident recovery once the criterla are met

© category
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Implementation Examples
Ex1: Securely share recovery Information, Including restoration progress, conslstent with response plans and Information sharing.
agreements
£x2: Regularly update senlor leadership on recovery status and restoration progress for major Incidents
Ex3: Follow the rules and protocols defined In contracts for Incident Information sharing between the organization and Its suppliers
Exa: the and s critical suppliers

DETECT

Source: NIST, “Cybersecurity Framework (CSF) 2.0 Reference Tool”, 2024.
URL: https://csrc.nist.gov/Projects/Cybersecurity-Framework/Filters# /csf/filters
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Multiple resources for comprehensive

regulatory frameworks

The European Union Agency for Cybersecurity (ENISA) also
provides attractive tools o identify and implement the best
actions in critical domains such as the energy sector

Among the tools, we highlight:

“Minimum Security Measures for Operators of Essentials Services”

Minimum Security Measures for Operators of Essentials Services
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Source: ENISA, "Minimum Security Measures for Operators of Essentials Services”, 2024.

URL: https://www.enisa.europd.eu/topics/cybersecurity-policy/nis-directive-new/minimum-security-measures-for-operators-of-essentials-senvices
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Taking into account the characteristics of this module,
this network-level protection should contemplate:

Incident Report

Logging

Logs correlation and analysis
Detection

Information system security incident response
Human resource security

Information system security indicators
Information system security risk analysis
Information system security audit

Information system security accreditation
Information system security policy
Authentication and identification

IT security maintenance procedure

System segregation

Cryptography

Industrial control systems

Administration accounts

Physical and environmental security

Access rights

Traffic filtering

Administration information systems

Systems configuration

Disaster recovery management
Business continuity management
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Thank you

If you have any questions, please do not
hesitate to contact:

« Cristina Alcaraz
Associate Professor
University of Malaga
alcaraz@uma.es
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