
Network 
Protection for 
Energy Control 
Systems
CSP004_C_E
PRESENTATION BY: 
• CRISTINA ALCARAZ

UNIVERSITY OF MALAGA, SPAIN



Acknowledgement
• Co-funded by the European Union. Views and

opinions expressed are however those of the
author(s) only and do not necessarily reflect those
of the European Union or HADEA. Neither the
European Union nor the granting authority can be
held responsible for them.

• Project Agreement no. 101083594



Topic-2: Common 
Security Weaknesses 
and Attacks in Energy 
Control Networks

Overview
o Weaknesses in the operational protocols and security 

deficiencies of TCP/IP communication protocols

o Offensive tools against confidentiality, integrity and 
availability

o Best practices, recommendations and guidelines

o Final remarks

o References and sources
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Offensive tools to be applied 
in energy control networks

• To increase ‘practical’ skills, a manual about “offensive 
tools” is available on the DCM platform
• The aim of this is to be aware of 

1. The number of threats in communication channels
2. The number of tools for corrupting communication channels
3. And the need to protect communication channels and 

interconnection devices, including HMIs

• NOTE: these offensive tools (along with other defensive 
ones discussed later) will be essential for the final 
assignment of this module
• Please refer to the DCM platform in order to start with the 

final assignment
• This assignment intends to intensify practical skills 

and knowledge on network security issues
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Connect with CyberSecPro: 
How to register and other 
practical information

1. Website: 
www.cybersecpro-project.eu

2. X (Twitter):  
https://twitter.com/CyberSecPro_eu

3. LinkedIn: 
https://www.linkedin.com/company/cy
bersecpro-euproject/

http://www.cybersecpro-project.eu/
https://twitter.com/CyberSecPro_eu
https://www.linkedin.com/company/cybersecpro-euproject/


Thank you
If you have any questions, please do not 
hesitate to contact:

• Cristina Alcaraz
Associate Professor
University of Malaga
alcaraz@uma.es
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