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Control networks and their protocols / _

As we saw in Topic 1, control networks are mainly

based on industrial communication protocols:

| ‘ModbusTCP, DNP3, IEC-104, PROFIBUS, PROFINET, CIP, |

I
| HART/IP, WirelessHART, ISA1001.11a, ZigBee PRO, etfc. :

Unfortunately:

* Not all industrial protocols offer sufficient security
guarantees in ferms of confidentiality, integrity,
availability and authentication/authorization

 Moreover, most of them run over TCP/IP and inherit
security weaknesses from the TCP/IP stack

* Most control network infrastructures rely on wireless
resources and lloT/loT infrastructures
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Control networks and their protocols

Some protocols WIRED/WIRELESS Communications Security features

ModbusTCP * Master/slave I . Does not provide confidentiality and authentication mechanisms, and only verifies determined parts of
« TCP/IP comm. I the packets
I - Lacks anti-replay mechanisms to control DoS attacks, and does not include CRC because it is included
! by the TCP/IP layers
PROFIBUS * Master/slave i + Offers multiple control services: PROFIsafe and PROFIdrive
+ Token-based comm. in multipoint busses 1° PROFIsafe offers integrity mechanisms, and PROFIdrive guarantees location-based interaction
PROFINET » Works over Ethernet and TCP/IP i + Offers multiple control services: diagnosis, alerting, configuration, maintenance, and synchronization
1° Extends the PROFIBUS profiles to add extra functionality, so a PROFINET network can control a PROFIBUS
i network through interfaces PROFINET IO or a proxy
OPC-UA « Object-based comm., where each device I « Uses data codification based on XML-RPC (XML over HTTP), and is based on two protocols: TCP/IP-
is encapsuled on an object I  based binary protocol for performance in real time, and SOAP-based protocol to manage the network
I through Web services
I - Offers service and device discovery, data exchange, event management and alert
Cip + Object-based comm., where each device : + Offers multiple services: control in real time, operational safety, power control, synchronization and
is encapsuled on an object I prioritisation, authentication via TLS/DTLS in Ethernet/IP, access control, integrity and confidentiality
+ Ethernet/IP

From the table, we note that there are advances in the
security of some industrial protocols
However, there are protocols that are quite widespread in

industrial environments, such as ModbusTCP, which do not add
any security measures to protect data in transit

There are some security measures,
but not really enough !
@ CyberSecPro @ @@@
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Control networks and their protocols

Some protocols  WIRELESS Communications Security features
WirelessHART

Controllers/gateways and field devices

P2P comm. and mesh networks

«  Wireless comm. based on the IEEE 802.15.4 (low-
rate wireless personal area networks (LR-WPANs))

« Command-oriented comm. based on the HART

(TCP)

ISA100.11a « Controllers/gateways and field devices
* P2P comm. and mesh networks
«  Wireless comm. based on the IEEE 802.15.4
« Object-oriented comm. under UDP
«  Compatibility with 6LowPAN

Offers services for frequency hopping and blacklisting methods
Applies cryptography and authentication measures
Susceptible to multiple threats due to wireless communication

— () DS

Offers services for frequency hopping and blacklisting methods
Applies cryptography and authentication measures
Susceptible to multiple threats due to wireless communication

ZigBee « Controllers/gateways and field devices
e P2P comm. and mesh networks
Wireless comm. based on the |IEEE 802.15.4

Offers services for addressing schemes (stochastic, group), frequency
agility, and cryptography and authentication
Susceptible to multiple threats due to wireless communication

Indeed, wireless communication are;

* Vulnerable to multiple types of threats (even more than wired networks) .
in place, but they are not enough!

Protective measures are still
necessary

« Unstable to noisy, vibration or high interference contexts = it is very
common in industrial environments |

» Susceptible to manage coexistence issues when multiple wireless
networks or protocols are present in the same environment
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Inheritance of security weaknesses in

the TCP/IP stack

Moreover, for the interconnection of control networks with other remote
networks or sub-networks, e.g. substations, it is very common to connect
via the Internet following the TCP/IP model

This type of interconnection requires the application of the well-known

TCP/IP model and IT devices, such as:

Router: operates only up to the Infernet level and only understands IP addresses
Switch: works up to the link level and only understands MAC addresses

Hub: works up to the physical level

Application

Transport

Internet

Link

host

router

TCP/IP stack

Application

Transport

Internet

Link

host
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Inheritance of security weaknesses in
the TCP/IP stack

Each TCP/IP layer leads a set of actions:

. Application layer: facilitates standardized
‘ Application data exchange for applications, and deals

with the actual application data
Transport
Transport. ensures end-to-end
Internet communications across the network
- Internet. deals with packets and connects
Lin independent networks to fransport the

packets across network boundaries

Link: operates at the link level, connecting
nodes or hosts within a network

Source: K. Yasar, M. E. Shacklett, A. Novotny, “TCP/IP", 2024
URL: https://www.techtarget.com/searchnetworking/definition/TCP-IP

CSP004_C_E -TOPIC 2: Cristina Alcaraz, University of Malaga, Spain
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Inheritance of security weaknesses in

the TCP/IP stack

However, the TCP/IP stack is based on a set of specific protocols, some
originally developed for the stack, and others have been designed

according to the need, such as:

Domain Name System (DNS)
HTTP (Hypertext Transfer Protocol)

Telnet, File Transfer Protocol, ....

\

Transmission Conftrol Protocol (TCP)

User Datagram Protocol (UDP)

Apphcaﬁon’/

«—

— Transport

Hypertext Transfer Protocol Secure (HTTPS)
Domain Name System (DNS) over TLS (DoT)
DNS over HTTPS (DoH)

Secure Shell (SSH) ...

Transport Layer Security (TLS)

Internet Confrol Message Protocol (ICMP) |<‘ —

Address Resolution Protocol (ARP) and
Reverse ARP (RARP)
Layer 2 Tunneling Protocol (L2TP)

Internet

~

B

Link

—_—

The reasons for incorporating security protocols into the TCP/IP stack
were due to the security weaknesses found in the traditional protogols

Most TCP/IP protocols were originally designed without security measures

in mind

A 4

Quick UDP Internet Connections (QUICK)

Datagram Transport Layer Security (DTLS)

Internet Protocol Security (IPSec)

\| L2TP/IPSec

This also means that if protective measures are NOT properly applied in

control networks, this level of insecurity may be extended to those
critical communications, e.g. between a slave and a master in ModbusT

CSP004_C_E -TOPIC 2: Cristina Alcaraz, University of Malaga, Spain
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Application

Transport

TCP/IP Security weaknesses:
link layer

Internet

Link

()
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Address Resolution
Main protocols: ARP and RARP

Goal: ARP aims to resolve the conversion of an IP address (logical address) >
MAC (physical address), whereas RARP would be MAC - IP

In ARP, when devices connect to the network, they first have to discover the MAC address
of the destination node to update the internal ARP table and send the datagram with the
corresponding IP of the destination node

With this MAC address, the node can connect to the switch, which only understands
MAC addresses

187.81.1.3

ARP table: I'
e 187.81.1.3 - 09-EE-45-A2-00-11 ARP ~‘| PLC:187.81.1.3, MAC: 09-EE-45-A2-00-11 |
tl requesi:
187.81.14 187:8)alcd “’ PLC:187.81.1.5, MAC: 09-EE-45-A2-00-11
ARP j

reply

Main security weaknesses: ARP was originally designed without any kind
of security that allows to verify that the sending device is really who it clai

Therefore, the protocol is susceptible to fake ARP messages, and all these
messages are accepted by the involved devices

Among the attacks using ARP messages, we highlight ARPSpoofing

CSP004_C_E -TOPIC 2: Cristina Alcaraz, University of Malaga, Spain



<Short break>: ARPSpoofing

ARP spoofing, also known as ARP poisoning, is a deceptive
technique used by attackers to intercept data

* In this attack, the attacker tricks a device into sending its data to
him/her instead of to the intfended recipient

Al
\ 4 Requests Requests
Responses Responses
- :

Requests -e- Requests Requests
tl‘ Responses &I‘ Responses Responses

like passwords and credit card details

« Attackers may use ARP spoofing for spying the communicatio
through a man-in-the-middle or leading other cyber-attacks,
such as a DoS (e.g. a black hole or selective forwarding
attack)

CSP004_C_E -TOPIC 2: Cristina Alcaraz, University of Malaga, Spain
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Homework: ARP Spoofing/Poisoning

- Objective: enhance your practical skills, it is crucial to engage in hands-on
work. The aim of this exercise is to simulate real-world network interactions by
performing an ARP Poisoning/Spoofing attack. This attack positions the
attacker in the middle of all data transmissions between the victim machine
and the gateway (i.e., Main in the Middle)

- Guidelines: follow the steps below to set up a controlled, simulation-based
lab environment using virtual machines (a victim and an attacker). This setup
will enable you to perform the simulated attack in a safe and isolated setting

1. Use the GNS3 network simulator to create a topology with one node (victim
machine) and a Kali Linux machine acting as the attacker

~. Ensure you install these machines on your preferred virtual machine software and
integrate them with the GNS3 server

2. Ensure the installation of the arpspoof tool on your Kali Linux machine
- Tasks:

- Use arpspoof to execute the attack. To do so, mislead the gateway into believing that
the attacker's device is the legitimate one, and deceive the legitimate device into
thinking that the attacker is the gateway

- Verify the ARP table on the target side before and after the afttack
- Compare the ARP table before and after the attack to assess the changes
- Repeat the process, but this time using Ettercap - hifps://www.ettercap-project.or

SASVL 1VOILOVad TYNOILdO

CSP004_C_E - TOPIC 2: Abdelkader Shaaban, Austrian Institute of Technology



https://www.ettercap-project.org/

TCP/IP Security weaknesses:

link layer

Tunnelling between networks
Main protocols: there are several protocols like L2TP

Goal: L2TP aims to transfer of information between networks of different
nature, either in terms of communication and format

However, the term also applies to the encryption of datagrams (the packet)

to send information securely between two peers

The term is also associated to VPN (Virtual Private Network)

Main security weaknesses: although L2TP allows the connection
of different types of networks, it was designed without security
in mind such as encryption, authentication and integrity
measures

Therefore, L2TP is susceptible to multiple types of attacks

CSP004_C_E -TOPIC 2: Cristina Alcaraz, University of Malaga, Spain
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Application

Transport

TCP/IP Security weaknesses:
Internet layer

Internet

1 )

SONIWOOLJOHS ALIAMTOIS

Link
Network and device/resource diagnosis

Main protocol: ICMP

Goal: check the health status of a node or a network

Note: ICMP operates with the "ping” command, which allows sending echo
request packets to the destination node in order to receive an ICMP packet
containing the "echo reply” > $ ping 187.81.1.3

187.81.1.3

N
Ll _ N

187.81.1.4 Echo s 187.81.1.3
reply —

187.81.1.4

Main security weaknesses: many of the DoS attacks come from
the ICMP protocol, as it was designed without any security
measures in mind

Q & Q0%
4
‘KNOw O ov° Echo e /\
request 4", (L\_’/
h‘ Communication buffer saturated

187.81.1.3
187.81.1.4 1 million messages in a short time !

@ CyberSecPro
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TCP/IP Security weaknesses:
transport layer

Network and device/resource diagnosis
Main protocols: TCP and UDP

Goal: both protocols are responsible for fragmenting and
reassembling data datagrams under a service-oriented
connection

Service-oriented means that all fragments arrive at their destinatio
in an ordered and complete manner

Main security weaknesses: both protocols were designed
without security measures in mind

CSP004_C_E -TOPIC 2: Cristina Alcaraz, University of Malaga, Spain
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Application

X
EN

Transport

TCP/IP Security weaknesses:
application layer

Internet

Link
Information transfer and communication
Main protocols: HTTP and FTP
Goal:

HTTP is considered the Internet protocol and constitutes the
basis of the WWW (World Wide Web), in which hypertext
documents (texts interpreted by network devices)

may include links to other network resources, globalising
connections and the navigation of pages and resources on
1 the Internet I

mmmmmmmmmmmm

I nnnnnnnnnnnnnnnnn

{ _FIE for dafa fransference through the pors TCP20:21

Main security weaknesses: both protocols were designed withou
security measures in mind

This means that the transference of data is done in clear and anyone
with a dissection tool may be able to intercept the communications
and read the network traffic — as also appreciated in the two
captures of both figures

Source and figure source: CloudShark, “http-get-request.pcapng”, 2024
hitps://www.cloudshark.org/captures/83390916abé2

Source and figure source: CloudShark, “ftp.pcap”, 2024
URL:https://www.cloudshark.org/captures/abdc8742488f @ CyDersecrro
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Application

TCP/IP Security weaknesses:
application layer

Transport

Internet

Link
Remote control
Main protocol: Telnet

Goal: this protocol establishes remote connection via TCP-port 23

ol BN <
la.j —

Controller

Generator

Main security weaknesses: telnet presents similar problems to FTP and HTTP

& cs Enterprise Guest upload is tumed off  Log In
telnet-raw.pcap ~ b 272 pac more info
v Fiters @ @ Grap
@ No. Time Source Destination Protocol Length Info
54 9.446537 192.168.0.1 192.168.0.2 TELNET 68 Telnet Da
56 9.464208 192.168.0.1 192.168.0.2 TELNET 75 Telnet Da
58 10.704378 192.168.0.2 192.168.0.1 TELNET 67 Telnet Da
60 11.144054 192.168.0.2 192.168.0.1 TELNET 67 Telnet Da
62 11.625626 192.168.0.2 192.168.0.1 TELNET 67 Telnet Da
64 11.931320 192.168.0.2 192.168.0.1 TELNET 67 Telnet Data ...
66 13.285963 192.168.0.2 192.168.0.1 TELNET 68 Telnet Data ...
68 13.560073 192.168.0.1 192.168.0.2 TELNET 68 Telnet Data ...
70 14.820869 192.168.0.1 192.168.0.2 TELNET 126 Telnet Data ...
0000 00 20 cc 3b bf fa 00 00 cO Of a0 97 08 00 45 10 .
Frane 70: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits)
Ethernet II, Src: rnD_9f:a0:97 (00:00:c0:9f:a0:97), Dst: Lite-OnU_3b:bfifa (00:ad:cci3bibfifa) 0010 00 70 10 2c 00 00 40 06 8 f8 c0 a8 00 01 co a8 ard in
Inter Src: 192.168.0.1, Dst: 192.168.0.2 0020 00 02 00 17 04 €6 CO 40 88 71 04 53 d9 47 80 18
Trans rc Port: 23, Dst Port: 1254, Seq: 163, Ack: 216, Len: 60 0030 43 €0 d3 ba 60 00 01 01 08 0a 00 05 4b 81 00 16
Tetnet G040 0F 73 4c 6173 74 20 Gc G6f 67 69 Ge 3a 20 54 68 | .<La clear
Data: Last login: Thu Dec 2 21:32:59 on ttypl from bam.zing.org\r\n 0050 75 20 44 65 63 20 20 32 2032 3132333232 35 | uDec 2

0060 39 20 6f 6e 20 74 74 79 70 31 20 66 72 6f 6d 20
0070 62 61 6d 2e 7a 69 6e 67 2e 6f 72 67 0d 0a

Unfortunately, legacy operational devices may still rely on these types of protocols/!

Attackers may take advantage of the unsecure nature of the protocols (port 23,
21, 80) to lead: eavesdropping, DoS or modifications

Source and figure source: CloudShark “telnet-client-server.pcapng”, accessed in 2024
URL: https://www.cloudshark.org/captures/818ceaef07b82filter=telnet

CSP004_C_E -TOPIC 2: Cristina Alcaraz, University of Malaga, Spain
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Application

Transport

TCP/IP Security weaknesses:

Internet

application layer

Link
Translation of www addresses
Main protocols: DNS

Goal: allow the translation of IP addresses into human-readable
and human-understandable names:

E.g. www.pepeG.es = 1.2.1 .2

DNS server
DNSserver
\ www.pepeG.e
www.pepeG.e! nl
212 = HTTP server
HTTPreq uvest
\ 1212
1.21.2

Main security weaknesses: the protocol presents some security
risks when translations are transferred www - P

They are transferred in plaintext, with no guarantee of authentication
and validity of the records

This lack of authentication makes the protocol susceptible to MitM an
spoofing attacks, in which fake servers may impersonate legitimate
servers, providing fake IPs (e.g. for subsequent forwarding)

CSP004_C_E -TOPIC 2: Cristina Alcaraz, University of Malaga, Spain
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Homework: Telnet and FPT +
Wireshark

- Task: considering the installation of two virtual machines or two PCs
configured in the same local area network (e.g. home LAN):

| Install a telnet client and server to analyse the traffic between the two
nodes using Wireshark

- To do this, it is recommended to activate Wireshark before the telnet
connection

+ Then, transfer commands via telnet, and analyse the Wireshark
captures in order to verify that the transferred commands are sent in
clear (or unencrypted) between the two peers

2. Perform the same exercise, but this time installing an FTP client-server
(Linux) to analyse the traffic between the two nodes using Wireshark

+ To do so, itisrecommended to install the Vsftpd tool on Linux ($ sudo
apt install vsftpd), and transfer FTP commands to be captured in
Wireshark

+Analyse the captures to verify that such commands are sent in clear
as well

Source for telnet (guidelines): K. Brown, How fo install and use telnet on Kali Linux, Linuxconfig.cong, 2021.
URL: https://linuxconfig.org/how-to-install-and-use-telnet-on-kali-linux

Source for FTP (guidelines): PhoenixNAP, How to Install FTP Server on Ubuntu with vsftpd, 2024.

URL: https://phoenixnap.com/kb/install-ftp-server-on-ubuntu-vsftpd

SASVL 1VOILOVdd 1VNOILdO
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Thank you

If you have any questions, please do not
hesitate to contact:

« Cristina Alcaraz
Associate Professor
University of Malaga
alcaraz@uma.es
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