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Network Protection for
Energy Control
Systems

These slides outline the essential offensive tools that
will be used in this course.

These tools are intended for use within this course to
demonstrate how different tools can be employed
for various cyberattack activities and address existing
security weaknesses to avoid or mitigate related
cyber risks. Therefore, all these practical activities are
solely infended for educational purposes ONLY and
not for any other malicious or unauthorized activities.

o [IORIO
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GNS3 Simulator
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GNS3 Simulator

GNS3, is open-source and free software.
It allows network engineers to virtualize real hardware devices.

GNS3 consists of two main software components:
. the GNS3-all-in-one software (GUI) and

. the GNS3 virtual machine (VM).

The GNS3-all-in-one software (GUI) serves as the client interface, ingtalled on local PCs (Windows,
MAC, Linux) for creating network topologies.

The local GNS3 server runs on the same PC as the GUI, along with jadditional processes like Dynamips.

The GNS3 VM (recommended) can be run locally using virtualization software (e.g., VMware
Workstation, Virtualbox) or remotely on a server (e.g., VMware ESXi, cloud).

GNS3 allows us to create a network topology and an environment for an fdeal platform for simulating
victims and attackers' machines.

Getting Started with GNS3 | GNS3 Documentation



https://docs.gns3.com/docs/

CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

Why GNS3?

GNS3 facilitates the building of a complete lab
environment by integrating multiple VMs (installed
individually).

Internet

Feld Devices Management

ITAdministrator

ModbusTCPClient

AP

192.168. 122.10\

192.168.122.203

This will help create a fully isolated environment
consisting of multiple VMs with victim machines and an
attacker, allowing you to perform your practical tasks
within this course in a safer way.

192.168.122.21

Here is an example of how the virtual lab could be
designed on GNS3.

192.168.122.109

@. Attacker

192.168.122.27

Targeting any external target not within this proposed
virtual lab environment is strictly forbidden, and you
are solely responsible for any consequences.




Installing GNS3

Downlaod GNS3 from the official website:
Software | GNS3, and then install if.

Download and install GNS3 VM based on your
preferred VM: Software | GNS3

{22 GNS3 VM - Settings

General System

System Motherboard Processor Acceleration

Display Processors:

Storage dend

Execution Cap:

Audio 1%

Network Extended Features: Vv Enable PAE/NX

V' Iinable Nested VT-x/AMD-V
Serial Ports

UsB
Shared Folders

User Interface

Invalid settings detected m

20 CPUs

100%

GNS3 server version: 2.2.46
Release channel: 2.2

VM version: 0.15.0

Ubuntu versi

Qemu version

o !

VM support ava.

IP: 192.168.56.102 PORT: 80

To log in using SSH: ssh gns3@192.168.56.102
Passuord: gns3

To launch the Web-Ui: http://192.168.56.102
Inages and projects are stored in '/opt/gns3’

T

B sTRGRECHTS
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v

f

€3 GNS3 VM (GNS3 VM) CPU 0.0%, RAM 13....
€3 N3DSS52240 CPU 6.2%, RAM 61.3%

N —

& Preferences ? X

General [Server preferences

GNS3 VM Main server | Remote servers
Packet capture
Ethernet hubs General setings|
Ethernet switches Server path:
V<P:I:Sud nodes C:\Program Files\GNS3\gns 3server EXE Browse...
Ubridge path:
VPCS nodes
~ Dynamips C:\Program Files\GNS3 \ubridge \ubridge EXE Browse...
10S routers Host binding:
~10S on UNIX localhost -
10U Devices Port:
~ QEMU 3080 TCP D
Qemu VMs
~ VirtualBox V' Protect server with password (recommended)
VirtualBox VMs Allow console connections to any local IP address
~ VMware
VMware VMs Console port range (5300 => 6000 is shared with VNC)
~ Docker

5000 TCP |3 to [ 10000 TCP |&
Docker containers
UDP tunneling port range

10000UDP |3 | to | 20000 UDP |

Restore defaults

[ oK Cancel Apply


https://gns3.com/software/download
https://gns3.com/software/download-vm
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Kali Linux - Attacker

It is the most advanced Penetration Testing Linux Distribution.

Kali Linux is an open-source, Debian-based Linux distribution gegred towards various information

security tasks, such as Penetration Testing, Security Research, Computer forensics, and Reverse
Engineering.

Download and install the Kali Linux as a normal VM on your PC.

| will discuss later how to integrate it with GNS3

Kali Linux_| Penetration Testing and Ethical Hacking Linux Distribution



https://www.kali.org/get-kali/
https://www.kali.org/
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Client/Server/IT - Victim Machines

Set up two VMs as a client and server to transmit values through the Modbus protocol.

Therefore, install Raspberry Pi Desktop on your computer. You cgn download the ISO image from
HERE.

After that, install pyModbusTCP on your Raspberry Pi Desktop/ A useful example for a server and
client can be found on Python Modbus Communicafion.

Additionally, you can install a Windows VM/ or another Klai
monitoring the network.

inux as an IT management device for



https://www.raspberrypi.com/software/raspberry-pi-desktop/
https://pypi.org/project/pyModbusTCP/
https://apmonitor.com/dde/index.php/Main/ModbusTransfer
https://www.microsoft.com/en-us/software-download/

Integrating VMs to GN53

& GNs3 — [m] <
Help

File View Control Node Annotate Jools
Ctrl+A
Ctrl+Shift+A

Select all

Select none

~1 Servers Summary @)
€ GNS3 VM (GNS3 VM) CPU 0.3%, RAM 13....
@) N3DSS52240 CPU 8.3%, RAM 64.5%

Manage snapshots
g P
Preferences... Ctrl+Shift+P

£

Topology Summary ®|
Node Console

Please create a project
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e Preferences

General
Server
GNS3 VM
Packet capture
~ Built-in
Ethernet hubs
Ethernet switches
Cloud nodes
~ VPCS
VPCS nodes
~ Dynamips
10S routers
~ 10S on UNIX
10U Devices
~ QEMU

QemuMMs.

[VirtualBox preferences

Local settings

Path to VBoxManage:
C:\Program Files\Oradle \VirtualBox\VBoxManage.exe | | Browse... |

e Preferences

JetOh

General
Server
GNS3 VM
Packet capture
~ Built-in
GNS3 management console. ) o Ethernet hubs
2::3"(&??332\6&%928224%£;$£‘n$&?é§ﬁut) with Python 3.10.11 Qt 5.15.2 and PyQt 5.15.10. Ethernet switches
Use Help -> GNS3 Doctor to detect common issues. Cloud nodes
=> ~ VPCS
VPCS nodes
~ Dynamips
10S routers
~ 10S on UNIX
10U Devices
Preferences ~ QEMU
Qemu VMs
VirtualBox VMs
~ VMware
VMware VMs
~ Docker
Docker containers

] v

Console

Do the same for any VM you want to integrate with GNS3

VirtualBox VMs

[VirtualBox preferences

~ VMware
VM VMs

Local settings

~ Docker
Docker containers

Path to VBoxManage:

C:\Program Files\Orade \Vir'

Restore defaults |

| Apply

Restore defaults |

oK i Cancel | Apply

10
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Integrating VMs to GN

& Preferences ? X
General |Virtua|Box VM templates 6 New VirtualBox VM template ? X
Server
GNS3 VM =1 Raspberry Pi OS Client Server @
. ::?Il;?ncap*ure Bl Raspberry Pi O Server Please choose a server type to run the VirtualBox VM. ‘
Ethernet hubs @m ,,,.
Ethernet switches ag Windows 11
Cloud nodes
~ VPCS Server type
VPCS nodes
~ Dynamips () Run this VirtualBox VM on a remote computer
10S routers B N
~ 10S on UNIX @) Run this VirtualBox VM on my local computer |
10U Devices
~ QEMU
Qemu VMs
~ VirtualBox
VirtualBox VMs
~ VMware & Preferences ? x
VMware VMs
- Docker General [VirtualBox VM templates
Docker containers Server
GNS3 VM = Raspberry Pi OS Client
Packet capture -
~ Built-in IE‘ Raspberry Pi OS Server
Ethernet hubs |ad .
Ethernet switches | @@ Windows 11
Cloud nodes
~ VPCS
— VPCS nodes
New J Edit ~ Dynamips
—=| 10S routers
o |l & -10s0nUNIX
T ————————=—=—— 0V Devices
~ QEMU
Qemu VMs
~ VirtualBox
VirtualBox VMs
~ VMware
VMware VMs
~ Docker
Docker containers
| L New sl | | Edit Delete
| Cancel ||  Apply

Do the same for any VM you want to integrate with GNS3 !



Integrating VMs to GN53

e‘ New VirtualBox VM template

VirtualBox Virtual Machine

Please choose a VirtualBox virtual machine from the list.

I VM list: | Kali

Use as a linked base VM (experimental)
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e Preferences

General
Server
GNS3 VM
Packet capture
~ Built-in
Ethernet hubs
Ethernet switches
Cloud nodes
~ VPCS
VPCS nodes
~ Dynamips
10S routers
~ 10S on UNIX
10U Devices
~ QEMU
Qemu VMs
~ VirtualBox
VirtualBox VMs
~ VMware
VMware VMs
~ Docker
Docker containers

Do the same for any VM you want to infegrate with GNS3

[VirtualBox VM templates

i Raspberry Pi OS Client
i Raspberry Pi OS Server
=5 Windows 11

B Kali

~ General

Template name:
Template ID:

VirtualBox name:

RAM:
Server:

Headless mode enabled:

On close:
Linked base VM:
Console type:

Auto start console:

~ Network
Adapters:
Name format:
Use any adapter:

Type:

Kali
none
Kali

409
N3DSS2240
False
power_off
False

none
False

1

Ethernet{0}

False

Intel PRO/1000 MT Desktop (82540EM)
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Integrating VMs to GN53

& GNS3 — [m] X

File Edit View Control Node Annotate TJools Help

& VirtualBox VM template configuration ? X [ — 2 r— ® @ > h T BB c D/ Bl o |“_‘] Q Q

[ K l' All devices ® |~ Servers Summary (€3]
ali |

;ta € GNS3 VM (GNS3 VM) CPU 0.0%, RAM 13....
=i & N3DSS2240 CPU 13.3%, RAM 64.6%
=% Artery Vagrant
General settings J Network { Usage » ATM switch
Adapters: ‘ 1 l: ‘ Cloud Topology Summary @®
g @ Ethemet hub Node  (Console
First DOI’t e ‘ ‘ f Ethernet switch
Name format: ‘Ethemet{o} ‘ Frame Relay switch
=i . Please create a project
Segmentsize: |0 [:\ B8 i
D& NAT
Type: ’ Intel PRO/1000 MT Desktop (82540EM) 4 ‘ o9
= Raspberry Pi OS Client
Custom adapters: Configure custom adapters N
i ‘ Config £ ‘ g E Raspberry Pi OS Server
V' Allow GNS3 to use any configured VirtualBox adapter B8 ypcs
=5 Windows 11
=f=new template Y R S |
Console ®
=>

Do the same for any VM you want to infegrate with GNS3
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Network Topology Modeling




CSP0O04_C_E: Abdelkader Shaaban ang Stefan Schauer

@ Project ? X

New project Projects library

New project

Name: | CybersecproWork
Location: |C:\Users\ShaabanA\GNS3\projects'\Cybersecprowork Browse...
Open project

QOpen a project from disk | | Recent projects... ~
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GNS3 Client for Network Modelin

You now have a list of all integrated VMs, and you can begin modeling your network:™"

— e
@ Cavecpoivek - GNS) - 0 x
Ele fde Yew Contrel Node Annctate Jook Help - -
= — B OF > ) moo /s

2= OB>)> HC ZEIC/§QQHE > ON>)>iHC @ ~6ac@ -

A device a8 = Servers Sumemary es N © GNE3 VM (GNS3 VM) CPU 2%, RAM 13
9 - © GIS3 VM (GNS3 VM CPU 0.2%, RAM 13. e © NGDSS224) CPU A0%, RAM 63.8%

B vt © NIDSS2240 CPU SN RAM 637% i by Vogront

mp B 0 smacn
———
& - Gt
&

D i g P thermet b

P Ethernet snch P Ethermet swich

[~ [N, e as @ (i A o

- —— -
o - CYT— Y=
FO B pugteny 05 crt FO | 8 raspreny 05 Cree
q B Raighary Pi 05 Server q B paspbeny P05 Server

B s B wes

-

a@
=8 . H
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@ Caecuoiion - s

- @ Cpemecpmoivon - GNS}
Ele [d¢ Yow Contrel Node Annctate Jock Help e [de Yoew Contrel Nede Annctaste Jook Help
& OF>)> HC ZmEllo §RaQM o OF> > "HC BEIo/, §QQM
s -~ mirp, s = = AT
B . gm (GNS3 VAA) CPU 0.9% R » OGNS VM (GNS3 VWG CPU 02, RAM 13
[ p— e NI — © oSS0 U SN RAMESIN
’ ‘“‘"‘” ’ - ATM swch
- id wan « 8 an
(= T ==
P Ethernet swrch P Etherret yarch
@ W E=— QB e
B © nam sone ™ © Gn nose
LT d AT s - © NATY ncne
D0 | 8 e poscien =1 B sty P05 Clent a
q B gy i 05 Server q B pasphony i 05 Sever et
B s B e
T [ 2=

H-Ratl
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GNS3 Client for Network Modelin 3

192.168.122.109

ModBusCient

{ )

You now have a list of all infegrated VMs, and you can begin modeling your network:*

o ®
¥

Cyberecproionk - GNS)
G4 Yow Cotrcl Node Anmstte ook belp

A~ 5’ >> THC Bmllo s §aQM

B Ctenecpoionk - GNS) .
Ble [de Yew Conticd Node Anntate Josh Help

& OF>)> HC Zmlllo §aal

Summary 28 4 devces = Sarves Summaey 28
+ ) GNS3 VM (GNS) VM CPU 0%, RAM 13, - O GIS) VM (GNS3 VWY CPU 03N, RAM 13,
'_ o © NIDSS220 CPU SI% RAM 633% | — @ raoss2e % RAM
= A wp BF e
. Cleud L ‘ Cloud L
D cthemet b g D ihemes b
G Ethenet s P T
®
0 B oty tcn ey venney ® 0 [ e Topsegy sy
. © G rone . T
P - © NATI nose @ Cutesay acne
b4 e nar @ Mons nome
>
55 paspbery P 05 Chemt = = [ - a @ NAT  noee
]
q 55 papbery 7 05 Sever e ? B pasphemy P 05 Server grore
5 wes B o5
g Madeent H

Do the same for the other devices
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GNS3 Client for Network Modelin

You now have a list of all integrated VMs, and you can begin modeling your network:™"

8 Cpparecpuoiion - GNS)
Be [

- 0 x 8 Crtaecpuoiion - NS} =

Yow Centrl Nede Annctste Jock belp Ele fdt Yow Contrel Node Annctste Jooh belp
& OF>> "HC EZmlo/ §QAQM & OF>> "HC ZmIco/ §RQMB

M devices. a8 Sarvens Summary 28 A4 devic an = Servers Sommary

» O G VM (GNSS VWY CPU O, RAM 13 » O GNSI VM (GNSS VWG CPU 05N, RAM 13
Y r— S e @ .
& O s B8 e
ot aan - ot wn

Gl === (‘/ Q== —

AP Ethermet swach G Erhernat swch

_— o’ Sumenaey LL]

Q - LR i 0 BN oty F— =

B gm none B == W rmcer e
gg - gf.'f.: - Y —— ; Joeil .

NATY  mome Modbus TCPChent

S5 aspbery P08 Clent a PO |8 ey noscren Ei a E‘u..‘.._...’ pr=s

b -
q = Raspbary 305 S perom q B ruptenypiossene - Gateway [l

= o B s © -

7o

Bm’

28 o

Do the same by dragging and dropping the computer devices.
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You now have a list of all integrated VMs, and you can begin modeling your network:™"

© Crremecpoiiok -GS}
Ele [de Yoow Contrel Nede

& OF>> "HC EElllo/ §RAM

4 deces

] —

B A swecn
L =

Chovd

m D tnenet b
AP Ethernat satch

0 .
B

L2

AT

FO |8 ooy 05 crem

q B raprery 05 senver
B wes

28 o

= |

e}

nan

i

@d
a0

Management
= e

Now it's time to connect these devices to the network.

Attacker
=i

» O G VM (GNS3 VMG CPU QSN RAM 13,

Y

@ Cybemsecpeoivon - NS}

Ble [de Yow Contrel lede Anctite Jook Help
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ModBusServer 192.168.122.21
)
Manag
192.168.122.109
ModBusCient AttackerMachine

—

& OF>> "HC Bmllo §QQM

21 devces as

e —

.’- ch

Cleud

@&
PO 8 g hoscien
I Rty P05 Server

(sszimt)ecs

1]
H- R

= |
|E§

Tcpserver
=i

= Sarvers Somemary 28
» O GS3 VM (GNS3 VI CPUQIN, RAM 13
@ NIDSS240 CPU TN RAM B4 7%

wan
Q Tepelegy Summary e
Node
-

W Mo XCrCrent
Gateway

R}

Press on the Add Link button from the “All devices” list g

Attacker

=i

A
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You now have a list of all infegrated VMs, and you can begin modeling your network:

@ Crrenecpoiiod- S}
Ele fde Yoow Certrel Nede Anmotste Jooh M

IE ®H> > THC BmIlossQARQM

8 Cptemecpeoiion - NS}
[

Nede Msouta otk iy

;®l> >EC BEuo/saa0

a8 Servers Sumemary. (]
» ) GNS3 VM (GNS VY CPU 0%, RAM 13,
B ey vagant » @ NIDSSI240 CPU SR RAM E5.1%
& B
- wn
P themet b
e
g e ey ch povmp—
- —
W smcier nene
- © Fels nene
go .‘ Modbus TCPChent Du z
Paspbery Pi 05 Chent 1 ®
i - B oo e
e
s |- -} catenay B oIS rooe
B ocs oo
(1)

a0 g
Clm
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ModBusServer

=

192.168.122.109

ModBusCient

{ )
—
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e

25 OF>)> HC ZENC,§QQAMQ

24 deices

) e—
& B~
e
m P hemet b
A Etherret swach
@ B
B

Qe Ay

Modbus TCPCRent.
PO 8 rogaem, 05 e -
| (9
s | — =3
B ocs
28 ot
™
W,,s./
=i
e e

nan

i\

LH

"Do the same with all other devices to define the connections among them within the network."

REREERE]

a8

XS0 402 10

o Nede Annctate Tooks Help
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ModBusServer 192.168.122.21

)
Manag:
192.168.122.109
ModBusClient AttackerMachine
1) 1)
192.168.122.27
o x
= Sarvers Sy a8

» @ GNS) VM (GNS VAR CPU 02, RAM 1.
» © NIDSS220 CPU BN RAM BTN

Topelogy Summary
Node Cemole
+ W amcier nene
b O Fs e
O Gy nene
-1 none
b @ M e
» W MouKoChen  nene
» W MoBuKSeve  nene
» @ nan nene

28
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GNS3 Client for Network Modelin

You now have a list of all integrated VMs, and you can begin modeling your network:™"

e OB>)> "HC PmIlo - §QQAMB

24 devices ac = Servers Somemary 28

b O GNEI VM (GNS3 VMG CPU O3% RAM 13,
» ) NIDSS2240 CPU 3% RAM 641%
B rtery vagrane

& B

Clous
g - Ethemet hub
P Ethermet switch
0 ’ Frame Relay switch
B

& NaT
o B paspemy P 05 Clent

q B sty B 05 Server
B e

=5 Windows 11

23
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GNS3 Client for Network Modelin

Before start performing any penetration testing activities, it is crucial to discover the IP addresses of
all connected devices in the network.

-Additionally, it is important to ensure that all €%

. ) | o

devices on the network can communicate © I

with each other. o e
< |

VPCs

‘Therefore, start all devices and verify their IPs.

eeeeeee

24
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GNS3 Client for Network Modeling

‘Use the ifconfig command on the Linux devices to know more about the network configuration
Kali Server Client

/bin/bash ee®eo
. /bin/bash 83x25 File Edit Tabs Help File Edit Tabs Help

rootakali:~# ifconfig
eth0: flags=4163 DADCAST , RUNNING,MULTICAST> mtu 1500
netmask 255.255.255.0 broadcast 192.168.122.2
98c  pref n 64 scopeid 0x20<link>
) ) jueuelen 1000 (Ethernet)
RX packets 1412 bytes 1245968 (1.1 MiB)
RX errors @ dropped @ overruns @ fram
X packets 647 bytes 67284 (65.7 KiB)
TX errors 0 dropped O overruns @ carrier @ collisions 0

P, LOOPBACK N mtu 65536

inet 127.0.0.1 55.0.0.0
inet6 :: prefi scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 18 bytes 1038 (1.0 KiB)

X erro © dropped @ overruns @ frame 0

X packets 18 bytes 10 (1.0 KiB)

X errors 0 dropped @ overruns @ carrier @ collisions 0

pi@raspberry: pi@raspberry:

192.168.122.27 192.168.122.109 192.168.122.103

25
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GNS3 Client for Network Modeling

‘Use the ipconfig command (if you use a windows OS) to know more about the network

configuration Windows

[x] Command Prompt X IF

Microsoft Windows [Version 10.0.22621.3296]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\User>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . :

Link-local IPv6 Address : fe80: :be9ld:7721:c8c:b92d%U
IPvl Address : 192.168.122.21

Subnet Mask : 255.255.255.0

Default Gateway 1 192.168.122.1

Unknown adapter Local Area Connection:

Media State : Media disconnected
Connection-specific DNS Suffix . :

C:\Users\User>

26

192.168.122.21
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GNS3 Client for Network Modeling

‘Now we have the IPs of the network devices, be sure that all devices can reach each other.

‘Use the ping <destination IP-address> to test the successful establishment of the network.

Server Windows

[s] Command Prompt

File Edit Tabs Help

C:\Users\User>ping 192.168.122.109

Pinging 192.168.122.109 with 32 bytes of data:

Reply from 192.168.122.109: bytes=32 time=2ms TTL=6U
Reply from 192.168.122.109: bytes=32 time=2ms TTL=64
Reply from 192.168.122.109: bytes=32 time=Ums TTL=6U
Reply from 192.168.122.109: bytes=32 time=3ms TTL=64

Ping statistics for 192.168.122.109:

Packets: Sent = U4, Received = U4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = Ums, Average = 2ms

C:\Users\User>|

27
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Offensive Tools




MITM Attack
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L]

| — —

User

L]

Attacker

| — —

User

&>

Internet

One of the
methods o
achieve that is
the ARP spoofing
attack

@

Credentials disclosure
Packet sniffing
Code injection

And more...

@ cybersecrro @@@@ 29

BY NC SA
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What is the ARP Spoofing Attack?

» ARP spoofing takes place within a local area network (LAN) and relies on the Address Resolution
Protocol (ARP).

* ARP serves as a communication protocol linking dynamic IP addresses to physical MAC addresses
of machines.

 ARP spoofing, also known as ARP poisoning, is a deceptive technique used by hackers to intercept
data.

« In this aftack, the hacker tricks a device into sending its data to/the hacker instead of the intended
recipient.

« By doing so, the hacker can access the targeted device's communications, potentially obtaining
sensitive information like passwords and credit card details.

« Attackers can use ARP spoofing for spying, man-in-the-middle aftacks or for additional

cyberattacks, such as denial-of-service attacks.
B (QIOSIONE
BY NC SA

What is ARP Spoofing2 How to Prevent & Protect — CrowdStrike



https://www.crowdstrike.com/cybersecurity-101/spoofing-attacks/arp-spoofing/

What is the ARP
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Spoofing Attack?

Requests
‘ \ > G«Iﬂb <i/25;\§>
User Responses Gateway Infernet
Attacker
Re
Qu
e éw
Q\G
m (1) :
Seﬁ KDC”]S
‘ \ <§j$ S
_— e’ Gateway ternet

@IS -

BY NC SA



What is the ARP Spoofing Attack?

CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

[c+] Command Prompt

C:\Users\User>arp -a

Interface: 192.168.122.21 —— Oxu
Internet Address Physical Address
192.168.122.1 52-54-00-1f-18-ec

ARP Table

User

192.168.122.27 08-00-27-27-29-8c
Req U eSTS 192.168.122.103 08-00-27-30-20-€0
192.168.122.109 08-00-27-52-all-8f
> (k i) > 192.168.122.255 FE—FF—Ff—FF—Ff—FF
e 224.0.0.22 01-00-5e-00-00-16
2211.0.0.251 01-00-5e-00-00—Fb
S
—— < < 224.0.0.252 01-00-5e-00-00—Fc
239.255.255.250 01-00-5e-Tf—Ff—fa
255.255.255.255 ff—Ff—Ff—Ff—+-Ff
User Responses Internet
GOTeWOy C:\Users\User>
A-I"I-O C ke r Command Prompt
/9@ C:\Users\User>arp -a
Qua
ncerrace: . . . == X
S\S S;‘S Interf 192.168.122.21 oxu
€3 Internet Address Physical Address
D
[©) 192.168.122.1 08-00-27-27-29-8¢
<EL§5 192.168.122.27 08-00-27-27-29-8c
> 192.168.122.103 08-00-27-30-20-€0
(1) .
192.168.122.109 08-00-27-52-all-8f
< 192.168.122.255 FE—FF—FF—Ff—FF—FF
& < 22.0.0.22 01-00-5e-00-00-16
S
(j(\ 224.0.0.251 01-00-5e-00-00—Fb
9;;) 2211.0.0.252 01-00-5e-00-00—fc
%@ GCI TeWOy IN -|-e m e-|- 239.255.255.250 01-00-5e-7f—Ff—fa

255.255.255.255 FF—FFFf—Ff—Ff—Ff

C:\Users\User>

BY NC SA

Type
dynamic
dynamic
dynamic
dynamic
static
static
static
static
static
static

Type
dynamic
dynamic
dynamic
dynamic
static
static
static
static
static
static
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Offensive Tools
Arpspoofing
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Arpspoofing

Attacker

Re
Qu,
@a@

& { >}
LW
O (S
e° Lo ]
—_ e’ Gateway Internet

User
arpspoof -i [interface] -t [clientIP] [gatewaylIP] (Trick the victim) arpspoof -i [interface] -t [gatewaylP] [clientIP] (Trick the gateway)

[&%] Command Prompt

Command Prompt

C:\Users\User>arp -a

C:\Users\User>arp -a

Interface: 192.168.122.21 —— 0Ox4

Interf. : 192.168.122.21 ——— Ox4
Internet Address Physical Address Type nterface X

Internet Add Physical Add
192.168.122.1 52-54-00-1f-18-ec dynamic 1;;;2; 122 ;ess 98X§;f§7_27_§§f§c
192.168.122.27 08-00-27-27-29-8c dynamic 192.168.122.27 08-00-27-27-29-8
192.168.122.255 FE—ffff—ff—ff-ff static Af.t r P, TGRS FF—Ff—Ff—Ff—fF 1cf:

Before 224.0.0.22 01-80-50-60-60-16 static € 220.0.0.22 01-00-5e-00-00-16

224.0.0.251 01-00-5e-00-00—fb static
224.0.0.252 01-00-5e-00-00—Ffc static
239.255.255.250 01-00-5e-7f—ff-fa static
255.255.255.255 AT AU static

224.0.0.251 01-00-5e-00-00—Fb
224.0.0.252 01-00-5e-00-00—fc
239.255.255.250 01-00-5e-7f—ff-fa
255.255.255.255 AT U U A

C:\Users\User>|

C:\Users\User>

Note: You need to allow the Linux machine (attacker) to perform gort forwarding/in order for it to act as a gateway.

OOO
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Offensive Tools
Bettercap




CSP0O04_C_E:

Bettercap tool

« Itis another tool you can use for performing ARP poising aftack
 You may have to install the bettercap tool
« To do that, you have to do the following:

« sudo apt-get update

« sudo apt-get install bettercap

« Verify Installation

« bettercap —version

oo (IO
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Bettercap tool

Bettercap —iface eth0 Type: help (to

/bin/bash

/bin/bash 109x39
: Set the VALUE of variable NAME.

: Show a PROMPT to ask the user for input that will be saved inside VARIABLE.
: Clear the screen.

: Load and run this caplet in the current session.

: Execute a shell command and print its output.

alias MAC NAME : Assign an alias to a given endpoint given its MAC address.

/bin/bash
. /bin/bash 78x21

rootokali:~# bettercap -iface etho
bettercap v2.26.1 [type 'help' for a list Modules
of commands]

> 192.168.122.27 3 I

> 192.168.122.27 RN | i

o [OIOIIO
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Bettercap tool

To get more information about any of these Type: help (to
modules, you can type: oinfbash

/bin/bash 109x39
: Set the VALUE of variable NAME.

: Show a PROMPT to ask the user for input that will be saved inside VARIABLE.
: Clear the screen.

Load and run this caplet in the current session.

Execute a shell command and print its output.

: Assign an alias to a given endpoint given its MAC address.

Help Module_Name

/bin/bash
/bin/bash 109x18

> 192.168.122.27 EEEIEAGEEDINIYPIY
)

Modules

/ redirection.
redirection.

any.proxy on : Start the custom pr
any.proxy off Stop the custom proxy

Parameters

Address where the proxy is listening.
Port where the proxy is listening. )

Interface to redirect packets from. )
Proxy protocol. )

Leave empty to intercept any source address. )

Remote port to redirect when the module is activated.

> 192.168.122.27 KN |

> 192.168.122.27 BN | n

o [OIOIIO
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Bettercap tool

* Neft.probe on . Net.show

« Keep investigating for new hosts on the network

[bin/bash (IO ) ‘
/bin/bash
/bin/bash 110x26 (IO <)

> 192.168.122.27 EEEGEEISILT . /bin/bash 110x26
> 192.168.122.27 AL
net.probe ( ):

Sent ‘ Recvd

net.probe on : Start network hosts probing in background. Name Vendor

net.probe off : Stop network hosts probing in back ind.

Parameters

| etho 0B R |

: Enable mDNS discovery probes. )
Enable NetBIOS name service discovery probes. )
hrottle : If greater than 0, probe packets will be throttled by this value in milliseconds.

gateway 6.0 kB ‘ 3.1 kB ‘

\ \ J

.168.122.2 3:00:27:ab:32:d8 | WinDev24@1Eval. | 36 kB | 64 kB
22 |

2.168.122.
123 ‘
168.122.1 8:00:27: :8 p 23 kB | 21 kB
23 |

.upnp : Enable UPNP discovery probes. )

: Enable WSD discovery probes. )

| 19 kB | 16 kB
e rting net.recon as a requirement for net.probe

[11:35:47] [ ] endpoint 192.168.122.21 detected as

> 192.168.122.27 ERESEERYINI ] endpoint 192.168.122.103 detected as
> 192.168.122.27 ERESEEREIN ] endpoint 192.168.122.109 detected as
> 192.168.122.27 B3

471 kB / 1.5 MB / 30253 pkts

> 192.168.122.27 BN |

More information)about all discovered devcies

HDOO -
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Bettercap tool

« Set arp.spoof.fullduplex true

« If frue, both the targets and the gateway will be attacked, otherwise only the farget (if the router has ARP
spoofing protections in place this will make the attack fail).

« Set arp.spoof.targets IP_address
« A comma separated list of MAC addresses, IP addresses, IP ranges or aliases to spoof
« Setarp.spoof on

« This module keeps spoofing selected hosts on the network using crafted /ARP packets in order to perform
a MITM attack. . 5 o 5

File Edit Tabs Help

pi@raspberrv:

gns3vm (192.

* Now the victim machine (server) arp table

EEO0SS -

arp.spoof :: bettercap



https://www.bettercap.org/modules/ethernet/spoofers/arp.spoof/
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Bettercab for sniffing packets

* Net.sniff on
« This module is a network packet sniffer

« So all packets passing the kali Linux (attacker machine) will be capture

CyberSecPro
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Bettercap Caplets

Instead of writing multiple commands every time you want to perform a spoofing attack, we can
create a caplet containing all the commands.

This file can execute all the included commands at once when you run it.

So, create your own caplet to execute all the previously discussed commands.

Here how to run your caplet

« Bettercap —iface ethO —caplet <filename>

QOB -
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MITM: Sniffing Packets

CSP004_C_E: Abdelkader Shaaban and Stefan Schauer

Once the MITM attack is successfully set up, the attacker can carry out various malicious actions.

Packet sniffing is one example of how MITM can exploit information from the target machine.

Username: admin
Pwd: admin1234

Fie Machine View Input Devices Help

 © B Bheoen-

? acuforum login - Chro...

@ acuforum login x| +

& C A Notsecure | testasp.vulnweb.com

acuforum

[ about - forums - search - login - register -

TEST and Demonstration site for

SQL scanner - SQL vuln help

Usemame: [admin

Password: |-

Warning: This forum is deliberately vulnerable to SQL Injections, directory
traversal, and other web-based attacks. It is built using ASP and it is here
to help you test Acunetix. The entire content of the forum is erased daily.
All the posts are real-life examples of how attackers are trying to break
into insecure web applications. Please be careful and do not follow links
that are posted by malicious parties.

8 0 )T & W E T ¥ 0 sreRecHTs

»

> 192.168.122.27

38.29.244:80 200 OK -> raspberry. (
> 192.168.122.27 g3
3.29.244:80 200 OK -> raspberry. (

> 192.168.122.27

/bin/bash
[bin/bash 83x25

tion/xml;c

64)) AppleWebKit/537.36

[12:16:11] [
text/html)

] dns gateway >

erry. : content-autofill.googleapis.cor

> 192.168.122.27

raspb
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MITM: DNS Spoofing

« DNS is aserver that converts the domain name into its related IP address.

So when the user types google.com, a request is sent to the DNS server to inquire about Google's IP.

The DNS server responds with Google’s IP, and then the web browser communicates with Google
using that IP address.

Google.com Domain IP address
’_l . XD Google.com 10.20.130.40
X
—— X Facepbook.com 20.30.40.50
User 10.20.130.40 Twitter.com 40.50.60.6

oSS -
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MITM: DNS Spoofing

« When an MITM attack occurs, the request to the DNS server will be intercepted/by the attacker's
device. Then, the attacker can provide any other IP address.

« This could lead to a fake website with a backdoor, malicious codg, hijacked software updates, and
many other potential threats.

Google.com Domain IP address

ﬁ . % Google.com 10.20.130.40

Facebook.com 20.30.40.50
User Any Fake IP Twitter.com 40.50.60.6

oSS -
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MITM for Redirecting a Website

« Create a fake webpage that can be used for redirecting the re ues,
user.

Applications ~ Places ¥

« Use Apache server to do that
« Service appache? start
« Access the fake page
(/var/www/html/index.html) on the linux ip
address e :

/
oo (IO
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MITM for Redirecting a Website pmmmr

Login Page - Chromium

@ Login Page x | +

Then, on Kali, run your caplet (or the bettercap e
spoofing attack commands) and activate the ;
following modules:
« set dns.spoof.all true
« |f frue the module will reply to every DNS
request, otherwise it will only reply to the one .
targeting the local pc. Usemame:
« set dns.spoof.domais testarp.vulnweb.com, *.
vulnweb.com (define the domains you want to
redirect)
« Comma separated values of domain names
to spoof.
« dns.spoof on (start the spoofing)

Password:

B OGN E LT ¥) ¢ 0 srerecHTs
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MITM: Code Injection

» Inject JavaScript code into loaded pages.
 The code will be executed by the browser.
« Examples of code execution include:

« Replacing links

« Modifying images

« And more
« To do so:
« Write a simple JavaScript code:

« Javascript: alert('Hello World’);

« Save the file “InjectExample.js”

« Then, we will use the "hsthijack™ caplet. Update the configuration of the caplet configuration file,
which is located at: "/usr/share/bettercap/caplets/hsthijock.caplet

« Update the payloads with the path to your JavaScript code:
*./root/Desktop/InjectExample.js
« Here, the code stored on the desktop of the Kali machine (attdcker) will be loaded each time

the user visits any website. - L @@@@ 48
BY NC SA
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File Machine View Input Devices Help

& C

& Settings x | O vulnweb.com

MITM: Code Injection

& X A Notsecure | vulnweb.com

vulnweb.com says

Hello World

« Afterward run your caplet (or the bettercap
spoofing attack commands)
« Run the hsthijack caplet

/bin/bash
/bin/bash 83x25

Session info

Session ID :
: /FZuWFrHB
Whitelist Path :
SSL Log Path :
SSL Log :

Callback Path

« How can we modify the code to ensure it only
runs when the user visits a specific website?

SQDjuwfqSiLLRMd

/DbRe jpMdmWXZoBHc
/EMsUNfHg
71 hosts

twitter.corn -> 192.168.122.27

%, facebook.corn -> 192.168.122.27
*.apple.corn -> 192.168.122.27
apple.corn -> 192.168.122.27
*.twitter.corn -> 192.168.122.27
ebay.corn -> 192.168.122.27

[EAF] [ESaloes] started on 192.168.122.27:8080 (sslstrip

Waiting for vulnweb.com.

8 0 G & WE LT T) 0 swrerecHTs

BY NC SA
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Offensive Tools
Wireshark
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Wireshark Sniffing & Packets Analysis

*ethO @ @ 0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Wireshark is a network protocol im0 mMEORE < @

QQ QT

= =N
.
analyzer designed to help network e =B
No. Time Source Destination Protocc™ Len Info =
o o . 7732 74.186283530 192.168.122.21 20.82.9.214 TCP 60 49852 ~ 443 [ACK] Seq=587 Ack=6363 Win=64240 Len=0
ad mlnlstrqfors kee p -I-rOC |< Of WhO-I- IS 7736 74.188082049 192.168.122.21 20.82.9.214 TCP 1. 49852 - 443 [ACK] Seq=1168 Ack=6363 Win=64240 Len=1460 [TCP S
7737 74.188420888 20.82.9.214 192.168.122.21 TCP 60 443 - 49852 [ACK] Seq=6363 Ack=667 Win=65535 Len=0
7739 74.188833908 20.82.9.214 192.168.122.21 TCP 60 443 - 49852 [ACK] Seq=6363 Ack=759 Win=65535 Len=0 ce-
° . . 7740 74.188043871 20.82.9.214 192.168.122.21 TCP 60 443 ~ 49852 [ACK] Seq=6363 Ack=1168 Win=65535 Len=0
hCI ppenl ng N Th eirn eTWO rk 7741 74.189329824 20.82.9.214 192.168.122.21 TCP 60 443 ~ 49852 [ACK] Seq=6363 Ack=2628 Win=65535 Len=0
. 7742 74.189334380 20.82.9.214 192.168.122.21 TCP 60 443 ~ 49852 [ACK] Seq=6363 Ack=2893 Win=65535 Len=0
7745 74.228373590 20.82.9.214 192.168.122.21 TCP 60 443 - 49852 [ACK] Seq=7062 Ack=2924 Win=65535 Len=0
7748 74.243534830 44.238.29.244 192.168.122.21 TCP 71 80 - 49851 [PSH, ACK] Seq=6587 Ack=1484 Win=65535 Len=17 [TCH
7749 74.244286484 192.168.122.21 20.82.9.214 TCP 60 49852 - 443 [ACK] Seq=2924 Ack=8222 Win=64240 Len=0
7750 74.255309779 44.238.29.244 192.168.122.21 TCP 2..80 - 49851 [ACK] Seq=6604 Ack=1484 Win=65535 Len=2920 [TCP se
7752 74.256261935 192.168.122.21 44.238.29.244 TCP 60 49851 - 89 [ACK] Seq=1484 Ack=9524 Win=64240 Len=0
W h e n O U become O n MITM -I-h e 7753 74.256657628 192.168.122.21 44.238.29.244 TCP 60 49851 — 89 [ACK] Seq=1484 Ack=9962 Win=63802 Len=0 =
y , 7765 74.358726695 192.168.122.21 20.74.47.205 TCP 66 49853 ~ 443 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_
| 7769 74.374809724 192.168.122.21 204.79.197.239 TCP 66 49854 — 443 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_
[ ) o 2 P 1 T ] in=¢
ereShark ‘l'OOI CO n be Used 'I'O sn Iff 7713 14.375754969 20.82.9.214 192.168.122.21 TCP 60 443 - 49852 [ACK] Ack=3158 W, 0
7774 74.375760572 20.82.9.214 192.168.122.21 TCP 60 443 ~ 49852 [ACK] Seq=8222 Ack=4618 Win=65535 Len=0
7775 74.375763939 20.82.9.214 192.168.122.21 TCP 60 443 ~ 49852 [ACK] Seq=8222 Ack=5292 Win=65535 Len=0 =
. ° 7778 74.395137210  204.79.197.239 192.168.122.21 TP 60 443 ~ 49854 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1460
an and yze rartic sent dan receijve 7779 74.395151392 20.74.47.205 102.168.122.21 Tcp 60 443 - 49853 [SYN, ACK] Seq= Ack=1 Win=65535 Len=0 MSS=1460
7780 74.396822080 192.168.122.21 204.79.197.239 TCP 60 49854 — 443 Seq=1 Ack=1 Win=64240 Len=0

7781 74.397202928 192.168.122.21 20.74.47.205 TCP 60 49853 - 443

by ‘I'he ‘I'O r’ge‘l‘s 7784 74.398034395 20.74.47.205 192.168.122.21 TCP 60 443 - 49853 [ACK] Seq=1 Ack=596 Win=65535 Len=0 IS
. 4 »

Frame 37: 92 bytes on wire (736 bits), 92 bytes captured (736 bits) on interface eth®, id @
Ethernet II, Src: PcsCompu_27:29:8c (08:00:27:27:29:8c), Dst: PcsCompu_ab:32:d8 (08:00:27:ab:32:d8)
Internet Protocol Version 4, Src: 192.168.122.27, Dst: 192.168.122.21

User Datagram Protocol, Src Port: 44822, Dst Port: 137

NetBIOS Name Service

Green —_ T< P OCke‘I‘S 08 00 27 ab 32 d8 08 00 27 27 29 8c 08 00 45 00 Ve S I
00 4e 2c e5 40 00 40 11 98 38 cO a8 7a 1b c@ a8 N, @@ 8-z
7a 15 af 16 00 89 00 3a 75 cd 82 28 00 00 00 01 z sl

Dark blue - is DNS packet b e LR ERE
Black — TCP packets that have an issue

7 wireshark_eth0_20240327105121_oF34IE.pcapn Packets: 12284 - Displayed: 12284 (100.0%) * Dropped: 0 (0.0%)  Profile: Default
O _eth0_ i pcapng play pp

DOO -
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Wireshark - Client/Server Example

CSP0O04_C_E:

In the Server/Client example, we have two Linux machines:/the |
the server through the ModbusTCP protocol.

When the attacker is a Man-in-the-Middle, Wireshark tool/ca

data transmitting, and other actions could be applied, sych g
» Filtering collected data (Modbus)
« Analysis traffic

oo (IO
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Wireshark - Client/Server Example

8 pi@raspberry' ~/Desk...

*eth0 LI )
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
L 3
mA® X € ) @ = s EeaaqfE
[Wmodbus X] | + dliendle] pi@raspberry: ~/Desktop
original code pi@raspberry: ~/Desktop No. Time Source Destination Protocol Length Info - Edit Tabs Help
3406 32.391722437 192.168.122.109 192.168.122.103 Modbus/TCP 85 Response: Trans: 4; Unit 0, Fun
Tabs Help l 3534 33.403226160 192.168.122.103 192.168.122.109 Modbus/TCP 89 Query: Trans: 5; Uni: 0, Fun
4 [ | . 403836581 5 o o o o o Modbus/TCP 5; )

3537 33.405523186 192.168.122.103 192.168.122.109 Modbus/TCP 78 Query: Trans: 6; Uni 0, Fun pberry
3538 33.406249804 192.168.122.109 192.168.122.103 Modbus/TCP 85 Response: Trans: 6; Uni: 0, Fun
3748 34.422601809 192.168.122.103 192.168.122.109 Modbus/TCP 89 Query: Trans: 7; Uni 0, Fun
3749 34.423324799 192.168.122.109 192.168.122.103 Modbus/TCP 78 Response: Trans: 7; Uni 0, Fun
3751 34.424200396 192.168.122.103 192.168.122.109 Modbus/TCP 78 Query: Trans: 8; Uni 0, Fun
3752 34.424789006 192.168.122.109 192.168.122.103 Modbus/TCP 85 Response: Trans: 8; Uni @, Fun
3986 35.441408412 192.168.122.103 192.168.122.109 Modbus/TCP 89 Query: Trans: 9; Uni 0, Fun
3987 35.442152716 192.168.122.109 192.168.122.103 Modbus/TCP 78 Response: Trans: 9; Uni 0, Fun
lient2 1 3989 35.442966317 192.168.122.103 192.168.122.109 Modbus/TCP 78 Query: Trans: 10; Uni 0, Fun
clent=piey gt i R 3990 35.443394096 192.168.122.109 192.168.122.103 Modbus/TCP 85 Response: Trans:  10; Uni 0, Fun
4138 36.447892934 192.168.122.103 192.168.122.109 Modbus/TCP 89 Query: Trans: 11; Uni @, Fun
4139 36.449382399 192.168.122.109 192.168.122.103 Modbus/TCP 78 Response: Trans: 11; Uni 0, Fun
s o i I, 4141 36.450706640 192.168.122.103 192.168.122.109 Modbus/TCP 78 Query: Trans: 12; Uni 0, Fun
4142 36.451560099 192.168.122.109 192.168.122.103 Modbus/TCP 85 Response: Trans: 12; Uni 0, Fun
L 4200 37.455714254 192.168.122.103 192.168.122.109 Modbus/TCP 89 Query: Trans: 13; Uni 0, Fun
server.py 4201 37.457202521 192.168.122.109 192.168.122.103 Modbus/TCP 78 Response: Trans: 13; Uni 0, Fun
4203 37.458085120 192.168.122.103 192.168.122.109 Modbus/TCP 78 Query: Trans: 14; Uni 0, Fun
4204 37.458998626 192.168.122.109 192.168.122.103 Modbus/TCP 85 Response: Trans: 14; Uni 0, Fun

4222 38.465436844 192.168.122.103 192.168.122.109 Modbus/TCP 89 Query: Trans: 15; Unit: 0, Fun~

4 »

Frame 3535: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface eth®, id @
Ethernet II, Src: PcsCompu_52:a4:8f (08:00:27:52:a4:8f), Dst: PcsCompu_30:20:e@ (08:00:27:30:20:e0)
Internet Protocol Version 4, Src: 192.168.122.109, Dst: 192.168.122.103

Transmission Control Protocol, Src Port: 502, Dst Port: 39577, Seq: 63, Ack: 94, Len: 12
Modbus/TCP
Modbus

08 00 27 30 20 €0 08 00 27 52 a4 8f 08 00 45 0O 0 RE
00 40 69 f6 40 00 40 06 5a 9c cO a8 7a 6d c@ a8 @160 Z -zm
7a 67 01 6 9a 99 98 2d 47 38 3e Se 06 b7 80 18 zg - 68>A

0030 ©1 fd ce 38 00 00 61 01 08 a 3a Oe
29 47 00 05 00 00 00 06 00 10 00 00 00 05 )6

O 7 Modbus: Protocol Packets: 42882 - Displayed: 40 (0.1%)  Profile: Default

15 ¥ 6 B srReRecHTs

% ¥ 6 0 srrereciTs

Kali

Client @ oo @@
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Wireshark - Client/Server Example

©06 0

{vvw

0000

Wireshark - Packet 276 - ethO

ISrc: 192, 168 122.103, Dst: 192 168.122.109

[Stream index: 0]
[TCP Segment Len: 23]
Sequence number: 1 (relative sequence number)
Sequence number (raw): 2456416165
[Next sequence number: 24 (relative sequence numbe
Acknowledgment number: 1 (relative ack number)
Acknowledgment number (raw): 4188012495
1000 .... = Header Length: 32 bytes (8)
Flags: 9x018 (PSH ACK)
000. B Reserved: Not set
. Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Set
Push: Set
Reset: Not set
Syn: Not set
LI Fin: Not set
[TCP Flags: -«------ AP---]
Window size value: 502
[Calculated window size: 64256]
[Window size scaling factor: 128]
Checksum: 0xlad4f [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
~ TCP Ontion - No-Oneration (NOP)

[N
[ U T T T T TR}

08 00 27 52 a4 of [EICENIFEECEEIES 08 00 45 00 - 'R [ENECHE €
00 4b e2 05 40 00 40 06 e2 81 cO a8 7a 67 c@ a8 K@@ - - -zg

7a 6d 99 5b 01 6 92 69 ef a5 f9 Of ff cf 80 18 zm-[- -1

01 f6 1a 4f 00 00 @1 @1 08 Qa 3a 1e 4b c4 67 51 -0+ -1 K-gQ
c7 07 00 01 0O G0 G0 11 0O 10 00 00 00 05 Oa GO : o o

01 00 02 00 03 00 04 00 05

Frame 276: 89 bytes on wire (712 bits), 89 bytes captured (712 bits) on interface eth®, id @
Ethernet II, Src: PcsCompu_3 ; o ;
Internet Protocol Ver51on 4,

:ad4:8f (08:00:27:52:a4:8f)

CSP0O04_C_E: Abdelkader Shaaban and Stefan Schauer

Saurce ond Destination IP

Source and Destin@tion Ports

& SHelp
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Wireshark - Client/Server Example

Wireshark - Packet 276 - ethO e e O

[iRTT: 0.001079015 seconds] -
[Bytes in flight: 23]
[Bytes sent since last PSH flag: 23]
~ [Timestamps]
[Time since first frame in this TCP stream: 0.001085504 seconds]
[Time since previous frame in this TCP stream: 0.000006489 seconds]
TCP payload (23 bytes)
[PDU Size: 23]
~ Modbus/TCP
Transaction Identifier: 1
Protocol Identifier: @
Length: 17
Unit Identifier: @
~ Modbus
.001 0000 = Function Code: Write Multiple Registers (16)
Reference Number: @
Word Count: 5
Do & Val & 40
Cd
~ Register © (UINT16): 1
Register Number: @
Register Value (UINT16): 1
~ Register 1 (UINT16): 2
Register Number: 1
Register Value (UINT16): 2
~ Register 2 (UINT16): 3 Re IS_I_erS On VO'U S
Register Number: 2 g d
Register Value (UINT16): 3
~ Register 3 (UINT16): 4
Register Number: 3
Register Value (UINT16): 4
~ Register 4 (UINT16): 5
Register Number: 4
Register Value (UINT16): 5

0000 08 00 27 52 a4 8f [LNClRNFyScloRFllN:l 08 00 45 00 'R EECE €

00 4b e2 05 40 00 40 06 e2 81 cO a8 7a 67 cO a8 K@@ zg
7a 6d 99 5b 01 f6 92 69 ef a5 f9 9f ff cf 80 18 zm-[- -1
01 f6 1a 4f 00 00 01 01 08 Ga 3a 1e 4b c4 67 51 0 - K-gQ

c7 07 00 01 00 00 GO 11 0O 10 00 00 OO 05 Ga 0O
01 00 62 00 @3 00 04 GO 05
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Offensive Tools
hping3
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DoS: Denial of Service Attack

Sending too much o
packets to the target ~

machine

«

N

Hping3: hping3 is a network tool able to send custom ICMP/UDP/TCP
packets and to display target replies like ping does with ICMP replies. It
handles fragmentation and arbitrary packet body and size, and can
be used to transfer files under supported protocols. Using hping3, you

can test firewall rules, perform (spoofed) port scanning, test network
performance using different protocols, do path MTU discovery, perform
traceroute-like actions under different protocols, fingerprint remote
operating systems, audit TCP/IP stacks, etc. hping3 is scriptable using
the Tcl language.

@ cyversecpro
hping3 | Kali Linux Tools BY NC SA



https://www.kali.org/tools/hping3/

CSPO04_C_E: i

ing3: Norma attack

Fle Machine View Input Devices Help Fle Machine View Input Devices Help

8 T -pi@raspberry'~/Desk - Applications ¥ Places ¥ % Terminator v Apr1 12:16 » ) O~
S
pi@raspberry: ~/Desktop . /bin/bash
File Edit Tabs Help Spuoi.cay [bin/bash 83x25
alert.js
—
i
s Terminator
oy | W
pi@raspberry s
serverpy
o] |
Input Devices Help M m
pi@raspberry: ~/Desktop N ‘>
File Edit Tabs Help K
pi@raspberry
U
‘ » -
B2 ¥, 8 B areeean B OnF @ MEE ) S0 srereais

l@ CyberSecPro @ @@

BY NC SA



Hping3: Scan Ports scan all available por
hping3 --scan 1-65535 192.168.122.109 -§ —rand-source

/bin/bash (- IO >
- /bin/bash 78x21

rootakali:~# hping3 --scan 1-65535 192.168.122.109 -S --rand-sourc
Scanning 192.168.122.109 (192.168.122.109), port 1-65535

65535 ports to scan, use -V to see all the replies

S S S S S 1-65535 all ports from — to
P DR DDAZRD A0 192.168.122.109 target address

=S services

—rand-source to hide your

identity

only one available on the target machine

@ Cybelsed ro




leng3 Wlth attaCk The port number can p ,-

shown before

hping3 --flood --syn --destport 502 <target_|P>

Fle Machine View Input Devices Help Fle Machine View Input Devices Help

‘ \:;;)l pl@raspberry: ~/Desk...

pi@raspberry: ~/Desktop
File Edit Tabs Help
pifraspberry

1% 7| 8 B srereciTs B OKI &N E S TG0 swerea

‘ i / |
From help check other formats for the tool to apply Dg @
against the server @ cyversecero
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Hping3: Perform Attack

hping3 -S —a sourcelP —p portNumber —flood targetiP

/bin/bash @ ® 0O

| /bin/bash 82x20
rootokali:~# sudo hping3 -S -a 192.168.122.27 -p 5201 --flood 192.168.122.103 - |
HPING 192.168.122.103 (eth® 192.168.122.103): S set, 40 headers + @ data bytes

hping in flood mode, no replies will be shown

] ®oner (IOIEIQ
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Offensive Tools
Scapy




SCAPY: Create/Send a Packet .

Create packets on Scapy

« Start Scapy, and a Python command line within Scapy
will open

Scapyv2.4.3 e ® O
Scapyv2.4.383x25

L

rootakali:~# scapy
INFO: Can't import PyX. Won't be able to use psdump() or pdfdump().
WARNING: No route found for IPv6 destination :: (no default route?)

using IPython 7.12.0

CSP0O04_C_E: Abdelkader Shaaban and Stefan Schauer

Assign the packet to/a variable, say P.
« >>P=1P()
Define the IP Source (make it a fake IP, for example, a
gateway IP address):
« >>P.ssrc ="192.168.122.1"
Define the IP Target (victim machine):
« >>P.dst="192.168.122.103"
Send the packet
« send(P)

Scapyv2.4.3 e ® O
Scapyv2.4.383x25

using IPython 7.12.0
p = IP()
p.src=
p.dst=
send(p)

Sent 1 packets.

- COECR
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Offensive Tools
NMAP
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NMAP

« Itis a network tool used for network scanning and device discovery.
It can also be used for network management and security testing/purposes.

« The toolis capable of exploiting network devices, detecting open ports, and identifying
available services.

« Additionally, it can perform vulnerability and OS scanning, generating reports with scan results
to improve network security.

EEO0SS -
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NMAP

« Scan all available devices in your network (instead do ping for gach/device). Use the following
command:
« Namp —sP <network>

[ Feld Devices Management

/bin/bash (IO ]
. in/bash 78x19

rootakali:~# nmap -sP 192.168.122.0/24

Starting Nmap 7.80 ( https://nmap.org ) at 2024-05-27 11:12 EDT
Nmap scan report for gns3 (192.168.122.1)

.HOSt 1s up (V.VV1Ys Latency).

MAC _Address: 52:54:00:1F:18:FC (OFMU_virtual NIC)

Nmap scan report for raspberry (192.168.122.103)

Host 1s up (0.011s latency).

MAC Addross. OR-00:27-20-20-F0 _(Oracle VirtualRox virtual NIC)

ITAdministrator

[&.

ModbusTCPClient

| AT

192.168. 122.103\

N

-

Feld

Gateway

Nmap scan report for kali (192.168.122.27)

Host 1s up.
Nmap done: 256 IP addresses (3 hosts up) scanned in 2.30 seconds

rootakali:~# I
ModBusTCPS:

| ]
192.168.122.109

[L A Attacker

192.168.122.27

BY NC SA
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NMAP

« Scan all available devices in your network (instead do ping for gach/device). Use the following
command:
« Namp —sP <network>

[ Feld Devices Management

/bin/bash (IO ]
. in/bash 78x19

rootakali:~# nmap -sP 192.168.122.0/24

Starting Nmap 7.80 ( https://nmap.org ) at 2024-05-27 11:12 EDT
Nmap scan report for gns3 (192.168.122.1)

.HOSt 1s up (V.VV1Ys Latency).

MAC _Address: 52:54:00:1F:18:FC (OFMU_virtual NIC)

Nmap scan report for raspberry (192.168.122.103)

Host 1s up (0.011s latency).

MAC Addross. OR-00:27-20-20-F0 _(Oracle VirtualRox virtual NIC)

ITAdministrator

[&.

ModbusTCPClient

| AT

192.168. 122.103\

N

-

Feld

Gateway

Nmap scan report for kali (192.168.122.27)

Host 1s up.
Nmap done: 256 IP addresses (3 hosts up) scanned in 2.30 seconds

rootakali:~# I
ModBusTCPS:

| ]
192.168.122.109

[L A Attacker

192.168.122.27

BY NC SA
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NMAP

/bin/bash
) Scon O” O” Open porTS In The nefwork/q ;ooth‘lkali:~r: nmap -sT -p 80 192.168/.p1i2(2!).aosyzzsxzs
pOrﬂCU|Or de\/ice: <+m~+in3 Nman_7 R0 ( hffr\('//'nr'n!’\ org L at _2024-05-27 11:25 EDT
INr‘.ap scan report for gns3vm (192.168.122.1)
« Sudo Namp -sT -p <porthumbers> Host 15 up (0.00285 T(atency).

<network> PORT _ STATE SERVICE

.80/th open http
MAC AAATEss: 52:54:700:1F:18:EC (QEMU virtual NIC)

.Nr‘ap scan report for raspberry (192.168.122.103)

° ST: TCP ConneC'I' (3_Woy hondShOke) AOST 1S Up (0. 00205 tacency /.
« p:ports (you can use a comma “,"” for .PgR{ STATE _SeRvIcE
. . 80/tcp close p
mU”Iple SeOrChlng of porTS) MAC Address: 08:00:27:30:20:E0 (Oracle VirtualBox virtual NIC)

.Nrap scan report for kali (192.168.122.27)
Host 1s up (0.000054s Llatency).

PORT STATE SERVICE
.80/tcp closed http

Nmap done: 256 IP addresses (3 hosts up) scanned in 2.34 seconds
rootaokali:~#

BY NC SA
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Thank you

Please send all questions to:
Abdelkader Shaaban,
abdelkader.Shaaban@ait.ac.at
Stefan Schauer
Stefan.Schaver@ait.ac.at
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