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Final remarks

• Throughout this module, we have seen that industrial communication 
protocols do not guarantee sufficient security measures in terms of:
• Availability, integrity, confidentiality and authentication/authorization

• This also means that industrial protocols depend on the security 
protocols of the TCP/IP stack
• This stack is fundamental in energy control networks as it enables greater 

connectivity of elements and resources (e.g. CPS, IoT or IIoT devices)

• However, we have also seen that the TCP/IP stack itself has a significant 
number of security breaches and there are multiple offensive tools that 
may corrupt their performance
• Therefore, the use of stack-specific security protocols becomes a primary 

requirement
• These security protocols will be presented under the following topic

•Among the first protective actions, it is recommended to be aware of 
the existing standards, recommendations and guidelines, which can 
help to identify and deploy security measures in energy control 
networks
• There are interactive tools that allow us to navigate between the different 

regulatory frameworks, facilitating their correct use
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Connect with CyberSecPro: 
How to register and other 
practical information

1. Website: 
www.cybersecpro-project.eu

2. X (Twitter):  
https://twitter.com/CyberSecPro_eu

3. LinkedIn: 
https://www.linkedin.com/company/cy
bersecpro-euproject/

http://www.cybersecpro-project.eu/
https://twitter.com/CyberSecPro_eu
https://www.linkedin.com/company/cybersecpro-euproject/


Thank you
If you have any questions, please do not 
hesitate to contact:

• Cristina Alcaraz
Associate Professor
University of Malaga
alcaraz@uma.es
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